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Abstract. Solving the Discrete Logarithm problem on the group of
points of an elliptic curve is one of the major cryptographic applica-
tions of Shor’s algorithm. However, current estimates for the number
of qubits required remain relatively high, and notably, higher than the
best recent estimates for factoring of RSA moduli. For example, recent
work by Gidney (arXiv 2025) estimates 2043 logical qubits for breaking
3072-bit RSA, while previous work by Héaner et al. (PQCrypto 2020)
estimates a requirement of 2124 logical qubits for solving discrete loga-
rithm instances on 256-bit elliptic curves over prime fields. Indeed, for an
n-bit elliptic curve, the most space-optimized optimized implementation
by Proos and Zalka (Quant. Inf. Comput. 2003) gives 5n + o(n) qubits,
as more additional space is required to store the coordinates of points
and compute the addition law.

In this paper, we propose an alternative approach to the computation
of point multiplication in Shor’s algorithm (on input k, computing kP
where P is a fixed point). Instead of computing the point multiplica-
tion explicitly, we use a Residue Number System to compute directly
the projective coordinates of kP with low space usage. Then, to avoid
performing any modular inversion, we compress the result to a single bit
using a Legendre symbol.

This strategy allows us to obtain the most space-efficient polynomial-
time algorithm for the ECDLP to date, with only 3.12n + o(n) qubits,
at the expense of an increase in gate count, from O(n®) to O(n?). For
n = 256 we estimate that 1098 qubits would be necessary, with 22 in-
dependent runs, using 23%1° Toffoli gates each. This represents a much
higher gate count than the previous estimate by Héner et al. (roughly
239), but half of the corresponding number of qubits (2124).
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1 Introduction

Shor’s Abelian period-finding algorithm [36] is widely regarded as the most sig-
nificant application of quantum computing to cryptography, as it solves in poly-
nomial time the problems of factoring large integers and computing Discrete
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Logarithms in Abelian groups. Since it achieves an exponential speedup over
the best classical algorithms in general, Shor’s algorithm is also considered as
one of the near-term applications of fault-tolerant quantum computers. In or-
der to better understand its impact, and compare it to the steady progresses
in engineering of quantum computing devices, many authors have studied its
exact cost. These cost estimates range from more or less precise logical gate and
qubit counts (e.g., [30,20,7]) to estimates of physical resources under different
hardware assumptions [18,27,17,19].

While the gate count should not be entirely left aside, many of these authors
focus in priority on the number of logical qubits, which is expected to be one
of the limiting factors in the first fault-tolerant quantum computations. On the
contrary, as long as the operations can be error-corrected, the total runtime of
Shor’s algorithm does not seem to be the main limitation: in [18,17] it ranges
from a few hours to a few days.

Most of the interest around Shor’s algorithm in quantum cryptanalysis con-
cerns three applications: factoring RSA public keys (large semiprime integers),
and solving discrete logarithm problems in finite fields, or in groups of points of
elliptic curves. Interestingly, the former two problems have seen renewed interest
recently, with results on reducing its gate count [31], improved arithmetic cir-
cuits [24], and strong reductions of the space complexity [7,17]. The latter works
showed that factoring an n-bit RSA key could be done within O(n3) gates and
n/2+ o(n) qubits. Concretely, a 3072-bit RSA public key, roughly corresponding
to 128-bit classical security, now only needs 2043 logical qubits [17]. But before
this, the discrete logarithm on elliptic curves was considered as a potentially
easier application, which required overall fewer gates and qubits. As an exam-
ple, when optimizing for the space, finding a Discrete Logarithm in the group
of points of a 256-bit elliptic curve on a prime field requires only 2124 qubits
and 232-% T gates [20]. This is now slightly more qubits than an RSA instance
of equivalent security.

Shor’s Algorithm and Output Compression. Factoring n-bit RSA with n/24o0(n)
qubits is done by combining a variant of Shor’s algorithm, the Ekera-Hastad
algorithm [13], with a compression of the output [28]. Since the RSA case is also
reduced to a Discrete Logarithm instance, we focus on the latter.

Let (G,+) be an Abelian group, generated by an element P. We would con-
sider a multiplicative group of integers, but as we are interested later in elliptic
curves, we will use additive notation, and denote kP = P+ P + ...+ P. Given
another element @, the Discrete Logarithm problem is to find k € Z such that
@ = kP. In Shor’s algorithm, one defines the function:
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f(a’ﬂ):ap+ﬁQ .

This function is periodic: it satisfies f(a+k, 3 —1) = f(a, B) for all «, 8. Shor’s
algorithm recovers the period (k,—1) using a subroutine whose complexity is
dominated by the computation of f, called on an input space Zom: X Zgm, for



well-chosen parameters m;, mg. Initially, Shor [36] showed that with my, mg large
enough, the period could be recovered from a constant number of calls to the
subroutine (and measurement results). Ekera and Hastad [13] showed that my
and my could be further optimized: if we guarantee that k& < 2¢, where 2% can be
much smaller than the order of G, we can use m; = d+o(d) and mg = o(d). The
number of measurements has to increase (depending on the additional padding
o(d)), and the measurement results have to be post-processed using a lattice siev-
ing subroutine. Several variants of this algorithm were introduced [9,10,11,12],
but their common point is that the classical post-processing can be efficiently
simulated.

In former implementations of Shor’s algorithm, the input register (holding
the values of « and ) could be reduced to a single qubit, using the semi-
classical Fourier transform, and the memory cost depended on the output register
(holding f(a, 8)) and the ancilla qubits necessary to implement f. In this paper,
we will consider instead the approach of [7,17]: instead of compressing the input
register, one compresses the output. Concretely, we consider a hash function
h : G — {0,1}", where r is some small constant, and replace f by ho f in
the algorithm. If h can be drawn from a universal hashing family, May and
Schlieper [28] showed that the measurement results follow a similar distribution
as the uncompressed version, allowing to apply the same post-processing. In
order to reach d+ o(d) qubits in total, one then implements ho f using o(d) bits
of ancilla space.

The Case of Elliptic Curves. In the case of integer factoring and discrete loga-
rithms in integer groups, Chevignard et al. [7] showed that the truncated modular
exponentiation:

a, 8 = (G*A7? mod N) mod 2

where G, A, N are integers and r is a small constant, can be implemented us-
ing O(log N + log d) additional space. This allows to implement the compressed
Ekera-Hastad algorithm with only d+o(d)4+O(log N) qubits. However, this result
uses arithmetic techniques specific to the integer domain, notably the Residue
Number System (RNS). In order to apply the compressed Ekera-Hastad algo-
rithm to the group of points of an elliptic curve, a dedicated method seems
needed.

Contribution. In this paper, we propose a concrete implementation of the com-
pressed Ekera-Hastad algorithm for elliptic curves on prime fields. On a curve
E(F,) where ¢ is a prime of n bits, the work of Proos and Zalka [30] provides the
best known space complexity to date, around 5n + o(n), while latest optimized
circuits [20,19] give counts around 8n. Our method achieves 3.12n + o(n). It is
based on two building blocks.

First, we use an adapted hash function family. Internally, we will use a system
of projective coordinates to represent the point aP + Q. Unfortunately, this
representation is not unique. From these coordinates (X : Y : Z), we would need
to compute X/Z mod ¢, i.e., a modular inverse, to access the unique z-coordinate



of the point. Instead, we use the Legendre symbol, and define: h(aP + Q) =

(XT/Z) as a single-bit hash function. Since the Legendre symbol is multiplicative

and (UTZ) = (%), we can directly compute (%) This avoids the costly

inversion, and reduces the problem to a computation of XZ mod ¢. In order
to use the May-Schlieper [28] result, which needs a family of independent hash
functions, we extend this by adding a random point to a P+/3@Q, which is modified
each time we call the quantum subroutine.

Second, we use a Residue Number System to compute X Z mod g. However,
this works very differently from factoring. Indeed, the point of the RNS is to
represent a large integer by a set of residues modulo small primes, so to go
through the RNS, we must first lift all operations in the integers. This is quite
easy in the factoring case, as these operations are simply products of many
precomputed constants: instead of performing these products modulo N, we
would perform them in Z, and obtain a large integer which is represented by the
RNS. For elliptic curves however, the main operation is the addition of points. By
using specific formulas for point addition in projective coordinates, we obtain
an intermediate integer representation having approximately O(n?’) bits. The
value of XZ mod ¢ is then reconstructed from the residues modulo many small
primes, around (’)(n3/ log n) of them. Each residue costs O(n) time to compute,

which is where our asymptotic complexity increases to 5(n4).

Organization of the Paper. Section 2 gives preliminaries of elliptic curves on
prime fields, and integer arithmetic, including the RNS (Section 2.3). They are
borrowed from previous works, except Algorithm 1 which is a reversible point
addition in projective coordinates. Section 3 contains preliminaries of quantum
DL algorithms: Shor’s algorithm, Ekera-Hastad’s algorithm, and May-Schlieper
compression. The rest of the paper presents our new contributions, in the fol-
lowing order.

In Section 4 we justify that the Legendre symbol provides a hash function
family good enough for compression, and give a new reversible algorithm to com-
pute it with low space, reducing the problem to computing X Z mod q. Precisely,
we prove:

Theorem 2 (Our algorithm, part 1). Assume that there exists a quantum
circuit to compute:

lov, B) |0) = |, B) [ XaptpQZar+pq mod q)

where (a, B) is an input of bit-size n+o(n), in gate count (5(n4), and using o(n)
additional space. Then there exists a quantum algorithm to solve ECDLP using
space 3.12n + o(n) and gate count O(n*).

In Section 5, we show how to compute X Z mod ¢ with low additional space
using point additions in a binary tree and a spooky pebbling strategy introduced
in [25], completing our algorithm. This section proves:



Theorem 4 (Our algorithm, part 2). There exists a quantum circuit to com-
pute:

v, B) [0) = |, B) [ XaP+pQZar+pq mod q)

where (a, B) is an input of size n + o(n), in gate count (5(77,4), and using
?)

O((logn)?) additional space.

Finally in Section 6 we put these results together and compute concrete qubit
and gate count estimates for several curves, based on implementations of the
main components of the circuit (point addition, binary tree pebbling, Legendre
symbol). While the qubit count can be halved compared to previous works, this
comes at a high price regarding the Toffoli gate count, which is multiplied by
more than a thousand. This is partly due to the higher asymptotic complexity
O(n4), but more importantly, to the logarithmic and constant factors in this
complexity which play a big role at these scales.

Our resource estimates are supported by implementations which are available
at:

gitlab.inria.fr /capsule/qarton-projects/compressed-ec-dlog

2 Elliptic Curves and Arithmetic

In this section, we start by introducing important preliminaries on elliptic curves,
notably the algorithm we use for point addition. We also give preliminaries of
arithmetic.

2.1 Elliptic Curves

In the following, we consider elliptic curves defined on a field IF, of prime char-
acteristic ¢ ¢ {2,3}. We will also consider the curves to be of prime order, which
is the typical case in cryptography. We could also consider the case of subgroups
of a non-prime order curve, but this may bring additional technicalities (as dis-
cussed e.g. in Remark 1). Typical examples used throughout this paper are the
NIST P-n curves, where n € {224, 256,384, ...} is the bit-size of the prime num-
ber q.

Let P? be the projective space of dimension 2 over F,. Two points (X : Y : Z)
and (X' : Y’ : Z') of P? are equal if and only if there exists A\ € F}; such that
X' =XX,Y' = XY, and Z' = A\Z. An elliptic curve E on F, is the set of points
of P? that satisfy the equation

E:Y?Z=X34aXZ?+0b7% ,

where a and b are in Fy, and 4a3 +27b% # 0. This set is also a commutative group
for a specific addition law, and the neutral element of this group is the point at
infinity (0 : 1 : 0), denoted O. It is the only point of E whose Z coordinate
equals 0.


https://gitlab.inria.fr/capsule/qarton-projects/compressed-ec-dlog

It is very common to describe elliptic curves using only two coordinates, x
and y, named “affine coordinates”. For any point (X : Y : Z) of E that is not
O, we have the correspondence = := X/Z, y := Y/Z, and the equation defining
E (also known as short Weierstrass equation) becomes y? = 2% + ax + b. The
neutral element (0: 1 :0) is considered apart from the others.

Most previous works on solving ECDLP with Shor’s algorithm, like [20],
consider affine coordinates, as they are more compact and require overall fewer
operations. The reason we use projective coordinates instead is that adding
points does not require to invert in F,. However, it is still required if one wants
to obtain a unique representative of a projective triple (X : Y : Z), by going
back to the affine coordinates.

2.2 Point Addition in Projective Coordinates and its Computation

The point addition formula that we use is from [32] (Section 3.1). It is complete
for curves of odd order, and in particular, prime order. This means that the
formula is valid for all input points, including the point at infinity, though this
is not the main reason for our choice. Given two points P, = (X3 : Y7 : Z1) and
P, = (X3 : Y2 : Zy), the sum is defined as:

Pi+P, =(X3:Y3:273)
X = (X1Ys + XoY1) (V1Ys — a(X1Zo + X2 Z1) — 3071 Zs)
—(Y1Zy + Yo Z1)(aX1Xo + 36(X 1 Zo + X0 Z1) — a*Z1 Z5)
Ys = (3X1 X2 + aZ1Zs) (aX1 X2 + 36(X1Z2 + X2 Z1) — a*>Z1 Z5)
+ (V1Y + a(X1Zy 4+ XoZ1) + 3bZ1 Zo) (Y1Ya — a(X1Zs + XoZ1) — 3021 Z5)
Zs = (Y1Zy 4 YaZy) (V1Yo + a(X1Zy + X2 Z1) 4 3021 Z5)
+(X1Ys + Xo V1) (3X1 X5 + aZy Zs)

(2)

The authors of [32] give an algorithm to compute (X3 : Y3 : Z3) using only

12 multiplications (Algorithm 1 in [32]). We give a reversible variant of this
algorithm, using as basic operations:

— In-place addition modulo ¢: x < x + y where x and y are two registers of
size [log, q].

— Multiply-adds modulo ¢g: © < x + yz where x, z, y are three registers, and y
or z may be a constant. Their cost dominates over the other operations.

— In-place doubling (or division by 2) modulo ¢: z < 22 where z is a register.

Efficient reversible implementations of these operations have been discussed in
previous works [20].

Lemma 1. Let q be an n-bit prime, and assume that there exists a multiply-adds
circuit modulo q that uses t ancilla qubits:

%) |y) |2) [0¢) = |2) [y) [2 + 2y mod g) [0;)



Algorithm 1 Reversible elliptic curve point addition in projective coordinates.

Constants: bs = 3b, a 15: tg < tg + t7
Input: X1, Y1,; 721, X2, Ya, Z2 16: (*) Y3 + tste
Output: X3,Y3, 73 17: (*) X3 + tsto
1: Tnitialize to, t1, o, b3, b4, b5, b, b7 to 0 1o 15 <15 +to = 2tz
2: Initialize X3, Y3, Zs to 0 19: t7 < t7 —Y1Y2 > t5 and t7 are now
3: to + X1 X2 both 0
4: tr — Y1Y2 20: tr b3t3
5: t1 « Z1Z2 21: tg «+ 3to
6: t2 (X1 + Y1) (X2 + Y2) 22: ts = t5 +aty
7 to < toy — (tO + t7) 23: to <+ to — at1
8: ts ¢ (X1 +Z1)(X2 + Z2) 24: by < t7 +abo
9: ts < ts — (to + t1) 25: () Ya = Yo + tstr
10: ta ¢ (Y1 +Z1)(Yz + Z2) 26: (*) X3 = Xs — tatr
11: t4 <+ tg4 — (t7 + tl) 27 ( ) Z3 < tate
L%
12: tg <+ ats 28: ( ) Z3 < Zs+ t.2t5 .
13: tg < tg + baty 29: Apply all operations in reverse, except
14: ts < t7 — tg those marked by (*)

Then there exists a circuit that computes:
|X17 Yla Zla X27 Y27 Z23 Oa 07 0> = |X17 Yla Zla X27 YQ; ZQa X37 Y3a ZB>

which uses t+8n ancilla qubits in addition to its input and output registers, and
34 multiply-adds.

Proof. Our Algorithm 1 contains 20 multiply-adds forwards, which are high-
lighted in bold, and 14 multiply-adds when uncomputing the steps, so a total of
34 multiplications. It uses 8 temporary registers (to to t7) which are reinitialized
to 0. a

2.3 RNS Reconstruction

In this paper, we use a Residue Number System (RNS) to compute the coordi-
nates of elliptic curve points. Let n and m be two integers, and ¢ < 2™ be an
n-bit prime. In the following, we note [z], the representative of  mod p between
0and p—1. Let T : {0,1}" — Z be a function such that for all e, |T'(e)| < 2¢
for some integer t bigger than n. In this paper we will have ¢t = (’)(n?’), while [7]
used t = (’)(nz).

We explain in this section how to implement a circuit C' for:

le) 10) > [e) |[T(e)]q)

using small additional space, from circuits C), that compute residues:

€ 0) =25 |e) |[T(e)],)



for many primes p exponentially smaller than ¢. The method, which we borrow
from [7], uses well-known results of classical arithmetic: the RNS combined with
explicit Chinese remaindering.

Residue Number System (RNS). A residue number system is a unique represen-
tation of an integer by a set of residues modulo small primes. More precisely, if
we take a set of primes P := {p1,...,p¢}, and define M := Hpep p, then the Chi-
nese Remainder Theorem (CRT) gives a bijection Z/MZ <> Z/p1Z X ... XL/ peZ.
Let M, := M/p, and wy, := (M,)~! mod p for any p € P, then this bijection is
explicitly given by:

P [ bty o el 3)

peEP

Thanks to the prime number theorem, we know that there are sufficiently many
prime numbers so that, asymptotically, an RNS of O(t/logt) primes of O(logt)
bits each can be used to represent numbers up to 2.

Ezxplicit CRT. From now on, consider an integer r < 28 < M. We can express
the value of r explicitly from the residues, by removing the modulo operation
that appears on the left side of Equation 3. This is known as explicit Chinese
remaindering [4,3]. We take the formula of [7], although different variants exist
(for example in [3]). From this point onwards, the formulas are not exact; they
work with a certain probability over the input . This is sufficient for us.

Lemma 2. Let u = {logQ > pep p2—‘ = O(logt). The following holds with prob-
ability 1 — negl(n):
1 u
r= (Z[r]pprp) - ({T‘(Z[r]pwp |24 /p] )J + 1>M . (4)
peEP peP

This follows from [7, Lemma 5], and is a consequence of Barrett’s reduction,
as 1/p is (roughly) approximated by 57 [2“/p]. In this equation, we denote:

(€)= | gz ( Zblwn 122701 )| 1.

pEP

where e is the bit-string input to the circuit. This is the quotient in the Euclidean
division of r by M. It can be noted that log, qar(e) = O(logt), as it is a sum of
numbers polynomial in .

Full Algorithm. Suppose that M > 2¢. For any e, we have:

~
—

('b
LY

Il

Y IT(e)pwpM, | —an(e)M
peEP

= [T'(e)]q = Z[T(e)]p[prp]q —qum(e)[M]g mod q .
pEP



Algorithm 2 Reconstruction of T'(e) mod ¢ from its residues.

Precomputation: compute [M]q, (wp [2%/p]) and [wypM,], for all primes in the RNS
Input: e
Output: [T'(e)]q

qm <0 > Register for gas(e), of logarithmic size
T+ 0 > Register for T'(e), of size n
for all p € P do
Compute [T'(e)]p
ar — axt + [T(e)]p(wp [2°/p))
T« T + [T(e)]plwpMp]y mod g
end for
am <+ |zram] +1
T+ T— qM[M]q mod q
: Return T

=

The algorithm that computes [T'(e)], is given as Algorithm 2. For each prime
p € P, we compute the residue [T'(e)], and use it to update our current g(e)
register (which is small), and our current [T'(e)], by performing a multiplication
modulo gq.

Lemma 3. Let n and m be integers of the same order. Let T : {0,1}"™ — Z
be a function such that for all e, |T(e)| < 2" for some integer t, let ¢ < 2™ be a
prime, and consider an RNS to represent numbers below 2t. Assume that for all
p in the RNS, there exists a circuit C, : |e) |0) — |e) |[T(e)]p) which on input

e € {0,1}™, returns the residue, uses ¢ ancilla qubits, and O(m) gates. Then
there exists a circuit that computes: C' : |e) |0) — |e) |[T'(e)q]) using a total of

m +n+c+ O(logt) qubits (including ancillas), and O(tm) gates.

Proof. The temporary space allocated in Algorithm 2, beyond the m-bit input
register for e and the n-bit output register, is O(logt) bits, as this is the size of
qur. If the computation of each residue costs time O(m) (a typical case), then the
total gate count is O(t/logt) x O(m) = O(tm) for all residues, and O(t) x O(n)
for the accumulation steps, where the multiplication [T'(e)],[w,Mp], is done by
a series of O(logt) controlled additions modulo g. Since m = O(n) (which is also
typical), we get a time O(tn). O

In this paper, the large integers that we will reconstruct will have a bit-size

t= (’)(n?’). This is what gives a gate count in 5(n4).

3 Quantum (Compressed) Period-Finding

In this section, we detail the necessary building blocks of compressed period-
finding: Shor’s algorithm [36], the Ekera-Hastad variant [13], and the May-
Schlieper compression technique [28].



3.1 Shor’s Algorithm for the Discrete Logarithm Problem

Shor’s algorithm can find the period of a periodic function defined over an
Abelian group. We focus on the special case of solving the Discrete Logarithm
Problem (DLP) in such a group.

Let (G,+) be an Abelian group (in additive notation, in order to match the
notation for elliptic curves) and P be an element of G of order ord(P). Let Q
another element in the subgroup generated by P: 3k < ord(P),Q = kP. We
assume that elements of G can be represented using m bits. The DLP asks to
recover k from P and Q.

Consider the function:

{ZXZ—>Q )

fla,B) =aP +BQ .

This function is periodic: it satisfies f(a+k, 3 —1) = f(a, B) for all , 8. Shor’s
algorithm allows to recover the period (k,—1) with one or several calls to a
quantum subroutine that will be denoted Qéhor in the following. The subroutine
depends on two parameters mi, mo that have to be chosen in advance. It proceeds
as follows:

1. Initialize an input register of my 4+ mo qubits and construct a uniform su-
perposition over Zom; X Zgm,, using a Hadamard transform;
2. Initialize a workspace register of size m and compute f:

1
T |, B) | £ (e, B)) (6)
2m1 ma a,ﬂEZzg,l:x Z2m2

3. Apply QFT2m1 [029] QFT211L2 X
4. Measure the workspace register and discard its value;
5. Measure the input register and return its value.

Both parameters m; and mg originally considered by Shor [36] are log, ord(P).

Concerning the Quantum Fourier Transform, it can be approximated using
efficient circuits (with few ancillas, small depth and small total gate count)
such as [23]. Consequently, both from the perspective of space complexity and
gate count, the greatest challenge for practical applications of Shor’s algorithm
remains the implementation of f.

Let us mention also that the circuit for f does not need to be exact, i.e.,
to return f(a, 8) on all inputs. As discussed in previous works [37,7,17], a con-
stant (but small) probability of failure of the arithmetic circuit does not disrupt
noticeably the algorithm.

3.2 Ekera-Hastad Algorithm

Ekera and Hastad [13] introduced an optimization of Shor’s algorithm for com-
puting short discrete logarithms and (as a secondary consequence) factoring

10



Table 1. Trade-offs to solve a DL problem using the Ekera-Hastad algorithm, using
the version of [9]. The numbers are taken from Table 7.8 in [12], and are obtained by
targeting a success probability of at least 0.99 in the classical post-processing — they
could be decreased if one targets a lower success probability. The total input size is
given by n+¢ + £ for £ = [m/s].

Group size n (bits) ¢ s Input size Measurements

224 9 7 265 10
256 9 8 297 11
384 1010 433 13
521 1013 572 16

RSA public keys. We consider here the DL case. Two modifications are brought
to Shor’s algorithm: first, the input register size is optimized from log, ord(P) +
log, ord(P) to (logy ord(P) + £) + ¢, where £ = (log, ord(P))/s for some parame-
ter s to be determined. Second, the post-processing method is modified, from a
continued-fractions to a lattice-based algorithm. Multiple runs of the Qéhor sub-
routine are now needed. One constructs an integer lattice from the measurement
results, and finds a short vector in this lattice. The dimension of the lattice is
equal to the number of runs, which tends to s + 1.

There exists several variants of this algorithm: [9] targets the general DLP
in groups of known order, [11] targets the DLP in groups of unknown order,
and [13,10] target the short DLP in groups of unknown order. In the case of el-
liptic curves, we are interested in a non-short DLP in a group of known order. We
will reuse the simulation results from [12]. Asymptotically, the parameter s can
be o(log, ord(P)), giving an input register of size log, ord(P)+o(log, ord(P)). As
the output distribution can be efficiently simulated, Ekera performed extensive
simulations, giving concrete values of s and the number of runs for cryptographic
parameters.

3.3 Output Compression

May and Schlieper studied the effect of output compression in Shor’s algorithm
and its variants [28], whereby the function f in the subroutine Qéh or is replaced
by h o f, where h is a well-chosen hash function. More precisely, one needs to
use a universal hash function family.

Definition 1. A hash function family H, = {h : {0,1}"™ — {0,1}'} is called
universal, if for all z,y € {0,1}", © #y, one has Prycy,[h(x) = h(y)] = 27

Theorem 1 ([28, Theorem 7]). Let f : {0,1}™ — {0,1}" and H; be a uni-
versal hash function family. Let Q2°°% be a quantum circuit that, before mea-
surement, on input |0™)|0™), yields a superposition:

s)= > Yo ww ) @)

ye{0,1}™ f(z)eIm(f)

11



satisfying

f(z)eIm(f)
Let p(y), resp. pn(y), be the probability to measure |y), y # 0 in the m input

period

qubits when applying Q?eMOd, resp Qpe’t ™" with h selected uniformly at random
from Hy. Then, pr(y) = (1 —27%)p(y).

Equation 7 is shown to be satisfied by Shor’s and Ekera-Hastad’s algorithms.
In this paper, we are interested in the case ¢ = 1. In this case the probability to
measure 0 (which is immediately discarded) increases to 1/2. If we discard the
0 outputs, then the obtained distribution is the same as in the uncompressed
algorithm. We can run the post-processing routine unmodified and the estimates
of Section 3.2 still apply.

A modified version of this result is used in [7,17], where there is a single hash
function which is supposed to behave as a random function, and ¢ is a small
constant. However in this paper we intend to use t = 1 and a family of hash
functions.

4 Output Compression Using the Legendre Symbol

In this section, we define and study the family of hash functions that we will use
with the compressed Ekera-Hastad routine. Given the generator P for the DL
computation, the hash functions are defined using the Legendre symbol on the
z-coordinate of the input point, added to a multiple of P. Recall that when ¢ is

a prime, the Legendre symbol (%) is defined by:

X 1if X # 0 is a square in I,
<) = X"T = { —1if X is not a square in F,
1 0if X =0

Let r = ord(P) be the additive order of the point P. We define our family of
hash functions (hy)o<u<r—1 on the curve E(F,) as follows:

he :E— {-1,0,1}
VWO<usr-1 RH(M) )
q

Here, it should be noted that Xr1,p/Zr1vp is indeed the affine z-coordinate of
the point R+ uP, and is unique (whereas X and Z are not). By multiplicativity
of the Legendre symbol, we also have:

9)

XnsurZ
Y0 <u<r— 1 hy(R) = (R+uPR+uP>

q

In this section, we first check that this hash function family behaves (heuris-
tically) almost as a universal hashing family, and is good enough to be used in
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the compressed Ekera-Hastad algorithm. Then, we give a quantum algorithm to
compute the Legendre symbol in a space-efficient way. Together the results of
this section show the following.

Theorem 2 (Our algorithm, part 1). Assume that there exists a quantum
circuit to compute:

lov, B) |0) = |, B) [ Xap+sQZar+pq mod q)

where (a, §) is an input of bit-size n+o(n), in gate count (5(714), and using o(n)
additional space. Then there exists a quantum algorithm to solve ECDLP using
space 3.12n + o(n) and gate count O(n"‘).

4.1 Hash Function Family

We begin by restricting the function h, to Gp = {kP,k € {0,...,r — 1}} since
the point multiplication output always falls in this subgroup; this may be the
full curve if it is cyclic. We also define h,,(O) = 0. We use the following heuristic.

Heuristic 1. The function :

{h AL, /2] = {=1,0,1}

k— (“—P>
q
behaves as a random function in {—1,1}.

In particular, this heuristic neglects that the x coordinate of multiples of P
could be 0 on very rare occasions; this is not strictly necessary for our argument,
but it simplifies it. Notice that we have restricted the input: if £ = 0 the output
would be always 0 (point at infinity), and for & > [r/2] we have:

kP = —(T—/{Z)P = TkP = T(r—k)P -

Therefore the outputs are symmetric.

The randomness of the Legendre symbol applied to the x coordinates of
points has been the subject of previous works. In [22] Jao et al. conjecture that
a sum of values of a multiplicative character, applied to multiples of points on
an elliptic curve, is balanced; this conjecture was later proven in [14].

Remark 1. While Heuristic 1 is valid for a curve of prime order, and so for the
most common cases in cryptanalysis, there are curves where the order is not
prime!. One works instead in a subgroup of the points. As an example, such
a curve is defined in [29]. In this curve, the z-coordinate of all points of the
subgroup happens to be a square, while all points outside the subgroup are
non-squares modulo ¢. Fortunately, even for such curves, it is easy to fix the

(X+2)z
q

heuristic by replacing xpp by zxp + 1, i.e., ( ) in projective coordinates.

In all cases, the curve being known in advance, the heuristic can be validated
experimentally.

! This remark was made by an anonymous reviewer of EUROCRYPT.
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We now prove that under Heuristic 1, the hash function family k., is almost
universal. Our idea is to reduce the problem to the bound of the autocorrelation
of a random sequence, which comes from the random function h in Heuristic 1.
It is known that the autocorrelation of a random sequence in {—1,1} of length
r is of order y/rlogr [34]. Although we cannot use directly these results because
of the symmetry property given above, and the fact that the actual domain of
the random function is only half of the sum indices, the same arguments can be
adapted to our case.

Proposition 1. Under Heuristic 1, with probability 1 —o(1), for all points R #
R/ m Gp.'
1

Procio. v 1) (ha(R) = hu(R) - \ <

4logr
3 .

\/,F

(10)

Theorem 3. Let f :{0,1}™ — S and (hy)o<u<r—1 @ family of hash functions
S — {0,1} such that:

VR,R €8,

Pry (hu(R) = hu(R')) — ;’ <e. (11)

Let Q?em’d be a quantum circuit that, before measurement, on input |0™) |0™),
yields a superposition:

> Yo Wy ) (@) (12)

ye{0,1}™ f(z)eIm(f)

satisfying:

Yy # 0, Z Wy fz) =0 . (13)
f(@)eIm(f)

Let p(y) be the probability to measure y after running Q?erwd. Let p'(y) be the

probability to measure y after selecting u at random and running Qﬁi’:}’d. Then,

for any y # 0:

(; - 6> p(y) <p'ly) < (; + e) p(y) - (14)

Both proofs are given in Section A. Note that the output of h,, in {—1,1},
has been remapped to {0,1} (this has no incidence on the proof).

We finally combine Theorem 3 with Proposition 1: under Heuristic 1, with a
very large probability over the DL instance, the assumption of Theorem 3 will
hold with a bound ¢ = %\/ér. Since r is very large in practice, the statistical
distance between the real case (outputs of the compressed algorithm) and the
ideal case (rescaled distribution) is negligible, and the effect of the non-ideal
compression is inconsequential throughout the algorithm.
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4.2 Space-Efficient Computation of the Legendre Symbol

We now give a quantum circuit that, on input X, computes (%) using #22(3)—1—

O(y/n) = 2.12n 4+ O(y/n) qubits in total, leading to the space usage claimed
in Theorem 2.
More generally, the circuit that we give implements the Jacobi symbol (g),

which is a generalization of the Legendre symbol for any integers p and q. When
q is a constant, we simply write it in a second register and use the Jacobi circuit.

We start from Algorithm 3, which adapts the binary Jacobi symbol algo-
rithm of [35]. The input numbers p, ¢ are reduced by repeatedly swapping them,
reducing ¢ modulo p, and shifting the bits of q. Each time a swap or a division
by 2 is performed, we use the laws of quadratic reciprocity to update the value

of the Jacobi symbol. Note that the algorithm, as we have written it, does not
T
This approach is similar to the one presented in [26], although our iterations are
formed differently in order to reduce the numbers as fast as possible, since we
want to minimize the space complexity.

Similarly to algorithms for binary GCD [20], we use a fixed number of itera-
tions. Our first task is therefore to determine the number of iterations required
to succeed with large constant probability. We formulate the following heuristic.

support the case where ( ) = 0, which merely becomes a negligible failure case.

Heuristic 2. At each loop, the product of p and ¢ is reduced by a factor 1 x %

2
on average.

Indeed, the operation ¢ < ¢/2 happens in all cases, while the operation
q < q— p, which will also reduce the combined bit-size of p and ¢, happens only
with probability 1/2. Therefore, with probability 1/2 we multiply by another
factor 1/2, hence the multiplication by 3/4. In other words, 3 — log,(3) bits of

(pq) are erased at each iteration, and 3y =~ 1.413n iterations are necessary

2n
3—lo
on average. Furthermore, the number of itifr(ations on random inputs p, ¢ follows
a normal law of mean 1.413n and standard deviation O(y/n). We performed
numerical experiments (notably for values of n of interest, like n = 256 and
n = 512), with random as well as fixed starting values of ¢, to validate this, and

obtain a standard deviation around 0.604/n. As a consequence:

Heuristic 3. By using 1.413n + 1.84/n iterations, Algorithm 3 succeeds on ran-
dom inputs of size n with probability > 0.99.

4.3 Reversible Variant

We start by fixing the number of iterations to 1.413n + 1.84/n following Heuris-
tic 3. Next, we will store the values of b and s produced during these iterations,
which will be our garbage bits. At each iteration, a new b is produced (one bit
of garbage), and with probability 0.5 (when b = 1), a new s is produced (one
bit of garbage). Thus, each iteration produces on average 1.5 bit of garbage. Ex-
periments show that the number of garbage bits used in total by the algorithm
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indeed follows a normal distribution with average 1.5 x 1.413n and standard
deviation around 0.53y/n. Afterwards, by running the reverse of the iterations,
we can uncompute the garbage bits.

Heuristic 4. The number of garbage bits produced by the algorithm (over all
iterations) on random inputs of size n is smaller than 2.12n + 1.64/n with prob-
ability > 0.99.

Our first algorithm (Algorithm 4) uses n + n + 2.12n + 1.6y/n qubits. Our
final modification is to make it compact, by reusing the most significant bits of
p and ¢, which are erased during the iterations, to store the garbage bits. Since
there are slightly more garbage bits in total than bits in p and ¢, we start with
registers of size 1.06n + O(y/n) for both numbers. At each iteration, we reduce
the size of the current effective registers for p and ¢, and increase the size of the
current effective g. We simply need enough padding to make sure that the values
stored (p, g, g) do not overlap.

Both p and ¢ lose on average %(3 — log, 3) = 0.708 bits per iteration. At
iteration 4, their expected length is [n — 4 x 0.708]. We observe that with high
probability, the length remains below [n — 4 x 0.708 4+ 1.5/n| for both registers
during the entire computation. Likewise, the expected length of ¢ is 1.5, and
with high probability, its length remains below 1.5¢ + /n.

As a consequence, by starting with two registers of size 1.06n+2+/n, we ensure
that there will never be an overlap between the parts that actually contain p
and ¢ (starting from the least significant bits) and the parts where we write g
(starting from the most significant bits). By tuning the amounts of padding for
p, q and g, we can reduce the total number of qubits at the expense of increasing
the probability of failure. This gives the following (heuristic) result.

Lemma 4. For any constant €, there exists a reversible classical circuit using in
total 2.12n + O(y/n) qubits that computes the Jacobi symbol, and succeeds with
probability 1 — € on inputs chosen uniformly at random.

As all operations in the main loop of Algorithm 4 have gate count linear in
n, the gate count of the whole circuit is (’)(nQ). This will be a negligible amount
compared to the remaining of our algorithm.

5 Point Addition using Residues in a Binary Tree

In this section, we detail the remaining part of our algorithm: the computation
of XoptsgZapr+pg mod g using residue arithmetic. We show:

Theorem 4 (Our algorithm, part 2). There exists a quantum circuit to
compute:

lov, B) |0) = |, B) [ Xap+QZar+pq mod q)

where (a,B) is an input of size n + o(n), in gate count (5(714), and using
O((logn)?) additional space.

16



Algorithm 3 Binary Jacobi symbol algorithm (adapted).

Input: p,q odd
Output: (g)
1: t<0
2: for A fixed number of iterations do

> Loop invariant: p is odd

3 b < g mod 2

4 Conditioned on b =1 do

5: s+ (g <p)

6: Conditioned on s do

T Swap p, ¢

8: If pmod 4 =3 and g mod 4 =3, t + NOT(t)
9: EndConditioned

10: q+—q—p > ¢ is now even in all cases

11: EndConditioned
12: q+q/2
13: If (pmod 8 =3 or pmod 8 =25) and ¢ # 0, t < NOT(t)

> g = 0 would mean that we have stopped the algorithm

14: end for
15: Return (—1)*

Algorithm 4 Reversible binary Jacobi symbol algorithm.

Input: p,q odd
Output: (g)

1: Registers: t < 0, p (n qubits), ¢ (n qubits), g (2.12n + 1.64/n qubits)
2: for 1.413n + 1.84/n iterations do

3: Shift g left

4: Controlled on ¢ mod 2, shift g left;

> We now have one or two bits at zero at the beginning of g

5: g[0] < g[0] ® (¢ mod 2)

6: Conditioned on g[0] do

7 g(l] < g[l] @ (¢ <p)

8: EndConditioned

9: Conditioned on ¢[1]&g[0] do

10: Swap p, q

11: If pmod4 =3 and gmod 4 =3,t+«+ NOT(t)

12: EndConditioned
13: Conditioned on g[0] do

14: qg+—q—p > ¢ is now even in all cases

15: EndConditioned

16: Shift g left

17: If (p mod 8 =3 or pmod 8 =5) and ¢ # 0, t + NOT(¢)
18: end for

19: Return (—1)%; perform the iterations backwards to uncompute the garbage bits

and reobtain p, q.
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We start by explaining how the computation of aP + 5@ is reduced to a
multi-addition of points, optimized using windowing, and put into a binary tree;
then, we will go to the RNS.

5.1 Multi-Addition and Windowing

When P and @ are classical constants, the operation «, 8 — Xopy80Zapr+80Q
can be reduced to a multi-addition of points. We write o = ag + @12 + 92% +
coit am,—12™ tand B = Bo+ S12+ .. + Bmy,—12™2 1 where «ay, B; € {0,1}
and m := mj +mo = n+o(n) is the total length of the input register. Then, we
have:

aP+8Q =Y ai(2'P)+ > Bi(2'Q) .

We precompute the 2°P and 2°Q and denote them as m points P(Y). In Shor’s
algorithm, one would then perform the operation:

m—1

(6(),...,€m,1) — Z eiP(i) s (15)
=0

where the e; are the bits of a and 5. In our case, we want to compute:
(€0s---sem—1) = Xzy;gl e; P() Zzy;gl e; P -

For our hash function, we also need to add a random (but classical) multiple
of P to the point. Clearly this is not more difficult than extending the vector
(eo,---,em—1) by a single bit. We shall omit this detail to simplify the notation.

Windowing. In the following, let us write m’ = [m/2%] for some integers x, m’.
We will use windowing to reduce the cost of the whole procedure by a small
factor. We separate the control bits (e, ..., €en—1) into groups of m’ bits, de-
noted e, . .., esx_1. For each group, we precompute the sum of points P for
all possible choices of the bits. Technically, this means that we precompute a
function:
T; :{0,1}™ — E(F,)
L (16)
{ei = (€imrs -+ s (i 1ym—1) = 2 €igr 4y PO D)
This precomputation is entirely classical. Furthermore, the additional multiple
of P for hashing can be included for free by modifying the definition of Tj to
add it in all cases. A quantum table look-up circuit for T;: |e;) |0) — |e;) |Ti(e;))
requires roughly 2™ — 1 Toffoli gates and O(m’) additional space [1]. We will
choose m’ appropriately to balance this cost with other operations. We have now
reduced the problem to computing:

(eo,...,ezk,l) I—>X21 Ti(ei)ZziTi(ei) . (17)
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5.2 Tree-Structured Addition and RNS

We need to add together 2" points, which are produced by evaluating the cir-
cuits Ty to To~_1. Suppose for a moment that we add these points as if their
coordinates were in Z, without performing any modular reduction. That is, we
interpret a and b as integers, and use the formulas of Equation 2 on the integers.
It is clear that these formulas define three multivariate polynomials Hy, Hy, Hz
with integer coefficients such that, when adding two points (X7 : Y7 : Z;) and
(X2 : Yo : Zs):

X3 - HX(Xla}ﬁ7Z17X2a}/é7ZQ) mod q
Y?):HY(leiflaZ17X231/2aZ2) mOdq ° (18)
Z3 = Hz(X1,Y1,Z1, X2,Y2, Z3) mod q

If we never perform modular reduction, we will eventually reach a triple of
integers (X,Y, Z) such that:

(X mod q: Y mod ¢q: Z mod q) = ZTi(ei) . (19)

In order to keep the size of these integers manageable, we do the sum of these
2% points in a binary tree with x levels, as shown in Figure 1.

To(eo) Ti(e1) T>(ez2) T5(es) coo Ton_g(egn—2) Ton_i1(ezr_1)
To(eo)+T1(e1) Ta(e2)+T3(es) Tar _p(egr _2)+Tar _j(ezr_1)
+7 o+ K
R P levels
(X:Y:2)

Fig. 1. Binary tree of point additions (we assume here that the tree is complete; in
general the last level is incomplete).

We are going to bound the maximal size of the integers X,Y, Z resulting
from this process. Let n be the bit-size of ¢, with ¢ < 2”. Since the polynomials
Hx, Hy,Hz have degree 4, the bit-size is multiplied by 4 at each level of the
binary addition tree. We formalize this as follows.

Lemma 5. Assume that there exists integers L and R such that | X1|, |Y1],|Z1] <
L and | Xs|,|Ys|,|Z2] < R. Then:

|Hx (X1,Y1,Z1,X2,Ys, Z5)|
|Hy (X1,Y1, Z1, Xo,Ya, Zo)| p < 2°"*5L2R? | (20)
|HZ(X17Y17Z1aX27Y27Z2)|
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Proof. Tt can be seen on the formulas that Hx can be developed into 8 terms
of degree 4, with degree 2 both in the coordinates of the first point and the
second point. Likewise Hy is developed into 24 terms of degree 4, Hz into 12
such terms. The biggest coefficient that can appear is a?, in the Hy polynomial,
which is smaller than 23". By simply using the triangle inequality, we have:

VT € {X,Y,Z},|Hr(X1,Y1, Z1, X2, Ys, Zo)| < 24 x 25" x L?R? < 23" [2R? O

Next, we give a bound for a well-balanced binary tree, like in Figure 1,
where there are m leaves (not necessarily a power of 2), and the integer triples
representing the point coordinates in the leaves are smaller than ¢ < 2".

Lemma 6. Let T be a well-balanced binary tree with m leaves, where each leaf
node is a triple of integers strictly smaller than 2". Let (X,Y, Z) be the root node
of T, computed using the integer polynomials Hx,Hy,Hy. Let k = [logam].
We have:

x| |
Y] < (n+2)2%72 42571 (2”71 —mn+ (m — 21 (Tn + 5)) < o(n+1)2%°F1
|Z|

Proof. By a simple induction using Lemma 5, we can bound the size for a com-
plete binary tree of height k as:

o
9(3n+5) (1+4+4%+...44"71) HUzk (21)
=1

where U; are the sizes of the leaves. We see an incomplete (but well-balanced)
tree as a complete binary tree with one less level, of which some of the leaf nodes
are the result of another point addition.

The height of the tree is given by k41 = [log, m] + 1. Let m/ be the number
of leaves at level k, and m” be the number of leaves at level k — 1. We have
261 =/ /2 +m”, and m/ +m"” = m. Thus m” = 2* —m and m’ = 2m — 2~.

Therefore there will be m” nodes at level kK — 1 which are leaves, and have
size bounded by n, and 2°~! — m/ nodes which are not leaves, and have size
bounded by 4n + 3n + 5. We then take the sum of these 2! nodes. We can
bound the bit-size by:

(Bn+5)(1+4+4%+...+4" ) +2°7 1 (m"n+ (2°' —m")(4n + 3n + 5))
< (n+2)2>"72 42571 (2" —mn+ (m — 2°7")(Tn+5)) . O
In other words, the coordinates of the output point can be represented on
(n + 1)225*! bits. The value that we are interested in is X Z, which has twice

this amount, i.e. (n+ 1)2272 bits. We see that the bit-size of X Z will be O(n?)
(windowing has only a minor asymptotic effect).
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5.3 Computing with the RNS

The computation of the integer polynomials Hx, Hy, Hz, in the tree structure,
starting from the coordinates of the initial points, followed by taking the product
of X and Z, defines a function T'(e) of the input bits e, with integer outputs
smaller than 2D (or more generally the formula of Lemma 6).

We reconstruct [T'(e)], using an RNS, as detailed in Section 2.3. In order to

compute a residue [T'(e)],, we reproduce the entire binary tree, but:

— We replace the initial table lookup circuits |e;) |0) — |e;) |Ti(e;)) by |e;) |0) —
i) [T (e0)l)-

— We reduce the computations of Hx, Hy, Hz at each node modulo p. That
is, we use Algorithm 1 where the integer values b3 and a are replaced by [bs],
and [a],, and perform all arithmetic operations modulo p instead of g.

— At the root of the tree, we modify Algorithm 1 to compute directly [X Z],.

While Algorithm 1 does not produce garbage, it performs only the operation:
|X17 Y17 Zle27 Y27 2270707 O> — |X1a Ylv Z17X27}/27 Z27X37Y37 Z3>

Therefore, computing the root of the tree requires to store intermediate nodes.
In the next section, we detail the strategy that allows to keep the space in
O(rlogn) = O((logn)?).

5.4 Spooky Pebbling of the Binary Tree

The spooky pebbling game, introduced by Gidney [16], is an extension of re-
versible pebbling games using measurement-based uncomputation. A pebbling
game is played on a directed acyclic graph, where the source nodes are the ini-
tial states of computations, and the sink node is the target of the computation.
When a computation is performed, a pebble is placed on the corresponding node,
indicating that its state is now stored in memory. When possible, removing a
pebble from a node indicates that its state is erased from the memory.

In our case, we consider a binary tree where each node stores a triple of
integers modulo an RNS prime p, except the root which stores only one.

— The leaves are the results of table lookups;

— The nodes are the results of evaluating the polynomials Hx, Hy, Hz (Algo-
rithm 1) modulo p;

— The root is the residue [XZ],.

A reversible pebbling strategy describes a reversible computation as a se-
quence of moves, either place or remowve. Placing a pebble on a node is only
possible if its children are already pebbled: this corresponds to computing the
new state. Remove is also only possible if the children are pebbled, and consists
in uncomputing the state (in our case, we run the addition circuit in reverse).

A spooky pebbling strategy allows in addition to “ghost” a pebble, mean-
ing that it does not count anymore in the total number of pebbles. However,
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ghosts remain throughout the computation, and eventually need to be cleared.
To “unghost” a pebble, the same constraints apply as a proper removal: the
children need to be currently pebbled.

The ghosting of pebbles models the following strategy. Suppose that at some
point of the algorithm, we are in the state:

) [f(2)) g o f(2))

and we wish to clear the qubits containing f(z) in order to reuse them. We
Apply a Hadamard transform on z and measure, obtaining a classical value b

and:
jz) (=1)" 7 |g o f(=))

Here the phase (—1)b'f(z) is the “ghost” pebble, which does not take up any
quantum space, but must be cleared out before the computation finishes. Later
on, since b is known classically, we are able to correct the phase using a controlled
Z operation. Generically, this would require to first compute f, then apply con-
trolled Z gates, then uncompute it again; but in practice, we can implement the
phase correction:

) = (=1)" ) |z)

using b as classical control, at the same cost as f.

Binary Tree Strategy. We use a strategy of [25] for pebbling a binary tree with
2" leaves using O(k) pebbles and O(k2") pebbling steps, hence a factor O(k)
times more than a naive, space-inefficient pebbling of the tree.

The idea of their pebbling strategy is to use a fast pebbling subroutine which
moves towards a node in the tree by leaving ghosts on all nodes. They first
pebble the root node this way. Then, they remove the ghosts. To remove a
ghost, they rapidly pebble its children (again leaving ghosts on children nodes),
and continue this process recursively. For a tree with 2% leaves, the number of
steps T'(k) satisfies the relation:

T(k) <2T(k — 1) +2°F3 12
giving T'(k) < (k + 1)25F3 for all .

Lemma 7. There is a circuit that outputs the state of the root node, that uses
(k + 2) pebbles and < (k + 1)25T3 pebbling steps.

Each pebble represents O(logn) space for us. In addition, we note that we do
not exactly need to compute the root node, but to update our RNS accumulators
using the newly computed value (see Algorithm 2). To do this, we simply use
the root node and uncompute it immediately afterwards. This has the same
computational cost as the previous strategy, and the advantage that we need
one less pebble (k + 1 for a tree with 2% leaves).

Corollary 1. For each prime p of the RNS, there is a circuit that, on input
e = (a,B), computes [Xar+pQZar+8Qlp, and uses: O(n(logn)?®) gates and
O((logn)?) additional space.
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Proof. There are n leaf nodes in the tree, which is of height O(logn), hence
O(nlogn) pebbling operations need to be performed. The additional factor
(logn)? in the gate count comes from the implementation of modular multi-
plications modulo p in the addition circuit. In the space complexity, one factor
logn is from the number of pebbles, and the other factor logn is from the size
of the RNS residues that we are currently working with. ad

By combining this result with Lemma 3 (RNS reconstruction), since the bit-
size of the integers represented by the RNS is (’)(nB), we get Theorem 4.

6 Detailed Estimates

In this section, we summarize our result and give detailed gate count estimates.

Theorem 5. The ECDLP problem on an elliptic curve defined on a prime field
of size n can be solved using the compressed Ekera-Hastad algorithm, with o
quantum circuit using: 3.12n + o(n) qubits (in total) and O(n*(logn)?) Toffoli
gates. The circuit needs to run o(n) times.

Proof. To simplify, assume that we do not use windowing. Then the bit-size
of the largest integers in the tree is O(n x 22log: ”) = O(n3). The number of
primes in the RNS is O(nB/ log n) These primes are of size O(logn).

For each prime p of the RNS, we have an algorithm that on input («, ),
computes [Xapy3QZapr+aQlp: this algorithm computes the binary tree of addi-
tions of Section 5.2, using the spooky pebbling strategy of [25]. At any point
throughout the algorithm, the memory contains a few triples of integers modulo
p (currently pebbled nodes), and some classical information for ghosts.

Using the RNS reconstruction (Algorithm 2), the value of [Xp150ZaP+80]q
can be computed with a gate count: O(n?/logn x n(logn)?) = O(n*(logn)?),
which is dominated by the computation of RNS residues. The reconstruction al-
gorithm requires O(logn) additional space, so the RNS addition tree dominates.

At this point, we have used n + o(n) qubits for the input register, n qubits
for [Xor+80Zap+80lq, and O((logn)?) qubits for the addition tree. To com-
plete the compressed Ekera-Hastad algorithm, we need to compute the Legen-
dre symbol. We write the constant ¢ in quantum memory and apply the circuit
of Section 4.2. The total space used will increase to 3.12n + o(n), and ends up
dominated by the Legendre symbol, even though the gate count is not. ad

Since we are working with a rather small value of n (typically n = 256),
and the constants involved may be quite large, these asymptotics are not very
informative. Therefore we implemented the main components of the method
(the RNS, point addition, spooky pebbling strategy). We give cost estimates in
number of Toffoli gates (AND gates are assumed to cost the same, though their
measurement-based uncomputation is free), and logical qubits.
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Table 2. Parameters for RNS sizes.

|Curve | P-224 P-256 P-384 P-521
log, q 224 256 384 521
my + me 265 297 433 572
Window 16 16 16 16
Number of leaves 17 19 28 36
Tree height 5 5 5 6
Maximal bit-size in RNS|273568 411104 1280896 2939648
RNS primes bit-size [16;18] [16;19] [16;20] [16;21]
Number of RNS primes | 2!3:99 214.55  916.08 9172
qnr bit-size 49 51 55 59
u 50 51 56 59

6.1 Windowing and RNS Sizes

The elliptic curves that we considered are taken from [6] and corresponding
parameters for Ekera-Hastad are taken from Table 1. For all cases, we take
a window size of 16. This makes the number of leaves in the binary tree vary
depending on the input register size. We deduce the bit-size of the largest integers
in the RNS using the formula of Lemma 62. The resulting parameters are given
in Table 2, where the most important ones are the bit-size of the RNS primes
and their total number.

6.2 Spooky Pebbling of the Tree

We implemented and tested the spooky pebbling strategy of [25]. In Table 3 we
count the number of computations of:

— The leaf circuit, i.e., table lookup whose number of Toffoli gates depends on
the window size;

— The inverse leaf circuit, i.e., table unlookup whose Toffoli count is much
smaller than the lookup [5];

— The node circuit and its inverse, i.e., the addition of two points in the RNS
by Algorithm 1 (modulo the current RNS prime);

— The node phase correction, i.e., the “unghosting” step, which contains as
many Toffoli gates as a node circuit.

The other operations are Hadamard layers, which will not appear in our Toffoli
cost estimates. At the root of the tree, the point addition is followed by an
accumulation operation, and immediately uncomputed; we also neglect the cost
of the latter.

2 This formula is an upper bound which can be refined by evaluating the tree on
random inputs. We tried this in our case, but obtained very similar values, which
changed the number of RNS primes by a factor at most 2°-2.
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Table 3. Counts of different operations in the RNS tree-based computation of [X Z],.
The column “all nodes” counts the circuits equivalent to the computation of a node.

‘Number of leaves‘Leaf Leaf inverse Node Node inverse Node phase All nodes‘

17 70 70 38 6 9 53
19 82 82 46 7 10 63
28 136 136 82 12 14 108
36 188 188 118 16 18 152

Table 4. Cost of point addition depending on the modulus bit-size. We take the average
over many random values for the prime and the constants a and 3b.

| Bit-size| Toffoli count (average)|Bit-size| Toffoli count (average)|

‘ 18 ‘ 216.36 ‘ 20 ‘ 216467

19 216.52 21 216.80

6.3 Basic Operations

The Toffoli gate count of the circuit is dominated by two basic operations. First,
table lookups: using a window size of 16, each table lookup circuit costs 2'6 — 1
Toffoli gates [1]. Second, point addition and its variants (inverse, phase control)
which have all essentially the same cost.

We implemented the point addition circuit using modular operations in stan-
dard representation of integers. As a consequence:

— A controlled modular adder on ¢ bits costs roughly 5¢ Toffoli gates;

— A modular doubling costs roughly 2¢ Toffoli gates;

— A modular product-and-add costs 2¢ modular doublings and ¢ controlled
modular adders, hence 9¢2 Toffoli gates.

Using Montgomery representation, these costs could be reduced by a factor 2 or
3 [33]. Since the point addition circuit depends on constants (a and b), its cost
varies slightly depending on them. We computed average values over a hundred
entries, given in Table 4.

6.4 Total Costs and Comparisons

Since other components are negligible, we can estimate the total Toffoli cost of
computing [Xop+80Zapr+sQlq by the simple formula:

(Number of leaf circuits x cost of leaf circuit +
Number of point additions x cost of point addition) x Number of RNS primes

The result of this computation is given in Table 5. We will neglect the cost of
the final Legendre symbol circuit, which is orders of magnitude smaller.

Next, we compute the qubit count (Table 6). During the computation of
residues, the qubit count contains:
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Table 5. Summary of dominating Toffoli counts for computing [X Z],.

|Curve P-224 P-256 P-384 P-521|
Cost of leaf circuit 216 9l6 9l6  9I6
Number of leaf circuits 70 82 136 188
Number of point additions| 53 63 108 152
Cost of point additions 216:36 916.52 916.67 916.80
Cost per RNS prime 923.11 923.43 924.27 24.82
Number of RNS primes 913.99 914.55 516.08 517.20
‘Total ‘237.10 937.98 940.35 24202‘

Table 6. Qubit count during the computation of [X Z],.

|Curve | P-224 | P-256 P-384 | P-521
g bit-size 49 51 55 59
u 50 51 56 59
Size of g register 99 102 111 118
Size of output register 224 256 384 521
Max number of pebbles 6 6 6 7
|Qubsits for input | 265 | 297 | 433 | 572 |
Qubits f ot 224 4 99 | 256 + 102|384 + 111521 + 118
ubs for outpu = 323 = 358 = 495 = 639
|Ancilla of point addition| 185 | 195 | 205 | 215 |

6Xx3x18[6x3x19[6x3x20|7x3x21
Storage of nodes

= 324 = 342 = 360 =441
Total 1097 1192 1493 1867
Incl. ancillas 509 537 565 656

— Qubits for qps

— Qubits the input bits and the output value

— Qubits used as ancilla in the point addition circuit. There are roughly 10
registers of size log, p, which are the 8 temporary registers of Algorithm 1,
one register used to store logical-ands in Gidney’s addition circuit [15] and
one additional register in the modular additions.

— Qubits to store the nodes in the tree, which are triples of integers of size
log, p. Note that the root is immediately uncomputed, so it does not count
as a pebble.

At the end of the computation, only the qubits for input and output are kept,
and the others can be reused as ancillas. We have implemented:

€} 10} = le) laar) [[Xar+sQZar+sQla) 10)

where ¢p; is the quotient value in RNS reconstruction, which will need to be
eliminated. Afterwards, we run the Legendre symbol computation. We need an-
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Table 7. Qubit counts of our Legendre circuit (for a significant success probability).

|Curve |P224 P256 P-384 P-521|
Qubits required by Legendre circuit| 541 611 899 1203
Incl. ancillas and ¢ 317 355 515 682

Table 8. Total costs of our algorithm and comparison with Héner et al.

|Curve | P-224  P-256 P-384 P-521]
Toffoli count S0 90.0 g4 s 10
Qubit count 1098 1193 1494 1895
Runs (average) 20 22 26 32
Toffoli count x runs| 24242  9483.44 9d6.05 ois.02
|Héiner et al. [20] | P-224 P-256 P-384 P-521
T count Not given 23278 234.59 935.86
Qubit count Not given 2124 3151 4258

cillas to write down the value of ¢, and other ancillas to run the circuit. While
we would need more ancillas asymptotically, as we can see the number required
by the Legendre circuit (last line of Table 7) remains smaller than the number
required by the RNS computation (last line of Table 6) in many cases. The only
exception is for n = 521 where it starts to slightly dominate.

Finally, after outputting the Legendre symbol, we uncompute the values of
gv and [XopysoZapr+pQlq by running the same computation backwards. We
then need one more qubit to keep track of the Legendre symbol output. Table 8
(above) gives the total cost of our algorithm, per run, and counting the number
of runs. In the same table (below), we recall the T-gate counts and number of
qubits given by Héner et al. [20] for the same curves. In their case, there is always
a single run. They also count the number of T-gates instead of Toffoli gates; the
Toffoli gate is lower by a factor roughly 4.

We can see on Table 8 that we reach a consistent reduction of the number
of qubits by a factor 2, but this comes at the expense of a much larger gate
count. We can also compare with RSA instances. For P-224, whose classical
security level of 112 bits should be comparable to RSA-2048, we obtain 1098
qubits against Gidney’s count of 1399 [17] (i.e., 21.5% less), but 24242 Toffoli
gates instead of 23260 (i.e., up by a factor 1000). For P-256, which should be
compared to RSA-3072, we obtain 1193 qubits against 2043.

Possible Improvements. As we have noticed above, the dominating costs in our
algorithm are the table lookups (which are unlikely to be improved) and the point
additions. Although the point additions performed in the RNS account only for
a (’)((log n)z) term, they are non-negligible in practice as shown in Table 4. We
could likely gain a factor 2 or 4 here by improving Algorithm 1 and using a
more optimized modular multiplication circuit (especially by using Montgomery
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representation, as is common practice [20]). On the contrary, we could gain a
few qubits of space by reducing the amount of ancilla registers in Algorithm 1.

7 Conclusion

In this paper, we combined several techniques from integer arithmetic (residue
number systems, compression via the Legendre symbol), elliptic curve arithmetic
(degree-4 formulas for projective point addition) and quantum computing (ghost
pebbling games) to obtain a quantum algorithm for solving ECDLP with reduced
qubit count. Asymptotically it uses 3.12n + o(n) qubits where n is the bit-size
of the modulus. In practice, the reduction compared to previous works is by
roughly a factor 2. The downside is that the gate count increased significantly,
by a factor more than 1000. Yet, further circuit optimization could likely reduce
this gap, or more favorable trade-offs.

Elliptic curves on binary fields have been the subject of other works [2,21],
but our methods use specific tools of integer arithmetic which are not directly
applicable to this case, and we leave this as future work.
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A Omitted Proofs

We give the proof of Proposition 1 in Section 4.

Proposition 1. Under Heuristic 1, with probability 1 — o(1), for all points R #
Rl m Gp.'

1 41
‘ o Alogr (10)

Pru€{07...,7’71} (hu(R) = hu(Rl)) - 2 \/;

Proof. Let R = kP, R’ = k'P € Gp be multiples of P. We start by rewriting the
quantity:

Prucqo,..r—1} (hu(R) = hy(R')) = Pry ((ka‘HLP) - (mk’P“‘P))

q

TiP+u
:Prue{o,...,r—l} (< il P) (
~ Prue{07,..,r—l} (<ka+uP) X (

Let the function f :{0,...,7—1} — {—1,1} be defined by f(k) = ) then:
Prue{o,...,r—l} (hu(R) = hu(R,)) = Pry (f(k + u)f(u) = 1)

= Pr. (57 + wf(w) +1) = 1)

1 1 r—1
=3t g 2 Sk
By Heuristic 1, f restricted to [1, ..., [r/2]] is a random function. Furthermore, it
satisfies: f(r—x) = f(x) since the abscissa of a point is equal to that of its inverse.

In other words, we have reduced the problem to bounding the autocorrelation
of a (partially) random function.

We can rewrite the sum to restrict ourselves to inputs in [1,...,[r/2]]. If
1<k < [r/2:
[r/2] =k [r/2]
ka+u Z fE+uwfwy+ > fr—k—u)flu)+
u=[r/2]—k+1

i for—k—u)fir—u)+ Z flE+u—r)f(r—u)

u=[r/2]+1 u=r—k+1
Andifr—1>k> [r/2]:
r—1 [r/2] r—1
Dofk+wfw) =Y for—(k+w)fw)+ Y flr—(k+u)f(r—u)
u=0 u=0 [r/2]+1
[r/2]—1 r—[r/2]

o =k —wfw+ Y, flk—u)f(u) .
u=0 u=0
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In both cases, we obtain either 2, or 4 sums of terms f(v)f(w), with at most
r terms per sum. We prove that these terms are mutually independent random
variables. For this, we proceed similarly to the proofs of Proposition 1.1 in [?]
and Lemma 1 in [34]. We consider an undirected graph where the nodes are
0 < u < [r/2], and there is an edge between u and v if the term f(u)f(v)
appears in the sum. We have terms of the form:

() fE+u)f(w), (2) f((r=Fk) —u)f(w), @) fir—k-u)flr—u),
@) flktu=r)flr—u), (5 f(k—-u)f(u), .

For cases (2), (4) and (5) the graph is of degree 1: indeed, any edge (u, v) indicates
u+v =k (resp. u+v = r — k), so if we have two edges (u,v) and (u,w), we
have u+v =k =u+w = v = w. In the two remaining cases, the graph is of
degree 2: indeed, any edge (u,v) indicates that |u—v| = k, and there can only be
two distinct values of v that satisfy this. Thus, the graph is the union of disjoint
paths and cycles. Furthermore, since we have restricted the sums appropriately,
there is no modular reduction of the values in input to f, and the ordering of
natural integers extends to a natural ordering of the nodes. This ordering allows
us to turn the graph into a directed graph, where any edge (u — v) is such that
v > u. Such a graph cannot contain a cycle.

Because the graph never contains a cycle, a product of ¢ non-independent
terms f(u)f(v) can always be factored into ¢ independent variables f(u), which
leads to their mutual independence.

We can apply the Chernoff-Hoeffding bound for each sum S with 1 <¢ <r
terms (see e.g. Corollary A.1.2 in [?]) : for any a, Pr (S| > a) < 2e797/20) <
2e=7°/(21) | Let us take: a = log r+/r, so whichever the number of terms in the
different sums, we have:

d

We use a union bound on all k£, and we obtain the following bound, far from
optimal, but sufficient for our needs:

S (k4w f(u)
u=0

> 4log rﬁ) <242, (22)

r—1
Pr <Vk, Zf(k +u)f(u)] < 410gr\/?> >1—-16r"t=1-o0(1) . (23)
u=0
This concludes the proof. a

Remark 2. This proofs also gives a way to check Heuristic 1: we can directly
compute the autocorrelation of the sequence (T’“TP) for random curves. We did

a few of these experiments and obtained the expected scaling.

We give the proof of Theorem 3 in Section 4.
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Theorem 3. Let f :{0,1}™ — S and (hy)o<u<r—1 @ family of hash functions
S — {0,1} such that:

VR, R € S, |Pry (hu(R) = ha(R')) — % <e. (11)

Let Q’;”wd be a quantum circuit that, before measurement, on input [0™)]0™),
yields a superposition:

Yoo D wsw ) If@) (12)
ye{0,1}™ f(z)eIm(f)

satisfying:

Vy#0, D> Wy =0 (13)
F(@)EIm(f)

Let p(y) be the probability to measure y after running Q?erwd. Let p'(y) be the

probability to measure y after selecting u at random and running Qﬁiﬁi}'d. Then,
for any y # 0:

(; - 5) p(y) <p'(y) < (; + e) p(y) - (14)

Proof. The proof of this theorem follows very closely the one of [28, Theorem 7]
for the case t = 1, except that we now track the influence of a non-perfect hash
function family. We have:

P (y) = %Z_: > > Wy,

u=0be{0,1} |z€Im(f),hu(z)=b
1 r—1
SO VD MR
u=0be{0,1} 2,2’ €Im(f),hu (2)=hu (2')=b

We separate the terms for z = 2’ from z # 2’

r—1

1
P(y) = Z |wy,2|2+ Z ;Z Wy, zWy, 2
zeIm(f) b€{0,1} u=0z2#z'€Im(f),hu(z)=h.(z')=b
1
= Z |wy,Z|2+ Z - Z (wy, =Wy =)
z€Im(f) z#2'€Im(f)  whu(z)=hu(2’)
= 20 lwsP Y Pra(hu(e) = b)) (wymy7)
ze€Im(f) z#z'eIm(f)
By assumption we have:
2
Z ’LUy’Z =0= Z |wy,z|2+ Z wyyzwy&/ . (24)
z€Im(f) zeIm(f) z#z'eIm(f)
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And:
p(y) = Z |wy,z|2 . (25)

zeIm(f)

Next, we bound ’p’y) - %p(y)‘ as follows:

=g =5 X Pt X Prnle) = b)) (,m5)

zeIm(f) z#z'€Im(f)

z#z'€Im(f)

<e Z Wy, z Wy, 2" | = EP(y) .
z#z'eIm(f)

This concludes the proof. a
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