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with only 50 million Toffoli gates
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We use Shor’s algorithm for the computation
of elliptic curve private keys as a case study
for resource estimates in the silicon-photonics-
inspired active-volume architecture. Here, a
fault-tolerant surface-code quantum computer
consists of modules with a logarithmic number
of non-local inter-module connections, modify-
ing the algorithmic cost function compared to
2D-local architectures. We find that the non-
local connections reduce the cost per key by a
factor of 300-700 depending on the operating
regime. At 10% threshold, assuming a 10-us
code cycle and non-local connections, one key
can be generated every 10 minutes using 6000
modules with 1152 physical qubits each. By con-
trast, a device with strict 2D-local connectivity
requires more qubits and produces one key ev-
ery 38 hours. We also find simple architecture-
independent algorithmic modifications that re-
duce the Toffoli count per key by up to a factor
of 5. These modifications involve reusing the
stored state for multiple keys and spreading the
cost of the modular division operation over mul-
tiple parallel instances of the algorithm.

The most widely adopted asymmetric cryptogra-
phy schemes are RSA and elliptic curve cryptography
(ECC). The NIST-recommended minimum key size for
RSA is 2048 bits, whereas only 256 bits are recom-
mended for ECC [1, 2]. This choice is motivated by
the resilience of ECC keys against classical-computing-
based attacks. However, both cryptosystems are sus-
ceptible to the potential threat of quantum comput-
ing [3, 4]. In this regard, the smaller key size of ECC
keys renders them more vulnerable to quantum comput-
ers, as substantiated by lower gate counts observed in
the existing literature [5—8]. Consequently, it is reason-
able to anticipate that 256-bit ECC will be the first
widely used cryptosystem compromised by quantum
computing.

What size does a quantum computer need to be to
break 256-bit ECC keys, and how much time does
it take per key? The problem size surpasses the ca-
pability of quantum computers without error correc-
tion, necessitating fault-tolerant quantum computing
(FTQC) [9, 10]. We focus on resource estimates for
surface-code-based FTQC | ], where logical qubits
are encoded as surface-code patches consisting of hun-

dreds or thousands of physical qubits. There exist two
types of general-purpose architectures for surface codes:
baseline architectures with nearest-neighbor logical two-
qubit operations on a 2D grid | ], and the recently
introduced active-volume architecture [19] utilizing a
logarithmic number of non-local connections between
patches. The latter leverages non-local connections to
parallelize the execution of logical operations, resulting
in a significant speedup compared to a fault-tolerant
quantum computer with the same footprint, but strict
2D-local connectivity.

Different architectures. The existing literature on
FTQC resource estimates primarily focuses on base-
line architectures, relying on determining logical qubit
counts (ng) and Toffoli gate counts (nrof) due to the
relevance of the cost function ng - nTor. Resource es-
timates for active-volume architectures are different,
albeit not more complicated. Instead of counting
qubits and gates, different fundamental subroutines are
counted based on their specific costs, known as the
active volume. This paper aims to guide the reader
through a simplified active-volume resource estimation
procedure using the ECC algorithm as a case study. In
the process, we improve architecture-independent gate
counts and discuss tailored optimization techniques for
active-volume architectures.

The time scale of surface-code quantum computers is
defined by the code cycle length ¢. The code distance
d determines the logical qubit size as d? physical data
qubits and logical cycle duration as t;, = d-tc. In base-
line architectures, a quantum computer with the capac-
ity to execute ng-qubit computations consists of 2ng
logical qubits. Gates are executed sequentially, with
one T gate per logical cycle or one Toffoli gate per four
logical cycles. In an active-volume architecture, a quan-
tum computer consists of modules with d? physical data
qubits. Each module either operates as a memory or
workspace module. Memory modules increase the mem-
ory capacity by one logical qubit, while workspace mod-
ules enhance computational speed by one block per logi-
cal cycle. Subroutine costs are measured in blocks. Non-
local connections between modules enable parallelized
logical operations. The number of blocks executed per
logical cycle equals the number of workspace qubits.
The assignment of memory and workspace qubits can
be changed dynamically during runtime. For simplic-
ity, our resource estimates assume an equal allocation
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2D-local connectivity:
« The quantum computer is a 2D grid of physical qubits.
« Physical two-qubit gates are only supported between nearest neighbors.

Logarithmic non-local connections [19]:

« Physical qubits are partitioned into N modules.

« Nearest-neighbor two-qubit gates are supported within a module.

« Each module is connected to O(log N) modules.

« Physical transversal two-qubit measurements and swaps are ccc
supported between pairs of connected modules.
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Four 256-bit keys in parallel in an active-volume architecture with logarithmic non-local connections
(Unoptimized reaction limit @ 10 us reaction time: 5 minutes per key) Surface code distance d = 24 at 10% threshold
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with a 1 ms code cycle

Device size

Time per
256-bit key

28 million physical qubits
(24000 modules
with 1152 qubits)

8.3 seconds*

14 THz total RSG rate 1.4 THz total RSG rate 140 GHz total RSG rate 14 GHz total RSG rate
(e.g. 14000 RSGs @ 1 GHz | (e.g. 1400 RSGs @1 GHz | (e.g. 140 RSGs @ 1 GHz (e.g. 14 RSGs @ 1 GHz
or 24000 RSGs @ 580 MHz) | or 24000 RSGs @ 58 MHz) or 24000 RSGs @ 5.8 MHz) | or 24000 RSGs @ 580 kHz)
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28 million physical qubits
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*potentially reaction-limited, unless reaction time is below 10 us or more parallelizable subroutines are used (see Sec. 2.3)

Figure 1: Summary of resource estimates performed in Sec. 2. Note that, for photonic fusion-based quantum computing, longer
delays are strictly beneficial in an active-volume architecture with logarithmic non-local connections. Doubling the delay length
doubles the memory provided by each RSG, and also doubles the code cycle, but compensates this slowdown by doubling the
number of logical operations that are executed in parallel. The additional memory can be used to reduce the cost per key through

the cheaper modular inverse operation described in Sec. 1, and the longer code cycles help avoid the reaction limit.

of memory and workspace qubits, with n, logical qubits
resulting in nz,/2 memory qubits and a speed of nr,/2
blocks per logical cycle. Active-volume resource esti-
mates focus on counting the total number of blocks in
a computation, i.e., the active volume.

Different hardware. We perform resource estimates
for different hardware platforms, namely superconduct-
ing qubits, trapped ions, and photonic fusion-based
quantum computers (FBQC) [20]. For superconduct-
ing qubits and trapped ions, we assume circuit-based
quantum computers comprising collections of physical
qubits executing single-qubit and two-qubit gates. We
consider different code cycle lengths (1 us for supercon-
ducting qubits and 1 ms for trapped ions) to account
for the distinct physical time scales.

In contrast, FBQC is not constructed as an array of
physical qubits but rather as a network of chips that
generate resource states [18, 20]. How does one then
quantify the size of such a device? Resource-state gener-
ators (RSGs), responsible for generating specific multi-
photon states, form the majority of the device footprint.
Additional components for photon rerouting, measure-
ment, and delay lines also contribute to the computa-
tion. Therefore, the physical size of the FBQC depends

on the total RSG rate (frsg). Note that this rate is
unrelated to the physical clock rate, as, e.g., either 350
RSGs clocked at 1 GHz or 6000 RSGs clocked at 58
MHz result in the same total RSG rate of 350 GHz.

While the ratio of logical qubits to physical qubits in
circuit-based quantum computers is determined by the
code distance, photonic FBQC allows for further flexi-
bility captured by an additional parameter: the tempo-
ral length of the longest delay line (t4). Delay lines are
devices that store photons for a fixed amount of time.
Photons produced by RSGs are only present for a small
fraction of the total computation, with the longest-lived
photons in the device surviving for ¢4 between the time
they are generated and the time they are measured in
a single-photon detector. The delay line length ¢4 does
not limit the maximum duration of the computation,
but sets the code cycle time as to = t4.

The number of logical qubits (ny) in an FBQC
depends on the maximum number of resource states
present simultaneously, which is the total RSG rate
multiplied by t4;. As each logical qubit has a foot-
print of d? resource states in an example device based
on 6-ring resource states [18, 20], ny = frsq - ta/d>.
Longer delays increase the code cycle length and the
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Figure 2: Toffoli counts and active volume estimates obtained in this paper. Every instance of the algorithm uses 3000 logical
memory qubits. With k instances running in parallel, the Toffoli count per key is (44 + 65/k) million, and the active volume per
key is (2.8 4+ 3.8/k) billion blocks. In the baseline and active-volume architectures considered in this paper, the total number of
logical qubits is twice the number of logical memory qubits. The orange lines show the asymptotic Toffoli count and active volume.

number of logical qubits contributed by each RSG.
The maximum usable delay line length is limited by
the transmission loss rate. We consider delay line
lengths from 1 ps to 1 ms to capture the inter-
val between fast superconducting qubits and slow ion
traps. Examples of physical instantiations of such de-
lays are fiber delays that are 200 m (1 ps) or 2 km
(10 us) long, or free-space delays with mirrors separated
by 300 meters and 100 reflections (100 us) or 1000 reflec-
tions (1 ms). Other implementations are also possible.

Overview of results

Algorithmic modifications. We begin by breaking down
the ECC algorithm into fundamental arithmetic sub-
routines in Sec. 1. We introduce three modifications:
(1) reusing the state computed in the first half of the
algorithm to generate multiple keys by repeating the
second half, reducing the cost by up to a factor of 2,
(2) determining 48 of the 256 bits of the key through
brute force search on a classical computer, slightly
decreasing the cost, and (3) adapting a classical
method [21] for computing multiple modular multiplica-
tive inverses using a single inversion and a few multipli-
cations.

The dominant cost in the ECC algorithm is the
computation of inverses. It is possible to compute
the inverses of multiple numbers zi,...,x, by first
computing their product, then computing the inverse
(x1---2,)"! and finally obtaining the individual in-
verses x; ~* through multiplication. We can make use of
this by running multiple instances of the ECC algorithm
in parallel computing different private keys. When the
different instances reach the point when they need to
compute an inverse, this method enables them to share
resources and use a single inversion to compute the in-
verses with a reduced cost per instance. Asymptotically,

this replaces the cost of modular inversion by the cost
of three modular multiplications, which reduces the cost
per key by up to a factor of around 2.5.

The resulting behavior is illustrated in Fig. 2, where
the Toffoli count and active volume per key decrease
with increased quantum computer memory. In a base-
line architecture, this is not a favorable trade-off, as
doubling the qubit count leads to a less than twofold
decrease in the Toffoli count, resulting in an overall in-
crease in the cost function ng - nro¢. In contrast, active-
volume architectures benefit from the reduced Toffoli
count and active volume, making them more efficient in
a better-than-linear manner with increased size.

Resource estimates. Our findings are summarized
in Fig. 1. The resource estimate is based on approxi-
mated Toffoli counts and active volumes of fundamental
arithmetic subroutines and lookup tables, as shown in
Fig. 3. These estimates are derived from the values pre-
sented in Ref. [19], with a slight overestimation of Toffoli
counts and active volumes for simplicity. Additionally,
we assume an overestimated qubit count by consider-
ing 3000 logical memory qubits per algorithm instance.
The numbers presented in Fig. 1 assume a physical er-
ror rate at 10% of the surface-code threshold error rate,
which is a common assumption in the literature. A more
conservative assumption closer to 50% of the threshold
could lead to a doubling of the code distance, result-
ing in a twofold increase in the computational time and
a fourfold increase in the device footprint. Note that
there are more optimistic estimates in the literature,
considering shorter code cycles and lower-distance sur-
face codes [8]. However, in this study, we aimed for a
more conservative approach.

While a device with a baseline architecture with 6000
logical qubits and a 1 ms code cycle takes 160 days to
generate a 256-bit key, a device with an active-volume
architecture can generate one key every 16 hours us-




ing 25% less footprint. Devices with shorter code cycles
generate keys at a correspondingly faster rate and attain
the same 240-fold speedup due to non-local connections.
The source of the footprint reduction is a distance re-
duction from d = 28 to d = 24 due to the reduced
volume of the computation. The speedup is primar-
ily derived from the parallel execution of Toffoli gates.
While the baseline architecture executes one Toffoli gate
every four logical cycles, the 3000 workspace qubits in
the active volume architecture execute around 50 Tof-
foli gates in every logical cycle, if these Toffoli gates are
part of arithmetic circuits.

In addition, the active-volume architecture can ben-
efit from the cheaper inversion operation. With a 10-us
code cycle, a device with 6000 logical qubit modules
can generate one key every 9.7 minutes. A device with
four times the footprint that generates four keys in par-
allel can generate one key every 1.4 minutes, i.e., al-
most 7 times faster, resulting in an overall spacetime
volume reduction. More precisely, the device generates
four keys simultaneously in 5.6-minute bursts. Photonic
implementations of active-volume architectures benefit
greatly from longer delay lines, as this increases the
number of logical qubits that each RSG provides, which
in turn unlocks active-volume reductions reducing the
cost per key. With long delay lines, even a device with
a relatively small footprint can compute keys at an ac-
ceptable rate.

The minimum duration of a fault-tolerant quantum
computation is set by the reaction depth multiplied by
the reaction time, a physical time scale related to classi-
cal processing and communication. A standard assump-
tion in the literature is 10 us, as indicated in Fig. 1, but
this is not a physical limit, and improvements are pos-
sible. We have not focused on optimizing the reaction
depth in this study, but further details are provided in
Sec. 2.3. The reaction limit is particularly important
for superconducting qubits with short code cycles or
high-footprint photonic devices with short delay lines.

1 Subroutine breakdown

In this section, we decompose the ECC algorithm into
the fundamental subroutines shown in Fig. 3 and per-
form a Toffoli count and active volume estimate based
on the estimates provided in Ref. [19]. Note that
Ref. [19] only provides estimates for n-qubit adders,
Toffolis, SWAPs and QROM lookups. The remaining
entries in Fig. 3 are derived from these values, as sub-
traction can be performed by flipping all bits of the
subtrahend and performing an addition with the input
carry set to 1, comparison can be performed using a
subtraction, and negation can be performed by flipping
all bits followed by an increment operation. The Un-

Subroutine Toffoli  Active
count volume
n-qubit addition / subtraction n 60n
n-qubit controlled addition / subtraction 2n 100n
n-qubit (controlled) constant addition n 60n
n-qubit (controlled) comparison n 60n
n-qubit negation n 60n
n-controlled Toffoli n 50n
n controlled SWAPs n 60n
QROM Lookup of % b-bit numbers k k - (50 + 0.75b)
QROM UnLookup of £ numbers 3vVk 0.75k + 170Vk

Figure 3: Approximated Toffoli counts and active volumes of
fundamental subroutines used in this paper. These values are
based on the estimates in Ref. [19].

Lookup refers to the uncomputation of a lookup table
using controlled SWAPs and a smaller lookup table as
described in Ref. [22]. We will apply the cost estimate
for the n-controlled Toffolis to Toffoli gates with n con-
trols as well as groups of n standard 2-controlled Toffoli
gates.

Elliptic curve keys. The overall goal of the quantum
algorithm is to determine a private key k using the pub-
lic key @ as an input. In elliptic curve cryptography, a
cryptographic scheme is defined via an elliptic curve

V=23 +coxtc (1)
with curve parameters ¢; and cg, as well as a (typi-
cally prime) modulus p and a base point P = (P, P,).
Points on this curve are pairs of integer coordinates
modulo p. A key pair can be created by generating
a random integer 0 < k < p — 1 as the private key
and computing Q@ = [k]P as the public key via ellip-
tic curve point multiplication. Given two elliptic curve
points P; = (a,b) and P> = (x,y), the addition opera-
tion Py = Py + P = (., y,) is defined as:

@ if P1 = _PQa
(@ryr) = § (@ yr) = (z,y) i PL=0,
(@, yr) = (a,b) if P, =0
else
zy, =X —z—a modp
yr =Aa—x,)—b modp
2 .
T—a — a—au,

Here, —P, = (x,—y), and O refers to the point at
infinity, for which we will choose the representation
@ = (0,0). Note that all arithmetic operations, in-
cluding addition, multiplication and division, are mod-
ular arithmetic operations modulo p. Furthermore, an




(a) Phase estimation circuit for the generation of private key & using public key @ and base point P
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Figure 4: (a) Basic structure of the algorithm [3, 4] composed of two phase estimations. (b) Groups of 16 controlled unitaries
are implemented using a lookup table, an elliptic curve point addition and an uncomputation of the lookup table, following the
windowing technique described in Refs. [7]. A windows size of 16 was chosen to optimize the resource count for 256-bit keys. The

optimal window size may differ for larger keys.

additional known parameter is the order of a curve
r, which is defined as [r]P = P. A multiple of the
base point P can be computed efficiently via repeated
doubling and addition. However, there is no known
efficient classical algorithm for the reverse operation.
Given a public key as a multiple of the base point
Q =[k]P =P+ P+ -+ P, classical computers are
currently unable to compute k efficiently, which is the
primary feature exploited in elliptic curve cryptography.

Overall structure. A quantum computer can compute
k efficiently using Shor’s algorithm for elliptic curve dis-
crete logarithms [3, 4]. The overall structure of this al-
gorithm is shown in Fig. 4a for the computation of n-bit
keys. Note that we use gray numbers to the left of qubit
registers to indicate the number of qubits in each reg-
ister. The algorithm consists of two phase estimation
steps with unitaries Up and Ug acting on two n-qubit
registers |z) and |y), where

Up|R = (z,y)) = |[R+P) 3)

and

UglR) = |[R+ Q) = |R+ [k]P) (4)
are unitary operators performing elliptic curve point ad-
dition with the base point P and public key @, respec-

tively. The phase estimation is performed on an input
state |P) = |P,) ® |P,). Note that the eigenstates of
Up that overlap with |P) are all of the form

r—1
ST EIFGIP), Uplpe) = e % ). (5)

j=0

[Ye)

Therefore, a quantum phase estimation with Up in
the first half of the algorithm prepares a random state
|t).) and generates the corresponding integer ¢ with
0 < ¢ < r—1 as an output. The state |[¢.) is a
simultaneous eigenstate of Uy with

r—1
Uglve) = Y I[P + Q)
=0
7_1 . . .
= Y IF [+ KP) = e F ).
j=0

The second phase estimation with Ug on the state |y.)
generates the eigenphase ck as an output. Since c is
known from the first phase estimation, k can be ob-
tained after a modular division of ck by c.
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Figure 5: Subroutine breakdown of the elliptic curve point ad-
dition operation described in Figs. 10-12.

Naively, each phase estimation requires n repeti-
tions of controlled elliptic curve point additions. The
windowing technique introduced in Refs. [7, 22, 23]
is used to reduce the number of lookup additions, as
shown in Fig. 4b. Each group of 16 controlled uni-
taries is replaced by a single point addition operation
(ECPointAdd) and a QROM lookup of 2!¢ pre-
computed elliptic curve points (a,b) = [¢]R for ¢ €
[0...2'6 — 1] together with the constant A, required
for point doubling, as well as an uncomputation of the
lookup table. While the optimal window size will de-
pend on the key size, we found a windows size of 16 to
be close to optimal for 256-bit keys. Note that there
are 16 such group-of-16 operations in each phase esti-
mation step, where R takes the values R = 269 P for
0<j<15.

Elliptic curve point addition. Our construction of the
ECPointAdd circuit is mostly based on the construction
presented in Ref. [6]. The main difference is that we con-
struct an exact circuit for the point addition operation,
whereas the circuit in Ref. [(] ignores the exceptional

cases where input or output points are @, or point dou-
bling is performed. This slightly increases the cost of
the point addition operation, but since we will later con-
sider performing multiple repetitions of this operation
when generating multiple keys, we may be less tolerant
to algorithmic errors.

The circuit shown in Fig. 5 inputs two points
P, = (a,b) and P, = (z,y) stored in four n-qubit
registers, as well as the constant \, = (3a2 + ¢1)/(2b).
It performs an in-place point addition using 5n+5 addi-
tional ancilla qubits and outputs the result in the (z,y)
register. The first 5 ancilla qubits |f1_4) and |ctrl) are
used to indicate the exceptional cases of the point ad-
dition. The flags f1 - f4 indicate that a = z, b = —y,
P =0 and P, = O, respectively.

In step 1 of the circuit shown in Fig. 10, we first
set these flags by using equality checks between n-qubit
registers, as well as modular negations and n-qubit Tof-
folis. Each n-qubit equality check can be implemented
with an n-qubit Toffoli conjugated by CNOT gates, so
we assign a cost of 6 n-controlled Toffoli gates and 2 n-
qubit modular negations to step 1. The ctrl flag is set
if fo = f3 = f4 = 0. This flag determines that neither
the input points nor the output point are @, indicating
that we are in the else branch of the point addition de-
scribed in Eq. 2. Note that we ignore negligibly cheap
operations such as the 3-controlled Toffoli used at the
end of step 1. In step 2, we compute A into the last
ancilla register, either via modular arithmetic if f; = 0,
or by copying A, into the register if f; = 1. An equality
check between A and A, resets the flag f;. Note that
a red uncompute box is meant to describe the complex
conjugate of the operation contained inside the box.

In steps 3 and 4 (Fig. 11), we use modular arith-
metic operations to compute a — x, and y, + b in the
|z) and |y) registers. In step 5 (Fig. 12), the |A) regis-
ter is reset to |0) by exploiting the fact that A can be
(un-)computed from a — z, and y, + b. At the end
of step 5, the |x,y) registers either contain z, and
yr if ctrl = 1, or the unchanged inputs z and y if
ctrl = 0, thereby completing the else branch of Eq. 2.
In step 6, the ctrl flag is reset and the exceptional cases
are treated. If fy = 1, then P, = @ and P is copied
into the output register. The flag is reset via an equal-
ity check. If f3 = 1, then P, = @ and no operation
needs to be performed, but the flag needs to be reset
via a 2n-qubit Toffoli. Finally, if f; = fo = 1, then
P, = —P, and the output needs to be set to (0,0) via
a subtraction and an addition before the flag is reset.

The total subroutine count is shown in Fig. 5. In
the next step, we decompose these modular arithmetic
subroutines into the elementary subroutines listed in
Fig. 3.

Modular arithmetic. We decompose modular
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Figure 6: Modular arithmetic operations described in Refs. [7, 8].

arithmetic subroutines following the prescriptions in
Refs. [6—8] and perform an active volume estimate. We
implicitly assume that all numbers are stored in Mont-
gomery representation [24] to take advantage of existing
efficient constructions for modular multiplication and
inversion.

In-place modular addition (Fig. 6a) is implemented
by first converting y into an n+ 1-qubit number with the
most significant bit initialized as |0) and then perform-
ing a non-modular addition. Next, a modular reduction
is performed by subtracting the modulus p and checking
if the result is negative (if the most significant bit is 1),
in which case p is added back to the result. The most
significant bit is reset to 0 via a comparator. Using the
resource estimates in Fig. 3 for adders, constant adders
and comparators, the Toffoli count of n-qubit modular

addition is 4n and the active volume is 240n. In a con-
trolled modular addition, only the first addition and the
comparator need to be controlled, leading to a Toffoli
count of 5n and an active volume of 280n.

Modular negation of = (Fig. 6b) is performed by flip-
ping all bits and adding p 4+ 1, unless = 0, in which
case no operation needs to be performed. The excep-
tional case is checked with a flag that is computed and
uncomputed with an n-qubit Toffoli. While the circuit
shows two n-qubit Toffolis, the uncomputation can be
done using measurements, if the temporary AND ancilla
qubits [25] are kept throughout the operation. The Tof-
foli count is therefore 2n and the active volume 110n.
In a controlled modular negation, the CNOTs flipping
the bits are replaced by n Toffoli gates and the addition
of p+ 1 is replaced by a controlled addition, increasing
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Figure 7: Efficient modular inversion circuit described in Ref. [8].

the Toffoli count to 3n and the active volume to 160n.

Modular subtraction (Fig. 6¢) can be done by per-
forming a modular negation of the subtrahend without
checking for the exceptional case of z = 0, followed
by a modular addition and an uncomputation of the
negation. The total Toffoli count is 6n and the active
volume is 360n. Controlling the adder to implement a
controlled subtraction increases the Toffoli count to ™n
and the active volume to 400n.

Modular doubling (Fig. 6d) is performed by convert-
ing = to an n+ 2-bit integer by attaching two |0) qubits
as the least and most significant bits. A reduction is
performed using the same operations as in the modu-
lar addition. The least significant bit is reset to 0 by
checking only the most significant bit. If a reduction
took place (i.e., 2¢ > p), then the resulting number is
odd and the bit does not need to be reset. If no reduc-
tion took place (i.e., 2 < p), then the resulting number
is even and the bit is reset with a zero-controlled-NOT
gate.

The out-of-place modular multiplication operation

Subroutine Toffoli count Active volume
n-qubit modular addition 4n 240n
n-qubit controlled modular addition 5n 280n
n-qubit modular negation 2n 110n
n-qubit controlled modular negation 3n 160n
n-qubit modular subtraction 6n 360n
n-qubit controlled modular subtraction 7n 400n
n-qubit modular doubling 2n 120n

2.25n* + 9n

n-qubit modular multiplicative inverse 26n* + 2n

118n* + 493n
1460n* + 120n

n-qubit modular multiplication

Figure 8: Summary of resource estimates for modular arith-
metic operations.

shown in Fig. Ge is described in detail in Section 4.1
of Ref. [7] and Appendix C4 of Ref. [8] and relies on the
Montgomery representation. It generates an additional
garbage register that can be uncomputed whenever the
multiplication is uncomputed. The n-qubit multipli-
cation consists of n/4 steps, each adding 4 qubits to
the garbage register. In each step, four controlled ad-
ditions are performed. An efficient modular reduction
together with a division by 16 is performed using a 16-
item lookup table and an addition. Therefore, each step
has a Toffoli count of 9n 4+ 28 and an active volume of
472n 4 1492. The n/4 steps are followed by a final
reduction using two constant adders, resulting in a to-
tal Toffoli count of 2.25n2 + 9n and an active volume of
11812 +493n. Again, the window size of 16 is motivated
by 256-bit keys, while the optimal value will depend on
the number of bits.

Finally, in Fig. 7, we show the efficient modular in-
version circuit described in detail in Appendix C5 of
Ref. [8], which is an improved version of the circuits in
Refs. [0, 7] based on Kaliski’s algorithm [26]. It com-
putes the modular multiplicative inverse z~! in-place
using five n-qubit ancilla registers and generating two
n-qubit ancilla registers as garbage. The four registers
labeled |u), |v), |r) and |s) are initialized in u = p,
v =2, 7 = 0 and s = 1. The highlighted block in
Fig. 7 is repeated 2n times. It mainly contains an n-
controlled Toffoli, a comparator, a controlled addition,
a controlled subtraction, a modular doubling, four n-
qubit controlled SWAPs and a controlled non-modular
halving (which can be implemented with n controlled
SWAPs), and therefore has a Toffoli count of 13n and
an active volume of 730n. Each repetition of this block
adds one qubit to the garbage register. After 2n repeti-
tions, the terminal values are u = 1,v =0, r =p— 2~}
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(c) Improved resource count

Subroutine Toffoli count Active volume

k parallel n-qubit modular inversions
Effective cost per inversion

k parallel n-bit elliptic curve point additions
Effective cost per ECPointAdd

k parallel 256-bit elliptic curve private keys
Effective cost per 256-bit key

(3k — 3) - (2.25n2 4 9n) + 260 4+ 2n (3k — 3) - (11802 + 493n) + 1460n> + 120n
6.75n° 4 27n + (19.25n% — 25n) /k
(49.5n 4 289n) - k + 77n? — 100n
49.5n2 + 289n + (77n? — 100n) /k
(44k + 65) - 10°

(44 + 65/k) - 10°

354n2 4+ 1479n + (110602 — 1359n) /k
(25962 + 15966n) - k 4 4424n* — 5436n
259602 + 15966n + (4424n° — 5436n) /k
(2.8k +3.8) - 10°

(2.8 +3.8/k) - 10°

Figure 9: Algorithmic modifications. (a) Multiple keys can be generated by repeating the second half of the algorithm for different
public keys. (b) k parallel modular inversions can be performed with 3k — 3 modular multiplications and a single modular inversion.

(c) Resulting resources count after the algorithmic modifications.

and s = p. After the final negation, constant addi-
tion and SWAP, all registers apart from the output and
garbage registers contain known values, and can there-
fore be discarded. The total cost of this inversion op-
eration is 26n2 + 2n Toffolis or 1460n2 + 120n blocks
of active volume. This operation is over 10 times more
expensive than a multiplication, and is therefore the
dominant contribution to the cost of elliptic curve point
addition. Note that this gate count is slightly lower than
the gate count in Ref. [8] because of the use of Gidney-
style arithmetic circuit [25] with fewer Toffoli gates due
to measurement-based uncomputation. We summarize
all resource estimates of modular arithmetic operations
in Fig. 8.

Algorithmic modifications. We now introduce three
simple modifications to the algorithm to reduce the re-
source count.

First, we observe in Fig. 9a that multiple private keys

k1..m of the same elliptic curve can be generated by
repeating the second phase estimation m times for dif-
ferent public keys Q1. ., as the state |¢).) is a simul-
taneous eigenstate of all Ug, of valid public keys @Q;.
In our resource estimates, we will choose the code dis-
tance such that the expected runtime before a logical
error is 10 phase estimation blocks. We will terminate
the algorithm after a block generates an invalid private
key. Therefore, rather than assuming that this method
halves the cost per key, we will take into account the
initial phase estimation block that generates the state
[te) by increasing the cost per key by a factor of 10/9
compared to the cost of a single phase estimation block.

For our second modification, we observe that it is not
necessary to generate all bits of the private key on the
quantum computer. Instead of using 16 repetitions of
the group-of-16 operation in Fig. 4b, we can use only
13 repetitions to generate 208 of the 256 bits of the




rescaled private key ck. This narrows down the list of
possible candidates to 2*® keys. The correct key can
then be found via brute force search. In Ref. [27], it
was shown that a single CPU can test O(10°) keys per
second. Therefore, a list of 248 candidate keys can be
searched in O(10) CPU hours. With costs per CPU
hour on the order of cents, this can be a worthwhile
trade-off reducing the cost per key by a factor of 13/16.

The third modification aims to reduce the cost of the
modular inversion operation. Suppose we are running
two instances of the ECC algorithm on the same (larger)
quantum computer to break two keys at the same time.
We execute the subroutines of the two instances in an al-
ternating fashion — first a subroutine of the first instance
and then a subroutine of the second instance. Eventu-
ally, both instances will reach a modular inversion op-
eration. Rather than performing two costly modular
inversion operations, we can adapt a method from clas-
sical computation [21] to compute both inverses using a
single inversion and three multiplications. As shown in
Fig. 9b, we can invert two numbers z; and zo by first
computing the product z;x2, inverting the product, and
obtaining the individual inverses using two additional
multiplications.

If we have four instances running in parallel, we can
invert four numbers using 9 multiplications and one in-
version, as shown in Fig. 13. More generally, £ num-
bers can be inverted using 3k — 3 multiplications and
a single inversion, or 3 multiplications and 1/k inver-
sions per instance. Note that the naive construction
uses 6k — 4 n-qubit garbage registers, but this can be
reduced to 2k + 2 log, k garbage registers by making in-
verses available sequentially, as shown in Fig. 14. The
asymptotic cost per inversion is three modular multipli-
cations, which reduces the active volume per inversion
by up to a factor of around 4, but requires more memory
to run multiple instances of the algorithm in parallel.

By adding the costs of all subroutines listed in Fig. 5,
we arrive at the cost estimate for an ECPointAdd op-
eration in Fig. 9c.

2 Resource estimate

The full algorithm to break 256-bit ECC keys consists
of 13 repetitions of the group-of-16 operation shown
in Fig. 4b per key. Each operation consists of a 2%°-
item table lookup of 768-bit numbers, an ECPointAdd
operation, and an uncomputation of the lookup table.
The resulting Toffoli count for k parallel instances is
(44k 4 65) - 105 Toffoli gates and (2.8k +3.8) - 10? blocks
of active volume. Asymptotically, the cost per key ap-
proaches 44 million Toffoli gates and 2.8 billion logical
blocks of active volume for large quantum computers.
We adjust these costs by a factor of 10/9 to account

for the expected time before a logical error of 10 phase
estimation blocks.

The circuits shown in Figs. 4 and 5 contain 11 regis-
ters of 256 qubits each. Note that the size of the control
register in the phase estimation can be reduced substan-
tially by using iterative phase estimation. For simplic-
ity, we will use an overestimate of 3000 logical memory
qubits per instance of the ECC algorithm. This can ac-
count for additional ancilla qubits that may be present
during the execution of arithmetic circuit in the base-
line architecture, or stale magic states and bridge qubits
stored in memory in an active-volume architecture [19].

2.1 Baseline architecture

We first perform a resource estimate for a baseline ar-
chitecture with 2D-local connections. This architecture
does not benefit from the parallel modular inverse oper-
ation, so we only consider one instance of the algorithm.
In total, we need 6000 logical qubits and 109 million
Toffoli gates per key.

Determining the code distance. With four logical cy-
cles per block, each key generation has a spacetime vol-
ume of 2.6 x 102 logical blocks of size d*. Each such
block accounts for a d x d patch of physical data qubits
operating for d code cycles and can be estimated to
contribute a logical error rate of p;, = 10~%2 at 10%
threshold [28]. We choose the code distance such that
the total error probability after 10 phase estimation
blocks (i.e., after executing 2.6 x 10*® logical blocks)
is slightly below 50%. With d = 28, the probability of a
logical error after 10 phase estimation blocks is around
20% in this estimate. Taking into account the factor
of 10/9, the average time per key is 484 million logical
cycles, where a logical cycle consists of d code cycles.

Circuit-based quantum computers. For supercon-
ducting qubits and trapped ions, each distance-d log-
ical qubit consists of 2d? physical qubits, taking into
account the ancilla qubits required for the measurement
of surface-code check operators. Therefore, both require
9.4 million physical qubits. With a 1 us code cycle, su-
perconducting qubits generate one key every 484 - 28
seconds, or 3.8 hours. With a 1 ms code cycle, trapped
ions generate one key every 160 days.

Photonic FBQC. In order to encode 6000 logical
qubits in a photonic fusion-based quantum computer
based on 6-ring resource states [18, 20], the device must
be able to store 6000d?> photonic resource states simul-
taneously. With a maximum delay length of 1 us, 4.7
million resource states must be generated every 1 us,
i.e., a total RSG rate of 4.7 THz is required. Due to a
code cycle of 1 us, such a device generates keys at the
same rate as the superconducting qubit device. With
10 us delays, the device footprint can be reduced by a
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factor of 10 to a 470 GHz total RSG rate, while the time
per key increases by a factor of 10 to 1.6 days. Longer
delays of 100 ms and 1000 ms decrease the device foot-
print in additional factor-of-10 steps, and increase the
time per key to 16 days and 160 days.

2.2  Active-volume architecture

We consider two scenarios for the active-volume archi-
tecture: one in which we are generating one key at a
time using 3000 logical memory qubits, and one in which
we are generating four keys in parallel using 12000 log-
ical memory qubits. In the first scenario, the active
volume per key is 6.6 billion blocks, while in the second
scenario, the active volume per key is reduced to 3.75
billion blocks due to the cheaper inversion operation.

Determining the code distance. In an active-volume
architecture, the total spacetime volume is twice the ac-
tive volume, i.e., 1.3 x 10'° logical blocks in the first sce-
nario. This can also be understood from the observation
that 3000 workspace qubits execute 3000 active-volume
blocks in every logical cycle, so it will take 2.2 x 10°
logical cycles to finish the computation. The number
of logical cycles multiplied by the 6000 logical qubits
present in the device also yields a total spacetime vol-
ume of 1.3 x 1019 logical blocks. If we now choose the
code distance such that the total error probability after
executing 1.3 x 101! logical blocks is below 50%, we can
reduce the code distance to d = 24.

Circuit-based quantum computers. While the non-
local connections in an active-volume architecture are
motivated by photonics, the architecture is hardware-
agnostic. We can perform an active-volume estimate
for superconducting qubits and trapped ions, even if no
concrete proposal for an implementation of these non-
local connections exists for these qubits. In the first sce-
nario, the device consists of 6000 qubit modules, each
containing a distance-24 surface-code patch, i.e., 1152
physical qubits. Executing 3000 blocks per logical cycle,
the device generates one key every 58 seconds (super-
conducting qubits) or 16 hours (trapped ions), which is
240 times faster with a 27% smaller footprint compared
to the baseline estimate. In the second scenario, the de-
vice footprint increases by a factor of 4, but due to the
cheaper inversion operation, the time per key decreases
by a factor of 7.

Photonic FBQC. We obtain similar resource esti-
mates for photonic fusion-based quantum computers,
for which a concrete implementation of an active-
volume architecture is described in Ref. [19]. Com-
pared to a baseline architecture, the required RSG rate
in the first scenario decreases by 27% due to the re-
duced code distance. The time per key decreases by the
same factor of 240, where device footprint and computa-

tional speed can traded off linearly by varying the delay
length. However, the decrease in the cost per key with
larger memory capacity implies that we should always
seek to maximize the delay length, as the extra logi-
cal qubits unlocked by longer delay lines can be used
to reduce the computational volume cost per key. In
the second scenario, the cost per key is reduced by an
additional 40%. Our results are summarized in Fig. 1.

2.3 Reaction depth

One important consideration in any resource estimate
is the reaction limit. Due to the sequential nature of
the classical processing related to surface-code-based
FTQC, it is impossible to execute computations faster
than the reaction depth multiplied by the reaction
time [29]. The reaction time is the time that it takes to
perform a layer of single-qubit measurements, feed the
measurement results into a decoder, perform a decoding
tasks, and use the result to send back measurement in-
structions to the quantum computer. Since the n-qubit
adders considered in this estimate have a reaction depth
of 2n, we can upper bound the reaction depth as twice
the Toffoli count. When we are executing k instances
of the algorithm in parallel, the subroutines can be par-
allelized straightforwardly, so the naive estimate of the
reaction depth should be divided by k.

A typical assumption in the literature is a reaction
time of 10 ps. In this case, the algorithm generating one
key at a time would be naively reaction limited at 36
minutes per key, whereas the algorithm generating four
keys in parallel would be reaction limited at 5 minutes
per key (or 20 minutes for groups of four keys). This is
particularly problematic in implementations with short
code cycles like superconducting qubits or photonic de-
vices with short delay lines. We have highlighted some
estimates in Fig. 1 with an asterisk, which are those
that would be reaction limited with a 10 ps reaction
time and without further optimizations. Note that, in
this case, the reaction limit is irrelevant for photonic
devices with long delay lines and slow ion traps.

There are several ways one can avoid the reaction
limit. The first is to reduce the reaction time. The as-
sumed 10 us are not based on physical limits, and an
optimized architecture can, in principle, feature lower
reaction times. The second is to use lower-depth sub-
routines. We have not focused on optimizing the reac-
tion depth. One can use lower depth subroutines for
arithmetic operations [30, 31] or depth-reducing tricks
such as oblivious carry runways [32] to increase the cost
of the algorithm in favor of a lower depth. The third
option is only relevant for photonic FBQC, which is to
increase the delay length. Longer delay lines can be
used to avoid the reaction limit, as they increase the
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code cycle time in favor of a smaller footprint. Note
that this does not make the device less efficient. On the
contrary, the additional logical qubits gained by longer
delays make the device more efficient due to the option
of cheaper subroutines. If two devices have the same
footprint in terms of total RSG rate but different de-
lay lengths, the device with the longer delay length will
both generate keys at a faster rate and feature a lower
(i.e., less strict) reaction limit.

3 Conclusion

We have performed an active-volume estimate for the
cost of generating elliptic curve private keys on a fault-
tolerant quantum computer. We also introduced three
algorithmic modifications that reduce the Toffoli count
per key by up to a factor of 5. We found that this algo-
rithm benefits particularly strongly from the non-local
connections in an active-volume architecture. When
generating one key at a time, the active volume archi-
tecture features an over 300 times lower cost per key.
This can be understood from the observation that the
spacetime cost per Toffoli in a baseline architecture is
proportional to 4ng due to the presence of four sequen-
tial T gates per Toffoli, whereas in an active-volume
architecture it is an ng-independent cost of ~ 60 in a
computation that primarily relies on arithmetic opera-
tions. For ng = 3000, this results in a factor of 200.
The reduced code distance decreases the cost by an ad-
ditional factor of (28/24)% ~ 1.6. With more memory
qubits to take advantage of the cheaper modular in-
version, the cost difference between baseline and active
volume architectures can be up to a factor of 700 per
key.

Photonic FBQC particularly benefits from long delay
lines in this example. Not only do long delay lines in-
crease the memory of device, but they also increase the
value that can be extracted from each component, as the
additional memory can be used to decrease the cost of
some subroutines. Long delay lines also help avoid the
reaction limit without sacrificing device performance.

We focused on resource estimates for 256-bit keys at
a physical error rate corresponding to 10% of the sur-
face code threshold error rate. While larger key sizes
may benefit from a more careful balancing of window
sizes, the rough behavior is that doubling the key size
results in a twofold increase in footprint and an eight-
fold increase in Toffoli count and active volume (and
time per key) due to the cubic scaling in key size. A
larger physical error rate will also increase the footprint
and runtime. Closer to 50% threshold, we can expect
the code distance to roughly double, resulting in a four-
fold increase in footprint and a twofold increase in the
computational time per key.

Compared to the active-volume estimate for 2048-bit
RSA keys in Ref. [19], the active volume per 256-bit
ECC key is lower by a factor of 100-300. However, the
active volume per 2048-bit RSA key may be reduced
compared to Ref. [19] through further optimizations,
e.g., by adjusting the window size of windowed arith-
metic to rebalance the contributions of arithmetic and
data lookups to the active volume. Still, one can expect
the generation of 2048-bit RSA keys to be over an order
of magnitude more expensive than 256-bit ECC keys.

Open problems. We leave several regimes for opti-
mization unexplored in this paper. The first is the low-
footprint regime, as we have overestimated the memory
requirement with 3000 logical qubits per instance with-
out carefully counting qubits. An active-volume archi-
tecture allows for the arbitrary allocation of workspace
and memory qubits, so one can slow down the compu-
tation in favor of a footprint reduction by an additional
factor of up to 2. Furthermore we have not explored the
depth optimizations outlined in Sec. 2.3 that may be
required to avoid the reaction limit in implementations
with short code cycles. Also, while we have focused
on a comparison between general-purpose architectures
with strict 2D locality and logarithmic non-local con-
nections, there exist 2D-local special-purpose architec-
tures [23, 33] that may still perform worse than active-
volume architectures, but outperform baseline architec-
tures without requiring non-local connections. One may
then investigate how the cost per key can be reduced in
a 2D-local implementation.

More generally, we hope that this work encourages
the exploration of similar trade-offs where additional
qubits can be used to reduce the cost of subroutines.
One similar example described in the literature is Ham-
ming weight phasing [25, 34], where the cost of commut-
ing equiangular rotations can be reduced substantially
by introducing additional ancilla qubits. An applica-
tion of this technique analogous to the parallel modu-
lar inversion would be to execute multiple instances of
an algorithm containing arbitrary-angle rotations and
then use Hamming weight phasing on groups of rota-
tions from different instances. This reduces the effective
cost of rotations in each instance, even if the rotations
in any one instance of the algorithm are not part of
groups of commuting or equiangular rotations.

In summary, there is motivation to explore addi-
tional examples of subroutines that demonstrate re-
duced costs per instance when executed in parallel, akin
to an “economies of scale” effect in quantum algorithm
design. We hope that this paper will serve as a compre-
hensive reference on how to perform resource estimation
and algorithm optimization for active-volume architec-
tures.

12



Acknowledgments

I would like to thank Naomi Nickerson and Sam Pallis-
ter for discussions on the structure of this paper, Sam
Roberts for discussions on the below-threshold distance
scaling of the logical error rate of surface-code patches,
and Dan Dries and Terry Rudolph for helpful feedback
on an early draft.

A

Additional figures

Additional figures are shown in Figs. 10-14.

References

[1]

E. Barker, W. Burr, A. Jones, T. Polk, S. Rose,
M. Smid, Q. Dang, et al., Recommendation for key
management part 3: Application-specific key man-
agement guidance, NIST special publication 800,
57 (2015).

L. Chen, D. Moody, K. Randall, A. Regenscheid,
and A. Robinson, Recommendations for discrete
logarithm-based cryptography: Elliptic curve do-
main parameters, (2023), 10.6028 /NIST.SP.800-
186.

P. Shor, Algorithms for quantum computation: dis-
crete logarithms and factoring, Proceedings 35th
Annual Symposium on Foundations of Computer
Science , 124 (1994).

P. W. Shor, Polynomial-time algorithms for prime
factorization and discrete logarithms on a quantum
computer, SIAM Journal on Computing 26, 1484
(1997).

J. Proos and C. Zalka, Shor’s discrete logarithm
quantum algorithm for elliptic curves, arXiv:quant-
ph/0301141 (2003).

M. Roetteler, M. Naehrig, K. M. Svore,
and K. Lauter, Quantum resource estimates
for computing elliptic curve discrete logarithms,
arXiv:1706.06752 (2017).

T. Héner, S. Jaques, M. Naehrig, M. Roetteler,
and M. Soeken, Improved quantum circuits for
elliptic curve discrete logarithms, Post-Quantum
Cryptography , 425 (2020).

Elie Gouzien, D. Ruiz, F.-M. L. Régent, J. Guil-
laud, and N. Sangouard, Computing 256-bit Ellip-
tic Curve Logarithm in 9 Hours with 126133 Cat
Qubits, arXiv:2302.06639 (2023).

E. T. Campbell, B. M. Terhal, and C. Vuil-
lot, Roads towards fault-tolerant universal quantum
computation, Nature 549, 172 (2017).

B. M. Terhal, Quantum error correction for quan-
tum memories, Rev. Mod. Phys. 87, 307 (2015).

[11]

[12]

[13]

(18]

[19]

[20]

A. Y. Kitaev, Fault-tolerant quantum computation
by anyons, Ann. Phys. 303, 2 (2003).

S. B. Bravyi and A. Y. Kitaev, Quantum codes on
a lattice with boundary, arXiv:quant-ph/9811052
(1998).

A. G. Fowler, M. Mariantoni, J. M. Martinis, and
A. N. Cleland, Surface codes: Towards practical
large-scale quantum computation, Phys. Rev. A 86,
032324 (2012).

D. Litinski, A game of surface codes: Large-scale
quantum computing with lattice surgery, Quantum
3, 128 (2019).

A. G. Fowler and C. Gidney, Low over-
head quantum computation using lattice surgery,
arXiv:1808.06709 (2018).

C. Chamberland and E. T. Campbell, Universal
quantum computing with twist-free and temporally
encoded lattice surgery, PRX Quantum 3, 010331
(2022).

C. Chamberland, K. Noh, P. Arrangoiz-Arriola,
E. T. Campbell, C. T. Hann, J. Iverson, H. Putter-
man, T. C. Bohdanowicz, S. T. Flammia, A. Keller,
G. Refael, J. Preskill, L. Jiang, A. H. Safavi-Naeini,
O. Painter, and F. G. Brandao, Building a fault-
tolerant quantum computer using concatenated cat
codes, PRX Quantum 3, 010329 (2022).

H. Bombin, I. H. Kim, D. Litinski, N. Nicker-
son, M. Pant, F. Pastawski, S. Roberts, and
T. Rudolph, Interleaving: Modular architectures
for fault-tolerant photonic quantum computing,
arXiv:2103.08612 (2021).

D. Litinski and N. Nickerson, Active wvolume:
An architecture for efficient fault-tolerant quan-
tum computers with limited non-local connections,
arXiv:2211.15465 (2022).

S. Bartolucci, P. Birchall, H. Bombin, H. Ca-
ble, C. Dawson, M. Gimeno-Segovia, E. Johnston,
K. Kieling, N. Nickerson, M. Pant, F. Pastawski,
T. Rudolph, and C. Sparrow, Fusion-based quan-
tum computation, Nature Communications 14, 912
(2023).

R. P. Brent and P. Zimmermann, Modern computer
arithmetic, Vol. 18 (Cambridge University Press,
2010) pp. 67-68.

C. Gidney, Windowed quantum
arXiv:1905.07682 (2019).

C. Gidney and M. Ekera, How to factor 2048 bit
RSA integers in 8 hours using 20 million noisy
qubits, Quantum 5, 433 (2021).

P. L. Montgomery, Modular multiplication without
trial division, Mathematics of computation 44, 519
(1985).

C. Gidney, Halving the cost of quantum addition,
Quantum 2, 74 (2018).

arithmetic,

13


https://doi.org/10.6028/NIST.SP.800-57pt3r1
https://doi.org/10.6028/NIST.SP.800-57pt3r1
https://doi.org/ 10.6028/NIST.SP.800-186
https://doi.org/ 10.6028/NIST.SP.800-186
https://www.doi.org/10.1109/SFCS.1994.365700
https://www.doi.org/10.1109/SFCS.1994.365700
https://www.doi.org/10.1109/SFCS.1994.365700
https://doi.org/10.1137/S0097539795293172
https://doi.org/10.1137/S0097539795293172
https://arxiv.org/abs/quant-ph/0301141
https://arxiv.org/abs/quant-ph/0301141
https://arxiv.org/abs/1706.06752
https://doi.org/10.1007/978-3-030-44223-1_23
https://doi.org/10.1007/978-3-030-44223-1_23
https://arxiv.org/abs/2302.06639
https://doi.org/ 10.1038/nature23460
https://doi.org/ 10.1103/RevModPhys.87.307
https://doi.org/ 10.1016/S0003-4916(02)00018-0
https://arxiv.org/abs/quant-ph/9811052
https://arxiv.org/abs/quant-ph/9811052
https://doi.org/ 10.1103/PhysRevA.86.032324
https://doi.org/ 10.1103/PhysRevA.86.032324
https://doi.org/10.22331/q-2019-03-05-128
https://doi.org/10.22331/q-2019-03-05-128
https://arxiv.org/abs/1808.06709
https://doi.org/10.1103/PRXQuantum.3.010331
https://doi.org/10.1103/PRXQuantum.3.010331
https://doi.org/10.1103/PRXQuantum.3.010329
https://arxiv.org/abs/2103.08612
https://arxiv.org/abs/2211.15465
https://doi.org/10.1038/s41467-023-36493-1
https://doi.org/10.1038/s41467-023-36493-1
https://doi.org/10.1017/cbo9780511921698.001
https://doi.org/10.1017/cbo9780511921698.001
https://arxiv.org/abs/1905.07682
https://doi.org/10.22331/q-2021-04-15-433
https://doi.org/ 10.1090/S0025-5718-1985-0777282-X
https://doi.org/ 10.1090/S0025-5718-1985-0777282-X
https://doi.org/10.22331/q-2018-06-18-74

[26]

[27]

[28]

B. S. Kaliski, The montgomery inverse and its
applications, IEEE transactions on computers 44,
1064 (1995).

N. Courtois, G. Song, and R. Castellucci, Speed
optimizations in bitcoin key recovery attacks, Tatra
Mountains Mathematical Publications-The Jour-
nal of Slovak Academy of Sciences 67, 55 (2016).
H. Bombin, C. Dawson, R. V. Mishmash, N. Nick-
erson, F. Pastawski, and S. Roberts, Logical blocks
for fault-tolerant topological quantum computation,
PRX Quantum 4, 020303 (2023).

A. G. Fowler, Time-optimal quantum computation,
arXiv:1210.4626 (2012).

R. Rines and I. Chuang, High performance quan-
tum modular multipliers, arXiv:1801.01081 (2018).
C. Gidney, Quantum block lookahead adders and
the wait for magic states, arXiv:2012.01624 (2020).
C. Gidney, Approzimate encoded permutations
and piecewise quantum adders, arXiv:1905.08488
(2019).

C. Gidney and A. G. Fowler, Flezible layout of
surface code computations using AutoCCZ states,
arXiv:1905.08916 (2018).

I. D. Kivlichan, C. Gidney, D. W. Berry, N. Wiebe,
J. McClean, W. Sun, Z. Jiang, N. Rubin, A. Fowler,
A. Aspuru-Guzik, H. Neven, and R. Bab-
bush, Improved fault-tolerant quantum simulation
of condensed-phase correlated electrons via trotter-
ization, Quantum 4, 296 (2020).

14


https://doi.org/10.1109/12.403725
https://doi.org/10.1109/12.403725
https://doi.org/10.1515/tmmp-2016-0030
https://doi.org/10.1515/tmmp-2016-0030
https://doi.org/10.1515/tmmp-2016-0030
https://doi.org/10.1103/PRXQuantum.4.020303
https://arxiv.org/abs/1210.4626
https://arxiv.org/abs/1801.01081
https://arxiv.org/abs/2012.01624
https://arxiv.org/abs/1905.08488
https://arxiv.org/abs/1905.08488
https://arxiv.org/abs/1905.08916
https://doi.org/ 10.22331/q-2020-07-16-296

[fr=0) o = 1f)
[f2=0) o — | f2) X C
o 1fs =0) L Subroutine . ount
n-controlled Toffoli 6
[fa=10) o — | fa) . .
n-qubit modular negation 2
|ctrl=0) |ctrl) %
= la) 3 E la) 3
| L 4.,_ &
= [b) 5 E [b) qa=7T 84
< mISePlE T 3 b=y
= 3 E lv) 8 Subroutine Count
= |1 =0) 4 E 0) n-controlled Toffoli 3
= |22 =0) E 0) n-qubit modular subtraction 1
= |23 =0) 3 E 10) n-qubit controlled modular subtraction 1
= |24 =0) 5 E 0) n-qubit modular multiplication 2
= A=0) 3 E 0) n-qubit modular multiplicative inverse 2
= E A\
lf1) = 1f1)
[f2) < = |f2)
e |fs) o = |f3)
|f4) = 1fa)
Jetrl) —  |etrl)
= o) 3 E la) =_
- wd  Ew D
SCE B R g@gg@gf
(ctrl=0or 1)
— |- 1
= |y) 5 Step 2 = [y)or|y —b) = | ModSub | < )
T
= |0) g E 10)
Garb UNCOMPUTE
= |0) g =0}
= [0) 3 E 10) | Garb |
= 10) 3 E [0) { ModMult |
B — NN |
(ctrl=0or 1)
= 10y 3 E [0)or|A) 2yed
A=A
= A 3 E A

Figure 10: Steps 1 and 2 of the elliptic curve point addition circuit in Fig. 5.

15



[f1) — = 1f1)
[f2) — = 1f2)
0 [f3) — = If3)
[fa) o = 1fa)
[etrl) — — |etrl)
. la) 3 = la)
. b 5 =)
(ctrl=0o0r 1) — l——— . :
N |z —a) 3 Step 3 1= |z — a)or |z + 2a) : ModAddE——UNCOMPUTE——
] * ] : LI :
(ctrl =0 or 1) (etrl=0or 1) ] 4 :
= [y)orly —b) 3 E ly)or|0) | ModSub =
= [0y 3 £ 10) ModMult = M\IodDblEModAddg
* IR
[0) E 10) =
) 1 L =
= [0) 5 E 10) <]
_ L @)
= ‘O> | = ‘0> r=}
(ctrl =0 or 1) (ctrl =0 or 1) 5
R [0)or|A) 5 E 0)or|A)
s [Ar) 5 E 1)
Subroutine Count
n-qubit modular addition 2
n-qubit controlled modular addition 1
n-qubit controlled modular subtraction 1
n-qubit modular doubling 2
n-qubit modular multiplication 2
[f1) o = |f1)
[f2) — = f2)
o [f3) o = |fs)
[fa) — = |fa)
[etrl) — — [ctrl)
= |a) E la)
= [b) 5 E [b)
(ctrl =0 or 1) (ctrl =0 or 1)
= = I ar |
= |z —a)or |z +2a) 3 Elz—a)or|a—a,) ] ModSub |
- [~ | S |
(ctrl=0or 1) (ctrl =0 or 1) .
= ly)or[0) 5 E ly) o [y, +b)
s [0) = Step 4 |= [0) = 5]
T - Bl
D
— — | | Q-'
= 0) = E 10) | Garb | =
o
O
= = | — Z.
= [0) 5 E 10) ModMult == —— ModMult | D
UNCOMPUTE:
= [0) § E [0) : : . | Garb |
(ctrl =0 or 1) (ctrl=0o0r1)
S [0yer|A) 5 E [0)or|A)
= [Ar) 5 E [A)
Subroutine Count
n-qubit modular subtraction 1
n-qubit modular multiplication 4

Figure 11: Steps 3 and 4 of the elliptic curve point addition circuit in Fig. 5.

16



[f1) = — /1)
[f2) = [f2)
0 [f3) < — 1f3)
[fa) < = | fa)
Jetrl) — — |ctrl)
= la) 3 E |a) S
= ) 5 = () 7S
(ctrl =0 or 1) (ctrl =0 or 1) e o o g
2 |z —a)orla—=z,) 5 = |) or |2) g MU(M!L':/ : WHME:
(etrl=0or 1) (etrl =0 or 1) i ' —
= [y) or |y + b) g Step 5 g ly) or |yr) | ModSub E
0) 3 = lo) =
Garb COMPUTE
S [0) 5 = |0)
= [0) 3 = |0)
= [0) 5 = |0)
(ctrl=0or 1)
= [0)or[X) 5 = |0)
= [Ar) g g [Ar)
Subroutine Count
lf1) = — [0) n-controlled Toffoli 1
|f2) — [0) n-qubit modular addition 1
10 [f3) — — [0) n-qubit controlled modular subtraction 1
fa) — — 10) n-qubit controlled modular negation 1
[etrl) — — 10) < n-qubit modular multiplication 2
n-qubit modular multiplicative inverse 2
= la) 5 E la) ;
S DE =) — :
(ctrl =0 or 1) Step 6 = p (a’ b) = (L' jl/)
= |a)or|z) 3 = |z,) | ModSub | .
7 B | Subroutine Count
ERS0@D | B n-controlled Toffoli 8
= y)or|yr) I = ) . .
n-qubit controlled modular addition 1
= 10) 3 = [0) n-qubit controlled modular subtraction 1
R [0) 5 = [0)
N [0) 3 = 10)
= [0) 3 = [0)
= [0) 3 = [0)
= [Ar) 3 =

Figure 12: Steps 5 and 6 of the elliptic curve point addition circuit in Fig. 5.

17



] , . /
|lz1) o = |z17! mod p) |1}
— ~ N
|z2) g r2 ! mod p) |22)
ParallelModInv,
L . /
= 237! mod p) |a3)
I 1 ‘
24~ mod p) |z4)
—
10y —— garbage) Mult | t
10y =—— wbage) ) ModMult
|garbage) |InVa, zozszs = 0) i ModMult 5 ModInv
) —— |garbage) |V, z, = 0) ] ModMult | 1 H
) arbage) |Invy,q, =0)
) = [garbagc) [Tuv.., = 0) = X
I = /
) = lsarbage) [fnve, = 0) | ModMult |
Enienil N
| ——
) arbage) |Inv;, = 0) | ModMult | X
Enitenil
I I —
[0) —— F—— |garbage) |Inv;, = 0) | ModMult | X
Enitemied
| —
[0) ——H garbage) |0) E‘ Garb |
Garb
0y —— |garbage) 0) | Garb |
[0) =—H garbage) |0) | Garb |
10) ——H garbage) 10)
Garb
0) age) 0)
7
[0) =—— age) 0) | Garb |
1 7 |
[0) =— age) 0) | Garb |
| ]
0) age) 0) | Gab |
1 " |
10) —— ge) [0) | Garb |
[0) age) |0) | Garb |
1 7 |
| —
0) ) 0) | Garb |
L

Figure 13: Parallel modular inversion of four numbers.

18



n

n

n

Figure 14: Parallel modular inversion of four numbers in which the four inverses are made available

sequentially to

ENE
ax2) 3
EDE
|za) 3
129 = 0) B =
7 SN
:
&
2324 = 0) =
& D EX
= &S] = 2 =
: E o Z 2] £
IV z1 2528z = 0) J D = = =
S Z. B =] (@) =
il = 2 S & B
0) =—— ModMult ModMult iS] = o =
| S 5 5 =
= | . > M 3 [] o
[0) | ModMult | | ModMult | D | ModMult HEfE | ModMult | >
o)
|
0) | Garb | | Garb |
{ } — == { } [ }
[0) ] Garb | : 1 Garb | : ] Garb | 1 Garb |
[0)
[0)
[0) 3 Garb
[0)
[0)
217! available 2271 available 2371 available 24~ " available
R |z1) § § 1) |z1)
= |z2) g E |2z2) |z2)
= [es) 3 = E lva) 3)
3
: 1
4 s
= za) ) [aza)
£
4 gL —
= |lzime =0) 4 3 E |ri22) 2125 = 0) = ModMult |
IS E _ 3
B zgaq = 0) T 2374 = 0) g@)[ult
% [InVa,zpa5e, = 0) 3 E |(@w@awgza)™") |IVz, 232524 = 0) | ModMult ModInv
{
i
- L |
S [0) 3 E |garbage) |0) E‘ Garb |
)5 E lsarbage) ) == Garb_|
- | [ 5 . }
|0) 3 Garb E [garbage) |0) | Garb
[0) 5§ E |garbage) [0)
Garb
[0) 5 F lgarbage) [0)

save qubits.

19



	Overview of results
	Subroutine breakdown
	Resource estimate
	Baseline architecture
	Active-volume architecture
	Reaction depth

	Conclusion
	Acknowledgments
	Additional figures
	References

