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Cat qubits provide appealing building blocks for quantum computing. They exhibit a tunable
noise bias yielding an exponential suppression of bit flips with the average photon number and
a protection against the remaining phase errors can be ensured by a simple repetition code. We
here quantify the cost of a repetition code and provide valuable guidance for the choice of a large
scale architecture using cat qubits by realizing a performance analysis based on the computation of
discrete logarithms on an elliptic curve with Shor’s algorithm. By focusing on a 2D grid of cat qubits
with neighboring connectivity, we propose to implement 2-qubit gates via lattice surgery and Toffoli
gates with off-line fault-tolerant preparation of magic states through projective measurements and
subsequent gate teleportations. All-to-all connectivity between logical qubits is ensured by routing
qubits. Assuming a ratio between single- and two-photon losses of 107> and a cycle time of 500 ns,
we show concretely that such an architecture can compute a 256-bit elliptic curve logarithm in
9h with 126 133 cat qubits and on average 19 photons by cat state. We give the details of the
realization of Shor’s algorithm so that the proposed performance analysis can be easily reused to

guide the choice of architecture for others platforms.

Introduction — While quantum computing can offer
substantial speedups for solving specific problems [1], bil-
lions of operations are typically required for implement-
ing large scale algorithms [2—4]. This means that the
convergence of quantum algorithms cannot realistically
be ensured by requiring physical errors to occur with a
probability smaller than the inverse of the number of re-
quired operations. Instead, the concept of fault-tolerant
quantum computation [5] is envisioned. It relies on the
idea that, if the rate of physical errors is below a cer-
tain threshold, quantum error correction schemes sup-
press the logical error rate to arbitrary low levels and
make possible — at least in principle — arbitrary long
sequences of operations [(6—8].

With its relatively high thresholds, the surface code
is one of the most popular quantum error correction
codes [9, 10]. As a 2D code, the number of physical
qubits per logical qubit increases quadratically with the
code distance. Their actual implementation hence comes
at the price of a significant overhead in physical resources,
with typically hundreds or even thousands of physical
qubits per logical qubits to achieve the level of protec-
tion required for performing billions of noise-free opera-
tions [5].

Some physical platforms naturally exhibit a noise
bias [11] that can be exploited to increase code thresholds
and hence to reduce the overhead [12, 13]. Bosonic sys-
tems stabilized in a two-dimensional manifold spanned by

cat states — superpositions of coherent states with op-
posite phases — with an engineered dissipation scheme
combining two-photon drive and two-photon dissipation
stand out in this framework. The noise bias is indeed
tunable in this case, with bit flips that are suppressed ex-
ponentially with the mean photon number [14-16]. The
remaining phase errors can be corrected with a simple
repetition code — a 1D code with a number of physi-
cal qubits per logical qubit increasing linearly with the
code distance. Given that gate sets at the physical level
preserving the noise asymmetry have been described and
their use for the implementation of various universal sets
at the logical level has been identified [17], cat qubits are
becoming an option for realizing a large scale quantum
computer. The gain of having a 1D over a 2D code and
the details of the implementation of a large scale algo-
rithm with cat qubits are, however, missing.

We here propose a generic tool for analyzing the perfor-
mance of quantum computing architectures using Shor’s
algorithm [18, 19] for computing discrete logarithms on
elliptic curves over prime fields — a hard classical prob-
lem at the core of cryptosystems widely used for key ex-
change and digital signatures [20, 21]. The security level
of these cryptosystems against classical attacks relies on
precise knowledge of the performance of classical algo-
rithms — knowledge that is useful to witness a quan-
tum advantage. The best currently known classical algo-
rithms to compute elliptic curve discrete logarithms are
exponential in the size of the input parameters, whereas
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there exist subexponential algorithms for factoring. This
facilitates the achievements of a quantum advantage with
respect to algorithms with subexponential speedups, in-
cluding Shor’s algorithm for the factorization.

We propose a concrete layout in which cat qubits are
placed at the nodes of a 2D grid with physical connections
to their neighboring qubits only. All-to-all connectivity
between logical qubits is ensured by means of routing
qubits. 2-qubit gates are implemented by means of lattice
surgery and Toffoli gates are obtained by gate teleporta-
tion through an off-line fault-tolerant magic state prepa-
ration based on projective measurements. From detailed
models of physical qubits and their manipulations, we
estimate precisely the errors related to the implementa-
tion of logical operations by considering a ratio between
single- and two-photon losses of 1075. We show con-
cretely that such an architecture can compute a discrete
logarithm on the secp256k1 curve which is used for se-
curing signatures in Bitcoin transactions [22] in 9h with
126 133 cat qubits and with 19 photons per cat state on
average. Note that keeping the exponential reduction of
bit flips for cat sizes up to 19 photons on average might be
experimentally challenging [23, 24], and our results sug-
gest that either substantial improvements in the design
of cat qubits are required, or a thin rectangular surface
code [25] is more suitable for such a large computation;
see App.D 1 and App. F for more details. Independent
of the feasibility question, the gain in using a 1D instead
of a 2D code is quantified in detail.

Elliptic curve and discrete logarithm — An elliptic
curve is defined as the set of points associated with the
coordinates (z,y) satisfying the equation y? = 23 + ax +
b with fixed values for a and b. We are interested in
cryptographic relevant elliptic curves for which x, y, a,
and b belong to the field of integers modulo p, with p a
prime number (n bits long). We define a binary operation
on these elliptic curves, called “addition” and denoted
“+7: for two points P and ), R = P + @ have, in the
generic case [20], coordinates given by

zp =M\ —1zp — 20, (1la)

Yr = —yp — Mxr — xp), (1b)

where A = (yo —yp)/(xg — xp) is the slope of the line
joining P and Q). A multiplication by an integer k£ natu-
rally arises as kP = P+ P+ ---+ P. A cyclic subgroup
k times

can be formed from the multiples of a point G (the sub-
group generator) on the curve. The security of crypto-
graphic algorithms based on elliptic curves, such as the
elliptic curve digital signature algorithm [21], relies on
the hardness to find a number k (the logarithm) from
the knowledge of the generator G and the point P = kG;
see App. A for details on elliptic curve cryptography.

Shor’s algorithm — Shor introduced an algo-
rithm [18, 27] to compute discrete logarithms on a quan-
tum computer with a number of gates cubic in n. It
takes three steps and three registers. In the first step,
two registers encoding x; and x5 are each prepared in a
superposition of all possible integers. In the second step,
f(z1,22) = 21G — x2P is computed and stored in the
third register. In the last step, a quantum Fourier trans-
form of the two registers containing x; and zs (which
corresponds to a 2D quantum Fourier transform) reveals
the value of k; see App. B for more details and a discus-
sion on Ekera’s version of Shor’s algorithm [28].

The preparation of registers in a superposition of all
integers has a linear cost. It is indeed obtained through
the preparation of qubits in state |[+) = (|0) + [1))/v/2,
that is by applying a Hadamard transformation on each
qubit. Since the quantum Fourier transform precedes a
measurement of each qubit, it can be implemented in a
semiclassical way [29], with a linear cost as well. The cost
of Shor’s algorithm is largely dominated by the compu-
tation of f, which we evaluate in detail below.

Arithmetic circuits —  f is the difference between the
results of two scalar multiplications. The elliptic curve
scalar multiplication is implemented with a windowed ap-
proach, as in [30]. The principle is to decompose the fac-
tor k into groups of bits and to rewrite the multiplication
as a sequence of elliptic curve point additions,

Ne

kG = Y

=0
=0 mod we

Qiki:i-i-we Ga (2)

with n, the number of bits in k, w, the width of each
window, and k;.j4+.,, the number formed from w, bits of
k starting at bit 7. For each term, the point 2ik¢:i+weG is
computed classically for all possible values of k;.; 1, and
loaded into a quantum register through a quantum table
lookup circuit [31, 32], with the qubits encoding k;.; 4,
as controls.

Each point addition is realized from Eq. (1) using a
quantum implementation of each operation [33]. This
takes arithmetic additions, subtractions, multiplications,
and divisions, modulo the prime number p; see App.C7
and App. C8 for details.

A ripple-carry circuit from [34] is used to perform the
additions. The basic idea is to start with the low-order
bits of the inputs, compute the first carry with a Toffoli
gate, take the value of the carry and the next bits of the
inputs to compute the second carry, and so on up to the
high-order bits. We then work from the high-order bits
back down to the low-order bits by computing the result
of the addition bit by bit, store the value in the first in-
put register, and restore the value of the second input



register to get a reversible computation. Note that the
subtraction is obtained by conjugation of the addition.
To make an addition modulo p, the standard addition
is followed by a comparison of the result with p, which
is obtained by subtracting p from the result of the addi-
tion and by checking the most significant bit of the result
of this subtraction. A subtraction of p is then realized,
conditioned on the result of the comparison. In order to
save resources, the comparison and subtraction, which
start identically, are merged together to form a modular
reduction; see the App. C2 for the details on the circuits.
Note that the modular subtraction is obtained by conju-
gation of the modular addition.

The multiplication can be implemented with a stan-
dard double-and-add method, which can be illustrated
by considering the product of two (n bits) numbers
x1 and 9. From the binary representation of z; =
> 2Hm],, we have zyzo = >, 2% zy],me = [1]gw2 +
2{[z1]y22 + 2([x1]y + - - -)}; i-e., the result of the prod-
uct is obtained by first considering the last term (25 con-
ditioned on the value of [x1],,_;), doubling the result, and
adding xo conditioned on [z1],, ,, and so on up to the
first term. The multiplication modulo p is then naturally
obtained by performing additions and doublings modulo
p, which takes 2n modular reductions. We used a rep-
resentation (compatible with the addition), the Mont-
gomery representation, to reduce the number of reduc-
tions [30, 35]. It simply consists of representing a num-
ber x1 by y1 = 12" mod p. Considering the numbers
x1 and w9, and their respective Montgomery represen-
tation v, yo, the product xizs is represented by z1x92™
mod p, which is obtained by computing y1, y2 — y1y227"
mod p from a double-and-add multiplier in which the
doubling operation is replaced by halving. In this case,
the sums need a single modular reduction to realize a
multiplication modulo p, hence reducing the number of
modular reductions to n + 1 [36]. Note that the latter is
further reduced by using a windowed version of the multi-
plication in the Montgomery representation; see App. C4
for the details of the multiplication circuit.

The modular division between two numbers z; and x2
is obtained by a modular multiplication of z; and the
modular inverse of x5. The modular inversion is per-
formed with Kaliski’s algorithm [37]. This algorithm is
essentially a binary version of the extended Euclidean al-
gorithm. To make it compatible with the Montgomery
representation, the result is multiplied by 22" such that
starting from the representation yo, = x22™ mod p,
Kaliski’s algorithm returns x5 o modp = Yoy Lo2n
mod p. The circuit we use is inspired by [30], with im-
provements, most notably by using subcircuits crafted
for use of Toffoli gates; see App. C5.

Given the number of point additions in the scalar mul-
tiplication at the core of the discrete logarithm computa-

tion, the decomposition of a point addition in elementary
arithmetic operations and the number of gates that is
required for implementing each of these elementary op-
erations, we deduce that the implementation of Shor’s
algorithm takes 448n%/w, controlled NOT (CNOT) and
348n? /w, Toffoli gates at the leading order, with w, the
size of each window for the elliptic curve multiplication;
see App. C 10.

Cat qubits with repetition code — We are interested
in cat qubits, in which information is encoded in two co-
herent states of a harmonic oscillator with the same am-
plitude and opposite phase |«) and |—«) [14, 38]. Here
« is assumed real, without loss of generality. To avoid
that the state of the oscillator leaves the computation
subspace (Ja),|—«a)) in the presence of loss and noise, a
stabilization mechanism is needed. We consider a mech-
anism combining a two-photon drive and an engineered
two-photon dissipation, which can be implemented ap-
propriately in a physical realization using cavity modes
coupled nonlinearly by Josephson junctions. When the
corresponding stabilization rate is higher than that of
typical errors, the bit-flip error rate induced by single-
photon loss, thermal excitations or dephasing are expo-
nentially suppressed with the mean number of photons in
the cat size vx exp(—2a2), while the phase-flip error
rate typically scales linearly vz o o2 [23, 24]. In this
work, the amplitude « is a free parameter. Its value is
chosen such that bit flips happen with a low probability
during the run-time of Shor’s algorithm and a repetition
code corrects phase-flip errors only [17, 25]. Details on
cat qubits and their implementation are given in App. D.

As bit flips are not corrected, it is crucial not to
introduce such errors during the algorithm execution.
At the physical level, this is obtained by using bias-
preserving operations including the preparations Pjo /1)
and P|4) of the computational states |[+a) and cat states
ICE) = \/ﬁﬂa} + |—a)), respectively, the mea-
surements Mz and M x, the Z and X gates, and CNOT
and Tofolli gates; see the details in App. D.

The principle of a distance-d repetition code is to in-
troduce redundancy in the information encoding |£), =
14£)®? and make use of d — 1 stabilizer measurements
S; = X;X;4+1 to identify and correct phase-flip errors
after each operation. In our case, |+)¥¢ = \C(f)@d
and S; is measured from the bias-preserving operations

P4y, ONOT, M.

We consider the logical operations in the set S =
{PH)L»P\O)LvMZLvMXLa ZL,XL,CXf, CCXL}, where
CX?¥ designates the multi-target CNOT gate and CCX
the Toffoli gate, which can all be implemented transver-
sally on the repetition code, except for the CCX [, gate;



see App.E. The transversal implementation of the
CNOT, gate, however, requires all-to-all couplings be-
tween the physical qubits of the processor, which is not
a realistic feature of a superconducting quantum proces-
sor. Instead, we focus on a realization based on lattice
surgery using nearest-neighbor interactions only (with
additional routing qubits included in the resource eval-
uation), as detailed in App.E. The same idea can be
extended to the multiple target CX¥ gate, which ap-
plies an X gate on k qubits if the control qubit is in
state |1), and the identity otherwise; see also App.E.
Finally, the logical Toffoli gate CCX, is implemented
using gate teleportation [39] from a “Toffoli magic state”
|CCX) = £(]000) + [010) + [100) + [111)), as detailed
in App. E4 (with the circuit depicted in Fig.33). The
fault-tolerant preparation of the Toffoli magic state at
the logical level, based on a projective measurement, is
discussed in App. E4.

Noise model — We exclusively consider the single-
photon loss at rate k1, as in the presence of two-photon
dissipation, the other error mechanisms have little impact
on the noise model [17]. Our resource estimates are based
on the assumptions that a two-photon dissipation rate of
ko /2m = 1.59 MHz and a resonator lifetime of 773 = 10 ms
can be achieved, which corresponds to a ratio x1/ky =
10~° and a repetition code cycle time of Teycle = 5/Ka =
500 ns.

For a fixed gate time of 1/ks (assumed to be identical
for state preparation, measurement, and CNOT gates),
the logical error rate per cycle of a distance-d repetition
code is given by [40] (see App. E 2 for details),

d+1

) +2(d—1)x0.50e~2",
(3)

where the first term is the logical phase-flip error rate
and the second term is the logical bit-flip error rate, and

(Hl/lﬁg)th =13x1072.

2,0.86
€ = 5.6><10_2(M
(K1/K2)4

er, corresponds to the error rate of all gates (including
the identity gate), but the Toffoli gate. For the latter,
we consider two variations of the state preparations of
Toffoli magic states [25] using either error detection or
error correction. The resource evaluation uses the most
suitable implementation, which depends on the size of
the elliptic curve logarithms to compute.

Methods and results — As several parameters are in-
volved, we run an exhaustive search to minimize the
product of the average photon number, expected time
to solution, and total number of physical qubits (the op-
timization code can be found in [41]). The required re-
sources are shown in Fig. 1 as a function of the number of

bits of the prime p; see App. F for the details on the op-
timal parameters. We see that 126 133 qubits are needed
to compute a 256-bit logarithm in 9h for example, with
on average 19 photons as the size of each cat qubit. The
required cat size suggests significant improvement in the
design of cat qubits or, alternatively, the use of thin rect-

angular 2D codes [25]; see App. F.
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Figure 1. Number of physical cat qubits and run-time for
computing a discrete logarithm on an elliptic curve as a func-
tion of the number of bits in p.

Conclusion — We reported on a performance anal-
ysis and provided a valuable guidance for the choice of
a large scale architecture of a platform using cat qubits
under the assumption that the bit flips are negligible and
the remaining phase errors are corrected by a simple rep-
etition code using Shor’s algorithm. We gave the de-
tails of an improved quantum computation of a discrete
logarithm on elliptic curves, taking as an example the
one used for securing signatures in Bitcoin transactions.
Assuming a ratio between single- and two-photon losses
of 107° and a cycle time of 500 ns, we have shown that
126 133 qubits are needed to compute a 256-bit logarithm
in 9h and 19 photons on average by cat state. We also es-
timated that the implementation of Shor’s algorithm for
the factorization of 2 048 Rivest—Shamir-Adleman (RSA)
integers would take 349 133 cat qubits and 4 days under
the same assumption. This provides a comparative anal-
ysis of the security level of two widely used cryptographic
schemes. This also favors comparisons with alternative
platforms [12] and illustrates the gain in using a 1D code
by comparing this cost estimation with the estimate re-
ported in [3] showing that 20 x 10° qubits and 8 h would
be needed for realizing the same factorization with a 2D
grid of superconducting qubits and a standard surface
code. Note that, in both cases, the number of processing
qubits can be substantially reduced by adding a quan-
tum memory to the processor [13]. Further note that
parallelization has not been exploited in this work. This
could dramatically reduce the run-time, especially as the
preparation of magic states is resource efficient and in-



creasing the number of their factories would not signifi-
cantly increase the total number of qubits, which would
allow adequate use of look-ahead adder [11]; see App. G
for details.
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Appendix A: Elliptic curve cryptography

This appendix introduces basic notions that are nec-
essary to understand the discrete logarithm problem and
the principles behind elliptic curve cryptographic proto-
cols.

1. Elliptic curve group

Elliptic curve cryptographic protocols are based on el-
liptic curve groups which are formed from the points of
an elliptic curve and an internal operation.

Elliptic curve definition

An elliptic curve is defined over a field (when the char-
acteristic is different from 2 and 3) as the set of points
(z,y) whose coordinates satisfy an equation of the form
(also refereed as Weierstrass form):

Vv=z34ar+b

(A1)
where a and b are constants. An additional point at in-
finity is added to the elliptical curve. In order to further
define the group law, the curve has to be non-singular (no

cusps nor self-intersections). This holds if 4a®+27b% # 0.
Note that Eq. (A1) is unchanged under the transforma-
tion y — —y, hence the curve is symmetric with respect
to the z-axis.

The coordinates and parameters of the curve can be-
long to any field (of characteristic different from 2 and
3 when defined with Eq. (A1)). Elliptic curves are best
represented when the chosen field is R. However, crypto-
graphic applications typically rely on the field of integers
modulo p, with p a prime number. The addition, multi-
plication and inversion over the coefficients and coordi-
nates throughout this appendix are always to be under-
stood as being modulo p.

Group law

The group law on elliptic curves is commonly referred
as an addition between points of the curve, and written
with the symbol +. We introduce the addition as ge-
ometrical operations on the curve, and then give their
translation in terms of equations on the coordinates as
this is more convenient for implementations on a quan-
tum computer.

Considering two distinct points of the elliptic curve, P
and @, the line joining them usually intersects the curve
at a third point R’. The result of the addition, R, is the
symmetric of R’ with respect to the x-axis. We write R =
P+Q@. Note that the described operation is commutative,
which provides a justification of the designation as an
addition. A few particular cases need to be considered.
The first one arises when the line is vertical: there is
no other intersection than P and (), and the result of
the addition is the point at infinity. The second one
happens when the line joining P and () is tangent to
the curve at one of these two points (say the point P).
In that case, R’ is the point P (it can be pictured as
a double contact between the line and the curve). The
third special case corresponds to P = (). In this case,
the line of interest is the tangent of the elliptic curve in
P, and R’ is the intersection between this tangent and
the curve (or point at infinity if the tangent is vertical).
Note that in the special case where @ is at infinity, the
vertical line passing through P intersects the curve at
the symmetric of P with respect to the x-axis and hence
P+ @Q = P. This means that the infinite point is the
neutral element. Further note that the symmetric of P
with respect to the x-axis is its inverse, —P.

Let us now see how the group law translates into equa-
tions on the coordinates of the involved points. We study
the addition of P and @ with coordinates P = (zp,yp)



and Q = (z¢,yq)- In the case where zp # z¢, the
slope of the line joining P and Q@ is given by A = ig%g’;.
The division is well-defined as we work on a field (and
consider the case xp # xg). We emphasize that in the
cryptographic context, the division applies on integers
modulo p. The third solution (apart from P and Q) of
the equation determining the intersections between the
line and the curve, R’, has the coordinates

(A2a)
(A2b)

J:Rf:)\Q—a:p—xQ

Yr = yp + Nar —p).

The result of the addition R = P + @ = —R’ has as
coordinates xr = zr/ and yrg = —yr'. Note that A\ =
% as R’ is also on the line joining P and Q. This
remark is useful for uncomputing the value of A in the
context of an in-place addition on a quantum computer.

When zp = z¢ and yp # yq, necessarily yg = —yp
and Q = —P. Hence, the result of the addition is the
neutral point, the one at infinity. When P = @ and
yp = yg = 0, the tangent of the curve in P is vertical and
the result of the addition is again the zero. Otherwise,
in the generic case for which P = @), the slope of the
tangent is given by A = Sx;z’jﬂ The coordinates of the
result are given by the formulae used in the generic case
while replacing A by its specific value.

Multiplication

Now that the addition between two points of an elliptic
curve is properly described, we can define the multipli-
cation of a point by an integer as

kP=P+P+---+P. (A3)
| ——

k times

From this definition, it is clear that the scalar multipli-
cation is associative [(k1ka)P = ki(koP)], distributive
[(k1 + ko) P = (k1 P) + (k2 P)], compatible with identity
(1 x P = P) and hence satisfies the expected properties
of a scalar multiplication.

Note that the multiplication can be computed effi-
ciently by first decomposing the multiplier k£ in a binary
form k = )", 2'k;. From the distributive property, we
have kP = Y. 2°k; P, that is the result can be obtained
efficiently by computing the 2P terms through succes-
sive doubling (2¢71P = 2! P+2!P) and adding 2°P into a
register encoding the result when k; = 1 only. We present
in App.C a windowed version of this algorithm, in the
context of quantum computing.

2. Diffie-Hellman key exchange

The Diffie-Hellman protocol is a method of securely
exchanging cryptographic keys over a public channel.
Prior to the algorithm, Alice and Bob agree on a spe-
cific curve, that is they agree on a given prime number
p such that the coordinates are numbers of the field of
integers modulo p, and on the parameters a and b of
Eq. (Al). They also publicly agree on a point G and will
work only into the cyclic sub-group generated by G. For
the following, we note r the order of this group, and in
cryptography applications, r is typically a prime number.

To establish the key, Alice and Bob choose indepen-
dently and randomly each one a number between 1 and
r —1; we write them respectively k, and k. Those num-
bers are kept secret. Then, they compute respectively
koG and kyG. The coordinates of those points are ex-
changed via the public channel. Alice and Bob compute
respectively k, (kyG) and ky(k,G), obtaining the same re-
sult due to the commutativity of the multiplication. The
x coordinate of this point is the key (the other coordinate
is redundant with it, as the curve is publicly known).

Note that we presented here the basic version of Diffie—~
Hellman algorithm. To have a full operational protocol,
authentication is required and the resulting key is usu-
ally hashed. Also, several variants exist, for instance the
cofactor Diffie-Hellman protocol helps to reduce the risk
for Alice of partially revealing her private secret k, in
case of a malicious Bob [15].

3. Elliptic Curve Digital Signature Algorithm

Suppose Alice now wants to send a signed message
to Bob. She first needs to create a pair of private and
public keys. In the elliptic curve signature algorithm,
the private key of Alice is an integer s, (< r), while the
public key is given by P, = s,G. The message to sign
is hashed down to the same number of bits than in r,
and we write z this hash. Only this z is relevant for the
signing algorithm.

The signature protocol starts by randomly picking a
number k, smaller than r, that must be kept secret.
Then, the point (i,7) = kG is computed, and we define
x =14 mod r. In the case x = 0, we choose another k and
start again the protocol. Then, y = k~!(z+s,7) mod r
is computed, and if y = 0, another k is chosen and the
protocol starts again. The signature is the couple (z,y).



For verifying the signature, the point (i,7) = (zy~!

mod 7)G + (zy~! mod r)P, is computed. The signa-
ture is valid if x =47 mod r, invalid otherwise. To prove
the correctness of this verification, we can check that in-
jecting the definition of y in the computed point gives
(1,7) = kG, and the result follows.

Bitcoin’s parameters

The bitcoin protocol uses the elliptic curve digital sig-
nature algorithm to ensure that no one can imperson-
ate the issuer of a transaction. This protocol uses the
secp256k1 curve, defined in [46]. It works on the field of
integers modulo p = 2256 — 232 — 977 and its equation is
y? = 23 4+ 7. The generator G of the cyclic subgroup has
the coordinates:

x = 55066263022277343669578718895168534326
250603453777594175500187360389116729240
(Ada)
y = 32670510020758816978083085130507043184

471273380659243275938004335757337482424.
(Adb)

Those choices result in a subgroup of order

r = 11579208923731619542357098500868790785

2837564279074904382605163141518161494337,
(A5)

which is a prime number.

4. Discrete logarithm problem

The key exchange and signature algorithm presented
above are secured under the assumption that given G
and kG for some k£ < r, finding k£ is not possible for
the adversary. This is the discrete logarithm problem.
The Pollard’s rho algorithm is the best known for solv-
ing this problem with a classical computer, and a com-
plexity O(+/r), which is exponential in terms of the num-
ber of bits in r. The larger discrete logarithm problem
solved so far on a classical computer is based on the curve
secp256kl with a 114-bit private key [47].

The discrete logarithm problem is tackled by Shor’s
algorithm, which is seen as a threat for elliptic curve
cryptographic protocols.

Appendix B: Shor’s and Ekera’s algorithms for
discrete logarithm

Shor’s algorithm for solving the discrete logarithm
problem has been presented in [18, 19]. It was initially
designed for the multiplicative group of integers modulo
p but actually applies to any finite cyclic group. Ekera
introduced a variation of this algorithm in [28]. In this
appendix, these two algorithms are presented and our
choice to use Shor’s algorithm is justified.

We write G the generator of the cyclic subgroup of
the elliptic curve we work with. Its order is denoted by
r, and n is the number of bits of r (r < 2" < 2r). ris
assumed to be a prime number. We write [ the logarithm
to be determined and P the corresponding point, that is
P=IG.

1. Shor’s algorithm

As for Shor’s algorithm for factorizing integers, the one
for the discrete logarithm computation is based on the
preparation of registers in a superposition of all possible
integers between 0 and a large number, followed by the
application of a specific function, and the use of quantum
Fourier transforms to reveal the period of this function.
We here consider the following function of two variables

f(’l,’l,l’g) :le—xQP. (Bl)
Note the alternative expression f(z1,z2) = (x1 — x20)G
holds because of the definition of the logarithm [. The
function f is periodic in the following meaning

Vk, f(z1 + kl,z2 + k) = f(z1,22). (B2)

This periodic feature is in essence what the quantum
Fourier transform reveals, which allows one to access to
l.

The algorithm starts by preparing two registers in a
superposition of all possible numbers between 0 and r—1

r—1 r—1

DD DITHI'AE

Xy =0 o =0

(B3)

The function f is computed with those registers as input
and the output stored in a new register

r—1 r—1

% SN Jan) ) [ £ (w1, w2)) -

1120 12:0

(B4)



An inverse quantum Fourier transform is then applied to
the registers containing |x1) and |z3). This leads to

1 r—1
DY

z1,22,Y1,Y2=0

2@t T/ |y ) Jyo) | (21, 72))

(B5)
that we can rewrite as
r—1 r—1 1 r—1
S X |m Y el ) ) (kG
Y1,y2=0 k=0 z1,22=0
f(z1,22)=kG
(B6)

The part between brackets is the probability amplitude
associated with the component |y1) |y2) |kG). To sim-
plify further the expression of those amplitudes, no-
tice that the condition f(x1,29) = kG is equivalent to
(r1 — 22l)G = kG. Hence z1 — ol = k mod r, that
is x1 = k + 22l mod r. Plugging the last equality into
the argument of the exponential, we obtain the following
expression for the probability amplitude associated with

ly1) |y2) [kG)

r—1

ri? S etk ntin)e)/r, (BT)
x2=0
The sum vanishes (destructive interferences) except when
y2 + ly1 = 0 mod r. Hence, by measuring the registers
encoding y; and ys,, as long as y; # 0 the discrete loga-
rithm can be recovered using | = —yoy; ! mod r (from
the choice of cyclic group, we imposed that r is prime
and hence y; is invertible modulo r). Note that there are
r2 possible measurement outputs (as y» and k can each
take r different values), each being produced with a prob-
ability 1/72. r of them give yo = 0 and y; = 0, and can’t
be exploited to find the requested solution. Hence, the
probability to obtain the value of the discrete logarithm

is1—1.
s

Note that when implementing the algorithm, the initial
superposition of all numbers is usually extended to the
next power of two, so that the register can be prepared by
separately setting each qubit in the |+) = (|0) +[1))/v/2
state. The Fourier transform also goes up to the same
power of two. This typically reduces the success probabil-
ity (here not taking into account implementation errors)
to an average estimated to be between 60 % and 82 % [48].
The success probability can be brought close to 1 by ei-
ther increasing the size of the register of z; and carrying-
out a limited search on one parameter, or by performing
a two-dimensional limited search post-processing, as de-
tailed in [18]. We take into account the latter into our
evaluation by considering that no error comes from the
algorithm itself (only from its implementation).

2. Ekera’s algorithm

Ekera’s algorithm for computing general logarithm [28]
is a variation of Shor’s algorithm allowing to choose a
trade-off between the number of operations per run of
the algorithm and the number of runs to be executed to
access the desired discrete logarithm. We introduce the
trade-off parameter s which is a small integer larger or
equal than 1. n, denotes the number of bits needed to
write 7 (277! <r < 2") and n’ = [2=]. The quantum
part of Ekera’s algorithm is similar to the one in Shor’s al-
gorithm (for discrete logarithm), with the difference that
the two registers have the respective sizes n,. +n’ and n’.
This quantum part is typically repeated s times and the
outputs are fed to the classical post-processing detailed
in [28].

In Shor’s algorithm, 2n, qubits are used for the two
registers containing |z1) and |x2), and the number of
elliptic curve point additions scales accordingly. For
Ekera’s algorithm, n, + 2{%} qubits are used for the
same purpose, giving for instance a number of 3n,. qubits
when s = 1, and n, qubits in the asymptotic limit
s — +o00. We tested different values of s and in any case,
Shor’s algorithm appeared to be a better trade-off when
taking into account the overall run-time and the number
of qubits [49]. Shor’s algorithm requires a prior knowl-
edge of the order r of the cyclic group, while Ekera’s al-
gorithm doesn’t need it, but can retrieve it from the mea-
surements [28]. This has a cost, which partially explains
the differences we observed [50]. The results presented in
this paper are all obtained with Shor’s algorithm.

Appendix C: Arithmetic circuits

We here present the circuit to implement Shor’s al-
gorithm. More precisely, we show how to compute
flz1,22) = 1G — 2o P (see Eq.(B1)), that is to com-
pute elliptic curve multiplications. As we show in this
appendix, an elliptic curve multiplication can be decom-
posed into a sequence of elliptic curve additions. As we
choose to represent the points of the elliptic curve by their
coordinates, each addition is a combination of modular
additions, subtractions, multiplications and divisions, see
Eq. (A2).

The algorithm we use is derived from the one presented
in [30], where integers are in Montgomery’s representa-
tion, and windowed arithmetic circuits [32] are used. The
main differences with respect to [30] is that the circuits
are adapted for a direct use of Toffoli gates. Moreover,
subcircuits including controlled adders and comparisons
are more efficiently implemented.



1. Montgomery representation

Montgomery’s representation allows one to replace a
reduction modulo p (obtained by euclidean division) by
a halving operation (a division by 2, that is a simple bit
shift) during the multiplication step [35, 51, 52]. Here we
present the Montgomery representation with parameters
relevant for the computation of discrete logarithms in a
cryptography context. For a more general definition of
Montgomery representation, see [51].

We work with operations modulo p, with p > 2 a n-bit
long prime number. The basic idea of the Montgomery
representation is to represent a number x € Z/pZ by
2’ = 22" mod p (still in Z/pZ). Note that 2" and p
are coprime, hence 2" has an inverse in Z/pZ, that we
write 27", and z can be recovered as z = z'2™" mod p.
Although the Montgomery representation is a bijection,
we don’t need to convert number back to the standard
representation in Shor’s algorithm.

2. Modular addition

Outline — First, note that the standard modular ad-
dition is compatible with the Montgomery transforma-
tion

[(z2™

mod p) + (y2" mod p)]

= (z+y)2"

mod p
mod p.

The modular addition is the operation |z)|y)
|x) [y + & mod p), where p is a classically known non-
negative number and 0 < z,y < p. As mentioned before,
p is a n-bit long prime number (xz and y have the same
length), hence p < 2. The modular addition, shown in
Fig. 2, is implemented in three steps:

1. a nonmodular addition of x in the target register,
with an additional qubit for the output (0 < z+y <
2p < 2n+1);

2. a reduction modulo p of the result from first step,
with creation of an ancillary qubit that indicates if
the reduction happened;

3. the ancillary qubit is uncomputed by flipping it if
and only if x +y mod p < z.

The equivalence mentioned in the third step is en-
sured because if the modular reduction happens, = + y

|z)

|z +y mod p)
|0) %op |0)
|0) & |0)

le)

Figure 2. Addition modulo p: |z) |y) — |z) |z +y mod p). It
is obtained by a standard nonmodular addition, a reduction
modulo p that also creates an ancillary qubit |c) indicating
if the reduction happened, and the uncomputation of the an-
cillary qubit through comparison between the result and x.
Each of those three steps is achieved with a circuit detailed
in following figures.

modp=x+y—pandasy<pwehaverz+y—p <z,
while if it doesn’t happen, x +y mod p = = + y and
y > 0 implies that z +y > x.

We detail each of these three steps separately.

Nonmodular addition — The first step is a nonmod-
ular addition: |x) |y) — |z) |z + y) which is implemented
by the circuit presented in Fig.3, introduced in [34,
Fig. 4, modified with the optimizations 4 and 5 proposed
in this reference]. This circuit starts by computing suc-
cessively the carry bits using repetitively the subcircuit
labeled as MAJ in Fig. 3 (each carry is temporarily stored
in the qubit initially containing |x)). The MAJ opera-
tions are then uncomputed while the bit encoding the re-
sult is set to its output value, with the subcircuit labeled
as UMA. First and last qubits are special cases with
simplified and combined versions of MAJ and UMA op-
erations. Note that for simplicity, we did not take into ac-
count the additional optimizations proposed in [34] which
reduces the depth of the circuit (using time-optimal com-
putation [53, 54] would give an even shallower circuit).

Modular reduction — The modular reduction con-
sists of taking as input a register containing a number
z such that 0 < z < 2p, and outputting:

z modp:{z . .
z—p ifz>p

ifz<p

To ensure reversibility, another output has to be gener-
ated: a bit ¢ that indicates if the reduction occurred, and
takes as value the quotient of the Euclidean division of z

by p.

The modular reduction can be implemented with vari-
ous circuits, three of them are presented in App. C 3. The
most efficient is the third one and is the one we consider.
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Figure 3. Adder with output carry. It implements the oper-
ation |z) |y) — |z) |y + x), where the register y has one extra
qubit at the output. Here the two inputs are represented on
4 bits. The MAJ sub-operation computes from the former
carry and one bit from each input the following carry (set in
the bottom qubit). The UMA sub-operation restores the x
bit and the previous carry, and computes the current bit of
the result. MAJ and UMA operations are used on every qubit
pair, except the first and last for which we use a more efficient
implementation.

Comparison — The last step is the uncomputa-
tion of the ancillary qubit generated by the reduction:
|z) |2} |2 < z) — |x) |2)]0) (|]z < x) is one qubit indicat-
ing if z < x is true or false), which is done with a com-
parison between x and z. The corresponding circuit is
presented in Fig.4. As for the addition (Fig.3), it con-
sists of propagating carries, then the most significant bit
is used, and the carries are uncomputed to restore the
inputs. More precisely, the first half of the circuit is iden-
tical to the one for implementing a subtraction modulo
2" |z) [2) = |x) |2 — 2 mod 2"1), with n the num-
ber of bits of z and z. As0 < z,z2<2"and 0 < z—1
mod 2"*! < 27*1 only two cases are possible:

z—2x mod2"! =z —rrasz2<2%and x>0,z —x <
2" and we conclude that the most significant bit
of the result takes value 0. On the other hand,
0 < z—2 mod 2" = 2 — x implies that z < z.

z—x mod 2"t =z — x4+ 2" as 2 < 27 and z > 0,
2" < z —x + 2"t and we conclude that the most
significant bit of the result takes value 1. On the
other hand, z—2 mod 2"t = z—z 42"+ < 27 F!
implies that z < x.

From those two cases, we draw the conclusion that the
most significant bit takes value 1 if and only if z < .
The uncomputation of the ancillary qubit can be achieved
with a single CNOT controlled by the most significant bit
and targeting the qubit to uncompute.

The circuit for achieving a subtraction modulo 27*!
is the conjugate of the one for computing an addition
modulo 271, It thus starts with UMAT operations, as
defined in Fig.3. In the comparison circuit, only the
first half of the subtraction is used while the last half
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uncomputes the carries, with UMA operations. In Fig. 4,
we reduced the circuit size by directly uncomputing the
target qubit instead of computing the most significant bit
and then using it to control a CNOT.

|z0) <P D [20)
j20) = L o)
|0) O,LO O,LO [0)
) ——-- A" VNA —p——— =)
[z1) D-e—P—- DD |1)
|22) D¢ 1 |22)
1 1
[2) ——e— 4 ),‘fL 57 O,LQ____/' |2)
|23) A\ AV |23)
[3) |23)
2 <) RS 0
Figure 4. Comparison for uncomputing the ancillary bit:
g p p g Yy

|z) |2) |z < z) — |z)|z)|0). This first half of this circuit is
based on a subtraction modulo 2" (n being the number of
bits of z and z), the conjugate of an addition. The most signif-
icant carry is used to perform the uncomputation, and then
the inputs are restored to their original values. The boxed
UMAT and UMA operations (same as in Fig. 3) compute and
uncompute the carries, and are repeated for each qubit pair,
except the first and last one where specific case circuits allow
small optimization.

3. Modular reduction

A key subcircuit for the modular addition (second
step) and more broadly for the discrete logarithm com-
putation, is the modular reduction. It consists of the
following operation: |z) + |z mod p) |¢) where p is a
known integer, 0 < z < 2p, and c indicates if the reduc-
tion happened (c is the quotient of the Euclidean division
of zby pr c=0 <= z modp =z;c=1 < =z
mod p = z — p). The presence of |¢) in the outputs
ensures the reversibility of the modular reduction. We
emphasize that n denotes the number of bits of p. z is
initially coded on n + 1 qubits. We present here sep-
arately three different implementations of the modular
reduction.

First implementation — The most common imple-
mentation [35, 55, 56] consists of subtracting p modulo
2n+1 copying the most significant bit (that indicates the
sign of the result z — p) and controlled by the copied bit,
adding p. This algorithm is depicted in Fig. 5. The sub-
traction and the addition are detailed in the following
sub-paragraphs.

Semiclassical subtraction We here consider the
subtraction modulo 2"*! of a classical value p from a
quantum register encoding z, see the first operation in
Fig.5. The basic idea is to add p’ = 2""! — p modulo



n

[20:m—1) —# — |z mod p)
P +p
|2n) — T — 10)
|0) D l ©)

Figure 5. Modular reduction: first proposition. Apart from
the reduction, it produces a qubit |¢) indicating if the reduc-
tion happened, which is the quotient of the Euclidean division
of z by p. The uncomputation of this qubit state depends on
the context of the modular reduction. The addition and sub-
traction are here operations modulo 2" "1,

2"+ to the quantum register with the circuit presented
in Fig.6. As in Fig.3, this circuit is ripple-carry based,
with the main difference that one of its input is a classical
number. The circuit has been adapted to take advantage
of this classical input. It is inspired by [4, 34]. In the first
half of the computation, the carry is computed at each
step from the previous carry, the input qubit and the
classical number. During the second half the carries are
uncomputed while the result qubits are set to their de-
sired values. First and last qubits are treated separately
as special cases for which optimizations can be used.

|z0)

|22) P & |s2)
P2
|23) S—ED |s3)

s Jt

Figure 6. Semiclassical subtraction performing the operation:
|z) — |z —p mod 2"""), with n the number of bits in p. z
has n + 1 qubits. Here we used p’ = 2"t —pand s=2z—p
mod 2", The boxed block is repeated for each qubit, ex-
cept the first and last one that are handled with the depicted
special cases.

Semiclassical controlled addition After copying
the most significant bit of z —p mod 2"*!, a controlled
semiclassical addition is made in the modular reduc-
tion shown in Fig.5. For simplicity, we write 2/ =
z —p mod 27! the input of this addition. The sub-
circuit of interest thus performs the addition of p mod-
ulo 2771 if the control qubit takes value 1: |ctrl) |2/) —
|ctrl) |2 + ctrl x p mod 2"F1). Tt is realized by the cir-
cuit presented in Fig. 7. Asin Fig. 6, we consider a ripple-
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carry based adder. The boxed part of Fig. 7 conditionally
computes the next carry from the previous carry, input
qubit and classical bit, and then uncomputes it while
setting the result qubit. It is repeated for each qubit,
with a special case for the first and last qubits, for which
simplifications are possible.

[ctrl) —e o—o— |ctrl)
Po I:i:

|20) Y N R—— L -_-_-__ — & [s0)

10)D Tl AN ~—(0)
I 1

P ¥
I 1

j24) — O js1)

1

10-6—0) | [@—-0) |
L N R

P2

124) b 52)

Figure 7. Semiclassical controlled adder. 2’ is the input num-
ber stored in a register of n 4+ 1 qubits. p is known in the
control software, and s = 2z’ + ctrl.p mod 2", The boxed
part takes as input the previous carry, the input qubit and
classical bit, and conditioned on the control computes the fol-
lowing carry; it is then uncomputed and the output qubit is
conditionally set. This boxed part is repeated for each in-
put qubit, except the first and last ones, where optimizations
are possible. Note that in the context of modular reduction,
p has n bits and the most significant bit of s takes value 0.
However, the presented circuit would work even if this is not
the case.

Second implementation — A slightly simpler imple-
mentation of the modular reduction consists of compar-
ing first z and p, and then subtracting p depending on the
result of the comparison, see Fig. 8. We detail below the
comparison and the controlled subtraction separately.

|20im—1) —/— — |z mod p)
2P —p
jen) ——_ — (o)
0) D |c)

Figure 8. Modular reduction, second proposition.

Semiclassical comparison The first step compares
the value z stored in the input quantum register with the
number p > 0 (known in the control software): |z)|0) —
|2) |z > p). It is obtained with the circuit presented in
Fig.9, inspired by [4, Fig.17]. Here z is written in a
n+ 1 qubit register and p uses n bits (but the circuit we
present would work identically for a p with up ton + 1
bits). The principle is to compute the highest bit of z+p’
with p’ = 27+t —p. which takes the value 1 if and only if
z4p > 2" «— z > p. It is obtained by computing



all the carries with a semiclassical version of the MAJ
operation (see Fig.3) and then uncomputing the carries
with the conjugated circuit.

|20) J20)
Po Po
I’ _____________________________ ™
[0 O. 1D-10)
1
LI nY Fany D a .
21 zZ1
) — TP g
P — & g g o P
10)——b S——o»
‘ -
z P P zZ
! T I
D2 g g D2
[0)——D |z > p)
Figure 9. Semiclassical comparison circuit. z and p are

compared, and the output bit takes value 1 if and only if
z > p, while the quantum register containing z is restored
to its initial value at the end. z is contained in a register of
n + 1 qubits. p’ is defined as p’ = 2" — p with a n-bit long
p. The basic principle of the circuit is to compute all carries
of z+p’ successively, the last carry taking value 1 if and only
if z4+p' > 2" <= 2z > p. The boxed subcircuit computes
the carry with a semiclassical version of the MAJ operation
(see Fig.3) and then uncomputes it with the conjugated cir-
cuit; the boxed part is repeated for each bit. First and last
bits are special cases and associated with subcircuits repre-
sented outside the box.

Semiclassical controlled subtraction The semi-
classical controlled subtraction is done using the circuit
presented in Fig. 7 which implements a semiclassical con-
trolled adder, but with a classical input p’ = 2"*! — p
(instead of p).

Third implementation — In the previous implemen-
tation of the modular reduction, the comparison is done
by first computing the carries of z + p’ successively, then
the last carry is copied and finally the carries are uncom-
puted. The subtraction is then realized by first comput-
ing again the carries of z + p’ (controlled on the copy
qubit). The two operations can be merged in order to
avoid the computation of the same carries twice. This
requires to change the controlled semiclassical for a ver-
sion where the control only applies to the UMA part.
The resulting circuit is presented in Fig. 10.

This circuit being the most efficient, it is the one we
use for the resource estimation.
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Figure 10. Modular reduction, producing a garbage qubit |c)
that indicates if the reduction happened.

4. Multiplication

Multiplication algorithm

In Montgomery representation [51] with prime num-
ber p and radix 2™, n being the number of bits in p, the
multiplication of x and y consists of computing zy2~"
mod p. Note that x and y are here in the Montgomery
representation. Here we adopt a version that interleaves
the multiplication and division by 2" in a windowed man-
ner [30, 32]. More precisely, with w the size of each win-
dow, we use the decomposition:

xy2™" mod p

n—1 w—1

Z Z xk+jy2j+k_" mod p

k=0 7=0
k=0 mod w

n—1 w—1

Z kaﬂ-y? 2F=" mod p

k=0 7=0
k=0 mod w

= {[(woy + 212y + -+ w1277 1y) 27

+ Twly +-+ z2w—12w71y] 27

+}2—(n mod w) modp
= { [ (xO:wy) 27 + xw:Zwy] 27w
+ - }27(” mod w) 64 p.
with 24 = Z?;}z x;277% (we emphasize that b is ex-
cluded) the number made from the slice of bits repre-
senting z (from bit a to bit b — 1). As the two inputs z
and y are in quantum registers, there is no obvious way
to use windows to group the controlled additions, and
only the modular reduction is done in a windowed way.
Here we implement the multiplication in an out-of-place
manner: |z) |y)|0) — |z)|y) |zy2~™" mod p). This takes
controlled (nonmodular) additions, table lookups and ad-
ditions (modulo 2"), see Fig. 14 which is explained latter.

Before detailing the circuit implementing this multiplica-
tion algorithm, we first describe the subcircuits it uses.



Subcircuits

Controlled nonmodular addition — The controlled
nonmodular addition between two quantum regis-
ters, corresponding to the operation |ctrl) |x)|y) —
|ctrl) |x) |y + ctrl.z), is obtained by using the circuit pre-
sented in Fig. 11. It works similarly to the adder circuit
from Fig. 3, but where the UMA subcircuit is modified to
be controlled, that is, UMA is applied when the control
qubit has value 1 while MAJ fis applied when the control
qubit has value 0.

|ctrl) |ctrl)
o) & |z0)
[zo) o)
‘0) o o o fJ |0>
[y1) —P P4 |z1)
) —& D . S-S for)
[y2) P . PP |z2)
Ji2) T D R aa— [z2)
lys) MAJ —P DD C-UMA |23)
3) b SV S T |z3)
10) & Jz4)
Figure 11. Controlled adder with output carry. It accom-

plishes the operation |ctrl) |z) |y) — [ctrl) |z) |z = y + ctrl.a),
with the register containing y and z having one extra qubit
at the output. MAJ and UMA sub-operations have the same
meaning as in Fig. 3. C-UMA applies UMA when the control
qubit takes value 1 and MAJ' otherwise. MAJ and C-UMA
are repeated as many times as required.

Table lookup — The table lookup operation, intro-
duced in [31] and discussed in [32, Fig.2], consists of
loading into a quantum register some value from a ta-
ble, known in the control software, according to an index
given by a quantum register. For a table T, it performs
the following operation: |k)|0) — |k)|T'[k]). Note in par-
ticular that if the address register (the one specifying the
index value k) is in a superposition, the register loaded
with T'[k] ends up entangled with the address one, that
is %ak |k) |0) — %ak |k) |T[K]).

The circuit for performing this operation is presented
in Fig. 12. The part in the dashed box has an auxiliary
qubit inside which is controlled by two inputs: the top
one (initially in |0) and connected to the qubits |k1) and
|k2) by a Toffoli gate in Fig. 12) acts as a control while the
second one (in state |kg) in Fig. 12) operates as a selector.
When the control qubit is in state |0), the ancillary qubit
always stays in |0). When the control qubit is in state
|1) and the selector qubit is on state |1), the value of
the ancillary qubit is first flipped to value |1) (with a
first Toffoli) then back to |0) (with a CNOT), while if
the selector qubit is on state |0), the ancillary qubit first
takes value |0) and then |1). By recursively using the
circuit in the box (with special case for the first qubit), a
circuit is obtained such that for each possible value of k,
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the last ancillary qubit takes the value |1) at a given step
at which the target register is encoded in |T'[k]) and stays
otherwise at value |0). Note that the second Toffoli gate
of the boxed block can be replaced by a measurement-
based uncomputing, see [31, Fig. 4] for details.

The preparation of the target registry in |T[k]) (see
the lower part of Fig.12) is obtained by applying NOT
gates for each bit of T[k] that has the value 1. These
NOT gates are controlled by the upper part. Note that
lattice surgery allows to merge all those NOT gates with
a single control into one gate on all the involved logical
qubits.

After use of T[k], the register can be cleared by ap-
plying again the same circuit. However, we consider in
our resource estimation a more efficient way based on
measurements which has been introduced in [57, Ap-
pendix C] and improved in [32]. For more details on
the measurement-based cleanup, see [13, Appendix D3].

Addition — The addition modulo 2" with n the
number of bits in the inputs is obtained with a circuit
from [34] presented in Fig. 13. The repeated bloc is the
same as in the nonmodular addition (Fig. 3), and the cir-
cuits differ only for the most significant qubit.

(Dirty) multiplication circuit

We emphasize that the goal is to compute xy2~"
mod p out-of-place from the following sum of blocks
{ [(-TO:wy) 9w +$w:2wy] 2-w ... }2—(71 mod w) 1hod P.
This is done by repeatedly applying the circuit presented
in Fig. 14 (taken from [30, Fig. 4]) for each block xj:k+w,
with k € {0,w, 2w, ..., [2|w}, of the windowed decom-
position of the input z. In Fig. 14, we consider a labelling
of windows according to ¢ € {0,1,2,..., L%J} such that
k = dw. Thus, the blocks of = are written Z;u.iwtw
(keep in mind that the last index iw + w is excluded
from the sum; i.e., Tipiwtw = Z;Z;L"_l x;277"). The
circuit starts by the nonmodular addition of ;. 1w¥y
to a target register (which includes the register |z) and w
auxiliary qubits as shown in Fig. 14, all initialized to |0)
for i = 0), by using w shifted additions. The division of
Zi + Tiwiw+wy Dy 2 modulo p is obtained by first adding
t0 2 + Tiwriw+wy the smallest multiple of p canceling its
first w bits and by then performing a standard (nonmod-
ular) division by 2%, by forgetting the first w bits with a
bit re-labellization. This is done in five steps. First, the
w less significant bits of the target register, which encode
a number we call m; is copied in a garbage register (sec-
ond to last register in Fig. 14). Second, a table lookup
is used to load T[m;] = (—m;p~' mod 2¥) x p in an
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Figure 12. Lookup table circuit for an index composed of 3 qubits and a value register of 5 qubits. The elementary building
block of the circuit is boxed; it is used recursively (by replacing the output controls by the same block acting on next qubit
from k). The targets with question mark indicates that the CNOT is applied if the corresponding bit of T'[k] has value 1;
otherwise the gate is skipped. Further description of this circuit is given in the text.
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Adder modulo 2" with n the number of bits
of the inputs. It accomplishes the operation |z)|y) —
|z) |z =y +2x mod 2"). MAJ and UMA sub-operations,
which are described in the caption of Fig. 3, are repeated for
each pair of qubits except the first and two last qubits.

Figure 13.

auxiliary register (last register in Fig. 14). T[m;] is the
smallest multiple of p such that m; +7[m;] =0 mod 2%.
Third, T[m;] is added to the target register, setting its
w lowest bits to 0. Fourth, the division by 2% is real-
ized by forgetting the first w zeros of the target register
and by relabelling the w + 1th bit as the first bit, the
w + 2th bit as the second bit and so on up to the last bit.
Fifth, the register containing 7'[m;] is cleaned. Once the
circuit is applied on each block of the windowed decom-
position of x, the last step consists of realizing a modular
reduction; see App. C 3 for its implementation. This cre-
ates an additional garbage qubit, which is stored in the
same way as the |m;). Note that for the last iteration,
the size of the last window is reduced to the number of
remaining qubits. Further note that the garbage qubits
are entangled with the outputs of the circuit. They are
typically cleared by latter applying the conjugate of the
whole multiplication circuit, c¢f. next subsubsection for
an example.

We now discuss the size of the different registers. By

definition, we consider 0 < z,y < p and since p < 2",
we have 0 < z,y < 2". Let z be the initial value en-
coded in the target register, as in Fig. 14. Let us prove
by induction that 0 < z < 2p. For the first iteration
z = 0 and the bound is satisfied. Let us assume that
z < 2p and prove the same bound after the circuit rep-
resented in Fig. 14. AS Zjpiwtw < 2% — 1 and y < p,
we have ZTiwiwiwy < 2¥p —p. We also have —m;p~!
mod 2% < 2% — 1, hence T'[m;] < 2*¥p — p. We can then
conclude

2+ Tiwriwtrwy + T[mi) < 2p+p2¥ —p+p2% —p = p2*

After the division by 2%, we are back to a number strictly
smaller than 2p. This concludes the proof that the value
of the target register satisfies 0 < z < 2p; d.e., n + 1
qubits are sufficient.

Note that in our case, the multiplication circuit is used
to compute zy2~" mod p; i.e., a final modular reduction
is required to go back to a number strictly smaller than

p.

Further note that the advantage of the Montgomery
representation with respect to a standard double-and-add
method lies in the fact that it uses modular divisions by
two instead of modular doubling. The former is less ex-
pensive to compute as long as we don’t clean the ancillary
qubits, because the need for a reduction can be assessed
only by probing the less significant bit value, while the
doubling requires a full comparison (which is costly, even
when merged with the reduction as in Fig. 10).
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Figure 14. Circuit for one window of the Montgomery multiplication. The full multiplication is obtained by repeating it over
all the blocks of the windowed representation of z, leading to the operation |z)|y) [0) > |z)[y) |2y2™"). w is the size of the

window, n the number of qubits in  and y, and T'[m;] = (—mi]zf1 mod 2“’) X p. At the first iteration, the register containing
|2;) starts at |zo = 0). After the last iteration, a modular reduction is applied to the register of z to obtain the result.

Clean multiplication

In some situations, a multiplication circuit that does
not create garbage qubits is required. The garbage reg-
ister in the dirty multiplication circuit presented before
can be reset to its initial value |0>®w by copying the re-
sult encoded in the target register into another register
with CNOT gates, and then applying the conjugate of

the multiplication circuit [58], that is
mul -n T,
[2) 19) 10) 10)10) ™5 Jo) |y} [0) a2 ") |ale )

oY, |x) ly) |:17y27"> |:L'y27"> ‘lﬁl(f’y)>
mulf —n
= |z) [y) [zy27") |0) 0)

Note that in some cases where the garbage qubits can be

kept temporary, the dirty multiplication is enough (the
copy is not needed).

Squaring

For implementing an out-of-place squaring operation,
note that the circuit of Fig. 14 performs an out-of-place
multiplication which does not modify y. Hence, the
squaring is obtained by copying the bits of y into the
register encoding x with CNOT gates, then applying the
multiplication, and finally cleaning the z register with
CNOT gates. This can be done window by window in
order to limit the size of the “x” register to w qubits. A
clean version of this squaring operation is obtained us-
ing the strategy used to get the clean multiplication. To
subtract the squaring result from another register, the
copy sub-operation in the clean squaring is replaced by a
subtraction, obtained by conjugation of the adder circuit
from Fig. 13.



5. Modular inversion

During the elliptic curve group operation, the com-
putation of a slope is necessary. This takes a modular
division, which is presented in this section.

As we use the Montgomery representation to sim-
plify the multiplications, we need to consider an im-
plementation of the inversion which is compatible with
this representation. Concretely, given a number y with
a Montgomery representation x = 2" mod p, an in-
place version of the modular inversion operates as |z) —
712%™ mod p). As in [30, 35], we consider an imple-
mentation of the modular inversion in Montgomery rep-
resentation using Kaliski’s algorithm [37].

Kaliski Algorithm —
algorithm is given by

A python “pseudo-code” of the

Algorithm 1 Kaliski algorithm [59]

def kaliski(x: int, p: int, n: int):
u, v, r, s =p, x, 0, 1
for i in range (0, 2*n):

# Note: u and v even impossible

if v == 0:
r = 2xr elif u v = v//2
r = 2%r

elif uw u = u//2
s = 2%s

# From here, u and v both odd
elif u > v:

u=u-1v
r =r + s
u = u//2
s = 2%*s
else:
vV =V - u
s = s +r
v =v//2
r = 2%r
assert u == 1
assert v == 0
assert s == p
if r >= p:
r =r - p
return p - r

This algorithm runs on u, v, » and s. They are initial-
izedasu=p,v=2a,r=0and s = 1, with z < p. At the
end of the algorithm v = 1, v = 0, s = p and r is such
that p —r = 27122” mod p is the desired result, as we
show below. The number of iterations k£ which is required
to reach v = 0 is in between n and 2n depending on the
input values. Stopping the algorithm after 2n iterations
is thus sufficient (note that on a classical computer, we
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would stop right after v = 0 and group the remaining
modular doublings of 7).

We now present the main ideas of how to bound the
size of registers, compute the number of iterations for the
convergence of the algorithm and prove the values taken
by the outputs. More detailed proofs can be found in [37].
In this paragraph, we consider the k first iterations of the
algorithm, which lead to v = 0 (only modular doubling
of r happens from the (k 4 1)th iteration, see the first
if of the for loop in Algorithm 1). First note that the
equality

p=us+or (C1)

is initially satisfied and we can easily check that it holds
at each iteration. We can also prove by induction that
1<s,1<u 0<v <z, ged(u,v) = ged(z,p) =1 and
that after ¢ iterations of the loop (while the condition
v =0 is not yet reached):

zr = —u2'

mod p (C2a)

rs= v2° mod p. (C2b)
Due to the non-negativity of all integers involved in
Eq. (C1), it is clear that for all iterations i < k, we have
0 <wu,v,r, s < p, the upper bound being even strict for v
and r (because 1 < us and v is decreasing). After the kth
iteration resulting in v = 0, we have 0 < r < 2p. Those
bounds allow us to correctly size the registers containing

the different variables.

Next, we can check that the product wv is at least
divided by 2 at each step. This implies that after i iter-
ations, uv < &7 < 22n=% 'We can conclude that after 2n
steps, uv = 0 hence v = 0. On the other hand, u+v is at
most divided by 2 at each step, hence after i iterations,
u+v > I;p > & > 27;—:1 Since at the penultimate
(k — 1) iteration u = v = 1, we can conclude that the
number of iterations before reaching v = 0 is at least n.

To prove the terminal values, first note that at the
end, v = 0. Using ged(u,v) = 1, we conclude that at
the end v = 1. Given Eq. (C2b) and 1 < s < p, we get
s = p when v = 0. Finally, for the k such that v = 0
we deduce from Eq.(C2a) and u = 1 that r = —z 12"
mod p. The 2n — k following loop executions consist in
modular doubling, and result in r = —z 122" mod p.

Note that numerical tests we performed suggest that
the maximum possible value of k£ could be equal to 2n—1
instead of 2n, as presented above. We did not investigate
this further, as this would insignificantly change the cost
of the overall algorithm.

Note that in Algorithm 1, the two operations per-
formed in the first two else if are identical. They are



applied on v and r for the first else if and on u and
s for the second else if. Similarly, the four operations
in the last two else if are the same and are applied
on u,v,r,s and v, u, s,r respectively. Moreover, in each
else if, one division and one multiplication by 2 are
applied. Instead of performing these operations in a con-
ditional way, we can apply them systematically and make
use of controlled swap operations to apply them on the
proper register, as proposed in [30, Fig. 7]. This reduces
the number of operations and make their implementation
easier as they are not controlled anymore. The resulting
classical formulation of the algorithm is:

Algorithm 2 Kaliski algorithm with swaps [59]

def kaliski_swaps(x: int, p: int):
uw, v, r, s =p, x, 0, 1
for i in range (0, 2*n):
if v ==
r = r*2 continue
swap = False
if (u or (u and u > v):
u, v = v, u
r, s =s, r
swap = True
if uv=v-au
s = s +r
v =v//2
r = 2%r
if swap:
u, v = v, u
r, s =s, r
return u, v, r, s

int, n:

Quantum circuit — The quantum circuit correspond-
ing to one iteration of Algorithm 2 is given in Fig. 15,
which is largely inspired by [30, Fig. 6b].

Note that u, v, r and s have the same meaning that in
Algorithm 1 and must be initialized accordingly. The last
qubit, in state |f), indicates when the “stop” condition
v = 0 isreached. It starts with the value 1 and is switched
to 0 at the beginning of the first round for which v = 0,
see the first two gates, before step 1. Once it is set to 0,
only the modular doubling is applied.

Qubits |a), |b) and |m;) are used to decide which
branch of the algorithm is run. More precisely, as long
as f = 1, those qubits take the values a = (u is even),
b = (u even or v even) and m; = (u odd and v even) be-
fore the comparison, see step 2. Note that the control by
a register corresponds to a control by the least significant
qubit of the register (control through the parity of the in-
teger encoded in the register). After the comparison, the
values become a = (u even or [u and v odd and u > v]),
b = (ueven or veven) and  my; =
([u odd and v even] or [u and v odd and u > v]),  see
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step 3. Since u and v can’t be simultaneously even
(Eq. (C1) tells us that if u and v are both even, p is even
meaning that it is not a prime integer), a corresponds
exactly to the condition for applying the swaps in
Algorithm 2 (second if). The logical complement of b is
the condition for applying the subtraction and addition,
see the gates between step 4 and step 5.

b is uncomputed right after the subtraction and addi-
tion by means of the two CNOT gates with a and m; as
controls and b as target. Note that the contributions to
a and m; from the comparison (between steps 2 and 3)
cancel each other when clearing b. The uncomputation
of a relies on the swap operations that |a = 1) generates.
More precisely, the register r and s are swapped before
the subtraction and after the modular multiplication by
2. Note that the bound 0 < s < p has been proven with
nonmodular multiplication by 2, hence the modular re-
duction never happens. In addition, r and s can’t be
simultaneously even; see Eq. (C1). This guarantees that
if and only if the swap happened s is even right before
the very last NOT operation on a conditioned on s = 0,
hence, cleaning |a).

In Fig. 15, the first operation is a check of equality
with 0, that is a multiple-controlled-NOT gate. It can be
implemented by applying successively AND gates: a Tof-
foli gate targeting a clean ancillary qubit which is later
uncomputed with another Toffoli gate (or via a mea-
surement and correction as in [31, Fig.4]), as depicted
in Fig.16. Alternatively, it is possible to use borrowed
qubits (ancillary qubits which don’t need to be initial-
ized and are restored into their original state) as de-
scribed in [60, Lemma 7.2]. Further intuition on how to
build multiple-controlled-NOT gates can be found in [61].
As ancillary qubits are available at that point of the al-
gorithm, we consider the successive Toffoli method pre-
sented in Fig. 16 for the resource evaluation.

The comparison operation between steps 2 and 3
(Fig.15) is done with the circuit already presented in
Fig. 4.

The controlled addition between steps 4 and 5 is per-
formed according to Fig. 17, while the subtraction is ob-
tained through the conjugation of this circuit. It is sim-
ilar to Fig. 11 except that in Fig. 17, the controlled addi-
tion is performed modulo 2" with n the number of qubits
of the inputs. The desired addition between s and r is
not modular, but we have proven by induction that at
the end of any iteration s,7 < p (except for r after the
kth iteration, but the corresponding branch does not ap-
ply the addition to r). Given that s or r at the iteration
i take the value of the sum s + r at round 7 — 1, we
conclude that s +r < p < 2". Although in Fig. 17 the
addition and subtraction are performed modulo 2", we
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, Fig. 6b]. Controls

on a register indicate a control by its least significant bit. At the first step, f = 1. The different |m;) are kept as garbage
qubits, and are cleared by applying the conjugate of this circuit. See the text for the description of the algorithm and circuit.
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Figure 16. Multiple-controlled-NOT, with negative control.
The small white circles designate controls on state |0).

deduce that the properties of Algorithm 2 ensure that no
overflow can occur.
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Figure 17. Controlled addition modulo 2". The output is
z = x + ctrl.y mod 2", with n the number of bits in z and
y (n = 4 here). MAJ and C-UMA operation are described
in Fig.11. MAJ and C-UMA are repeated as many times
as required. Note that the controlled addition modulo 2" is
simplified compared with the controlled addition presented in
Fig. 11 as it does not take an additional qubit for the output
(the result of the desired sum is strictly smaller than 2™) and
the number of operations is reduced.

The modular doubling applied to r once v = 0 in
Fig. 15 is implemented with the scheme presented in
Fig. 18.

|7'0> 10)
j2r mod p)
‘len> /, x2
T %
|0) [Tn) op |0)
) —&—10)

Figure 18. Doubling modulo p, with p odd. The multiplica-
tion by two is obtained by a simple register shift. The modular
reduction, represented by %p operator is done according to
Fig. 10, while the parity of the result is sufficient to uncom-
pute the qubit |¢) indicating if a reduction has been applied.

After the circuit presented in Fig. 15 is repeated 2n
times, the transformation |r) — |p — r) is applied. The
negation r — —r is obtained by flipping each qubit and
adding +1 (which is merged with the addition of p), as
for a negation in two’s complement. Given that p is a
known integer, the addition is obtained by the semiclas-
sical addition circuit presented in Fig. 19.

The 2n repetition of the circuit presented in Fig. 15
together with the transformation |r) — [p —r) clarifies
how to perform the inversion presented in [30, Fig.6b].
Note that here we don’t need to keep track of the current
number of iterations ¢ with a counter as together with f
the values m; are sufficient to ensure reversibility (to in-
dicate if the iteration k has been reached) and the 2n rep-
etition of the circuit in Fig. 15 ensures that the doubling
is applied 2"~* times. Further note that the modular
multiplication by 2 is merged with the doubling required
in the main branch (according to the proven bounds, the
modular reduction can happen only once v = 0, thus
the original algorithm is not disturbed). The comparison
step is also simplified, as its result can be used before
uncomputing the carries, by using a scheme similar with
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Figure 19. Semiclassical addition. The result is z = x + y
mod 2" with n the number of bits in z and y. The boxed
part computes the next carry, and then uncompute it while
setting the result qubit to the appropriate value. It is repeated
for each qubit, except the first and two last (special cases
presented in the scheme).

Fig. 4 (with use of the comparison result instead of using
it for uncomputation).

6. Division

Following [30], a full out-of-place division |z)|y) —
|z) ly) |y/x mod p) is obtained by combining the inver-
sion and multiplication according to the following proto-
col

314)1010 1010

=2 27 [y) 10)10) o) @)
)} 10) |y/x>\@<f ) |af
S a1 fy) fy/x) /) [ [
2 121y [y) ly/a) [0) o) @)

ly) ly/«) 10) 10) |0)

where all the operations are modulo p, and all the num-
bers in Montgomery representation. Note that |y/z)
is the step before the last one is the state of the copy

register. ‘@5x)> indicates garbage qubits created during

mul | -1

invl
— |z)

the inversion of x (they depend on the value x), and

-1
‘lﬁl(f ’y)> those generated by the multiplication of !

by y. The copy operation is done by applying for each
qubit a CNOT gate targeting a qubit initialized in |0).
At the end of the process, all ancillary qubits are restored
to their initial state. A controlled version of the division
is obtained by controlling the copy, hence changing the
CNOT gates into Toffoli gates.
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The reader might be interested to look at the circuit
presented in [30, Fig. 8b] for an illustration of the division
(note that the operation x22"~* presented in [30, Fig. 8b]
does not have to be applied since it is already included
in the inversion).

7. Elliptic curve scalar multiplication

The elliptic curve scalar multiplication of an arbitrary
integer k£ by an arbitrary point P is performed in a win-
dowed manner, where k is stored in a quantum register
and P is known in the classical control software. Writing
ne the number of bit in the multiplying factor k, we start
with a decomposition of k into windows of w, bits

Ne

>

1=0
7=0 mod we

2 kj:j-&-we .

where k;.j 1, is the number composed of the w, bits of
k starting at index j (from least to most significant bits).
Then we can decompose the multiplication operation into
a sequence of additions

Ne

kP= )

J=0
7=0 mod we

2k, P

addi-

tions into an accumulation register of a point depending
on kj.jyw, loaded from the table associating ¢ — 277P,

hence the multiplication can be done with {%—‘

that contains 2%¢ different values. More precisely, [%J

additions from a table indexed by w. qubits are required
and eventually one addition from a smaller table indexed
by (ne mod w,) qubits.

An algorithm for performing elliptical curve addition
between one point stored in a quantum register and one
point loaded from a table into another quantum regis-
ter is required. The corresponding circuit is detailed in
the following sub-section. Note that it is also possible to
perform the elliptic curve scalar multiplication with con-
trolled semiclassical elliptic curve additions, for details
see [30, 35].

As the multiplication is performed with successive ad-
ditions into an accumulation register, if the latter orig-
inally contains a point Py, the performed operation is
k) |Po) = [k) | Po + kP).



8. Elliptic curve addition

Here we detail how to add into a quantum register a
point P[i] loaded from a classical table i — P[i], with
an index 4 contained in a quantum register: |i)|Q) —
i) |Q + PJi]), where @ is the point initially contained in
the target register.

Following [35], we only implement the elliptic curve
addition for the generic case, where the two points are

J

lookup
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distinct, not the inverse of each other and none is the neu-
tral element. As detailed in [35], these exceptional cases
happen in a negligible number unless the accumulation
register is initialized in zero, which can be avoided by
initializing the accumulation register with another point
than the neutral element (which has no impact on the
measurement statistics after the Fourier transform).

The addition |i)|@Q) — i) |@ + PJi]) is realized with
the following procedure

i) [2Q) lyQ) ———— i) |zq) [vq) ’xP[i]> |yP[i]>

substr i |2 — zp) [vo — ve@) |2pm) [yp)

unlookup 2> |ng — iI?p[i]> |yQ - yP[l]>
div _ = w

——— i) [2q — zp) [yo — yPu) ‘)‘ rQ — l‘P[i]>

muf
=2 1) e — 2p) [0 = (e — ypm) — A X (3@ — zp)) )
= i) [og — pp) 10) [N [32pp)
padd i) |zq + 2z pp;) ) |0) |>‘ |32pp)
unlookup (03)
—— [i) |zq + 22 pp) [0) |
= i) |2 + 22 pp — A = ey — @ppg) [0) [N)
s |8 |2 e — 2Rie) A X (@Rl — ZRi+) = Vel + YPE ) IA)
s 1i) [ep = wp Q) [WPe e + )

lookup
——— i) 2P — zp+Q) [yPu+o + ypw) [2Pa) [ypm)

substr
——— i} [=zp+Q) [ypi+e) [Tpm) |vpP)
unlookup
—— i) | =% pp1+q) |yPl+0)
I—> Z> |.’L‘p[z]+Q> |yP +Q>

The process is also represented in Fig.20. Each sub-
operation has been previously described. Note that with
the usage of the clean multiplication and division tech-
niques previously presented (see App. C4 and App. C6),
no garbage qubits are created during the elliptic curve
addition.

When used as a sub-operation of the elliptic curve
scalar multiplication for the jth iteration, the specific
choice P[i] = iP2? = iP’ with P/ = 29 P is made. This al-
lows to use an additional improvement introduced in [30,
Sec.5.1]. The idea is to replace iP’ by (i — 2we=1)P’,
with the advantage of saving one bit for the control of
each lookup, hence saving a factor 2 for the upper part

of Fig.12. As this modification only subtracts the point
2we=1P’ independently of i, it introduces a bijection in
the accumulation register that does not modify the in-
terferences exploited by the quantum Fourier transforms.
When 7 > 2¥e~1 the most significant bit takes value 1
while the others encode the number i — 2¥=~1 and us-
ing those qubits for controlling the table lookup opera-
tion allows loading the correct point. In the other case,
i < 2we~1 and the most significant bit takes value is 0.
To prepare the correct point in this case, we start by ap-
plying the transformation i — 2%~ — ¢, then use the
same table lookup circuit as in the other case to load
(2we=! —§)P’, and change the sign of the y coordinate
modulo p to negate the point and obtain (i — 2we=1)P’.
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Figure 20. Elliptic curve lookup-addition [i) |Q) +— |i) |@Q + P[i]). This scheme summarizes Eq. (C3). It is very close to the

circuit of [

As i is stored in a quantum register, we distinguish the
two cases by controlling the modular inversions by the
most significant qubit (control on value |0)). This im-
provement is taken into account in our resource estima-
tion code [41].

9. Shor’s algorithm

As detailed in App. B, Shor’s algorithm for computing
the discrete logarithm of P in the cyclic group gener-
ated by G relies on the preparation of a superposition of
all possible numbers in two registers, the computation of
flz1,22) = 21G — 2o P (with z; and x5 taken from the
two registers) and a Fourier transform. The more expen-
sive operation is the computation of f(z1,z3), which is
obtained according to the following procedure

1) |z2) [Fo)

scal mult

|z1) [22) | Po + 71G)
|z1) |22) [P0 + 721G + 22(—P))

where the elliptic curve scalar multiplication implemen-
tation is detailed in App.C7.

scal mult

Note that to correctly implement f(x1,x2), Py should
be chosen as the elliptic curve neutral element. However,
as detailed in App.C8, it is preferable to take another
value to avoid exceptional cases during the elliptic curve
addition (as a translation as no influence on the outcome
after the Fourier transform).

10. Gate count

In this subsection, we present an estimation of the
number of CNOT and Toffoli gates in the implementa-
tion of elliptic curve discrete logarithm computation. To
keep it simple, we show the dominant order in n (which is
the number of bits in the prime p). Note, however, that
the resource estimates given in the main text come from
an exact resource estimation obtained via a numerical
counting (the corresponding code is available at [41]).

, Fig. 10]. Note that the ancillary qubits used by the suboperations are not represented.

Multiplication — The cost of Fig.14 is asymptot-
ically dominated by n controlled additions when the
choice w,, ~ logy(n) is made. Each addition im-
plemented with Fig.11 requires at the leading order
4n CNOT gates and 3n Toffoli. Hence, Montgomery mul-
tiplication uses essentially 4n?> CNOT gates and 3n? Tof-
foli.

A clean multiplication is implemented by running
the Montgomery multiplication, coping the result, and
running the conjugate of Montgomery multiplication.
Hence, it requires asymptotically 8n? CNOT and
6n2 Toffoli. Note that the squaring operation (eventu-
ally including a subtraction) has the same asymptotic
cost; i.e., it takes about 8n? CNOT and 6n? Toffoli.

Division — We start by evaluating the asymptotic
number of gates involved in Fig.15. The first step is
a comparison with 0. When implemented according to
Fig. 16, it uses 2n Toffoli gates. The comparison is imple-
mented following Fig. 4 and uses 4n CNOT and 2n Tof-
foli. Each controlled swap (also known as Fredkin gate)
can be implemented with 2 CNOT gates and 1 Tof-
foli [62]. Hence, a full register controlled swap involves
2n CNOT and n Toffoli. Each controlled addition or
subtraction (Fig.17) uses 4n CNOT and 3n Toffoli. The
controlled division by two is obtained by repeating con-
trolled swaps and costs 2n CNOT and n Toffoli. The
modular multiplication by two (Fig. 18) is dominated by
the modular reduction (Fig. 10), and uses asymptotically
n CNOT and 3n Toffoli on average (we don’t count the
NOT gates). By summing those contributions, we con-
clude that Fig. 15 involves asymptotically 23n CNOT and
18n Toffoli gates.

The modular inversion is obtained by repeating 2n
times the Fig.15, hence it involves 46n?> CNOT and
36n2 Toffoli.

The division is obtained by running the inversion, a
clean multiplication and the conjugate of the inversion.
Hence, it involves 100n? CNOT and 78n2 Toffoli gates.



Elliptic curve addition — In the elliptic curve addi-
tion protocol (with one point taken from a lookup cir-
cuit), only the two divisions, the two multiplications and
the squaring contribute in the asymptotic cost (with the
typical choice w, = logy(n) the table lookup does not
contribute at the first order). Hence, it takes asymptot-
ically 224n2 CNOT and 174n? Toffoli gates. Note that
the choice w, = logy(n) is illustrative, but not optimal
(for instance w. = 2log,(n) is a better choice). In our
analysis, the best value for w, is automatically computed
for a given n [41].

Discrete logarithm computation — As previously
seen, the whole algorithm is dominated by the scalar mul-
tiplications on elliptic curve. For Shor’s algorithm z; and
T2 have both typically ~ n bits and the two elliptic curve
multiplications are almost equivalent to a multiplication

of a number containing n. ~ 2n bits, obtained from H} —‘

elliptic curve additions. Hence, the asymptotic number
of gates for the whole algorithm is 448n? /w. CNOT and
348n? /w,. Toffoli gates.

11. Qubit count

The maximum number of required logical qubits dur-
ing the discrete logarithm computation is reached at the
division step, and more exactly for the modular inversion.

w, logical qubits are used for the current window of the
scalar factor of the elliptic curve multiplication (written
¢ in App. C8). The two coordinates of the current point
of the elliptic curve (z and y) each uses n logical qubits.
The register associated with the slope (A) also takes n
logical qubits. To summarize, we need 3n + w, logical
qubits at this level.

In the modular inversion represented in Fig.15 a, b
and f use each one logical qubit, u, v, 7 and s are n
qubits registers, and we need to store 2n different m;
values. At the first round the input is used as of v, so
we don’t count the corresponding qubits twice (it is an
in-place inversion). Hence, the registers represented in
Fig. 15 require 5n + 3 additional qubits.

We also have to take into account the ancillary qubits
used by the sub-operations of the inversion. The more
demanding one is the modular multiplication by two,
and more precisely the modular reduction. As shown in
Fig. 18, the extension of r for the nonmodular doubling
uses one qubit and another one is required for indicat-
ing if the reduction has been applied (¢). The circuit
shown in Fig. 10 uses by itself n ancillary qubits. Note
that at this stage of the modular inversion, the register
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b is available and can be reused. Hence, the modular
doubling adds n + 1 logical qubits to the count.

By summing up those numbers, we obtain that 9n +
we + 4 logical qubits are required for the elliptic curve
logarithm computation. Note that by using a modular
reduction based on the semiclassical adder involving only
2 ancillary qubits presented in [63], a reduction to 8n +
we + 6 logical qubits could be achieved.

Appendix D: Cat qubits, physical gates and noise
models

1. Cat qubits

The cat qubit belongs to the family of bosonic
qubits [64], for which quantum information is encoded
in a subspace of the infinite dimensional Hilbert space of
a quantum harmonic oscillator. The specific choice of the
encoding is referred to as the bosonic code. The (two-
component) cat code is defined by two coherent states of
same amplitude and opposite phase |a) and |—a) [14, 38],
where « is assumed real without loss of generality. The
amplitude of the cat is related to the average number
of photons in the coherent state, <de> = a?. An or-
thonormal basis for the computational subspace — the
codespace — is the superpositions of these two states, the
so-called Schrodinger cat states

1
N ————————(|a —a
C2) = ey 1) + =)
705(1
Z |2n
o —; a) — |—a
€)= = I ~ -0
e—0.507 a2ntl
|2n + 1),

- V2(1 — e—20%) zn: v (2n+1)!

which are chosen to be the eigenstates of the Pauli X
operator of the cat qubit with eigenvalues +1 and —1,
respectively; see Fig.21. Note that the computational
states |0), |1) are exponentially close (in o?) to the coher-
ent states |a), |[—a) as the normalization factor of the su-
perpositions of coherent states are not exactly identical.
To ensure the state of the quantum harmonic oscillator
remains in the code space throughout the computation,
a stabilization mechanism is required. In the case of cat
qubits, this stabilization is realized by implementing a
two-photon dissipation [23, 24, 65, 66] modelled by the
Lindblad master equation

p = keDla* — o?]p (D1)



where the superoperator D is given by
D[L)e = Le L - %IA/T[: o1l L'L

and ko is the rate of the engineered two-photon dissipa-
tion.

» 1) ~ | — a)

Figure 21. Bloch sphere representation of a cat qubit.

A major interest of cat qubits lies in the bias of the
noise: when the stabilization rate is higher than that of
typical errors, the bit-flip error rate induced by the er-
rors of the quantum harmonic oscillator (single-photon
loss, thermal excitations, dephasing, etc.) is exponen-
tially suppressed with the mean number of photon in the
cat size yx exp(—2a2), while the phase-flip error rate
typically scales linearly vz o« o2 [23, 24]. As a result,
even for moderate cat sizes, the noise bias vz /yx of the
cat qubit can be extremely large.

A large noise bias is a highly desirable feature for quan-
tum error correction [13, 67, 68], lowering the require-
ments on the fault-tolerance threshold, and many recent
works have been addressing how to best tailor the codes
to leverage the noise bias [69-71]. In this work, we as-
sume that the exponential suppression of bit flips in the
cat qubits will be sufficient to produce extremely low
bit-flip error rate, such that the quantum error correcting
code can be used to correct phase-flip errors only [17, 25].
In practice however, this assumption may not be realis-
tic, as there could be error mechanisms causing the ex-
ponential suppression of bit flips to saturate for some
photon number, as has been typically observed experi-
mentally [23, 24]. Thus, it may be required in practice
to use a code that can correct for a certain amount of
bit flips, such as a thin rectangular surface code [25], but
quantifying precisely the extra-overhead induced in this
case is beyond the scope of this work (we however pro-
vide a rough estimate of this overhead in App.F). In the
two next paragraphs, we recall for self-completeness the
physical implementations of operations on cat qubits. A
thorough discussion of the code operation can be found
in [17, 25].

23

2. Physical realization of cat qubits with
superconducting circuits

The physical platform considered in this work for
the realization of cat qubits is superconducting cir-
cuits in the context of circuit quantum electrodynam-
ics (cQED) [72, 73]. The bosonic mode used to store
quantum information is a mode of a superconducting
co-planar waveguide microwave resonator or of a three-
dimensional microwave cavity. The resonators are typi-
cally realized using a superconducting material like alu-
minium or niobium on a dielectric substrate, usually sap-
phire or silicon. To operate microwave resonators in the
quantum regime, the chips are cooled at a temperature
around 10 mK in dilution refrigerators.

Universal bosonic quantum information processing re-
quires non-linear dynamics. In circuit QED, this non-
linearity is inherited from the Josephson junction, a non-
dissipative non-linear circuit element. The Hamiltonian
of a Josephson junction is given by H = —E; cos(p)
where ¢ is the phase of the superconducting order pa-
rameter across the junction.

The non-linear dynamics required to stabilize cat
qubits and process quantum information are realized
using the mixing capabilities of the Josephson junc-
tion [74]. In practice, a cat qubit processor is made of
many (linear) bosonic modes hosting the cat qubits; cou-
pled together using non-linear circuit elements built from
Josephson junctions. Quantum information processing is
carried out using the non-linear wave-mixing capabilities
of Josephson junctions, via the activation of parametric
microwave drives and pumps at well-chosen frequencies.

We now briefly illustrate these principles by focusing
on the realization of the two-photon dissipation D[a?],
following closely the derivation given in [23]. The real-
ization of this dissipation has been demonstrated experi-
mentally in [23, 65, 66]. For detailed derivations of more
complex operations (weak Hamiltonians required for the
Zeno gates [60] and topological gates), we refer the reader
to [17, 23],

To realize this dissipation on a high-Q mode a, called
the memory mode, a dissipative (low-Q) auxiliary mode b
called the buffer mode is required. The memory and the
buffer mode are coupled using a non-linear circuit ele-
ment. In the first experimental realizations of cat qubits,
this non-linear circuit element was a simple Josephson
junction [65, 66]. Later, a more refined circuit contain-
ing more Josephson junctions called the Asymmetrically
Threaded SQUID (ATS) [23] was used. The advantage
of this more elaborate circuit is that it allows to engi-
neer the desired two-to-one photon conversion without



the creation of many spurious terms that spoil the cat
qubit. The first experimental demonstration of the ex-
ponential suppression of bit flips was realized using this
circuit, which is why we illustrate the principles using
this specific realization, as depicted in Fig.22. An ATS
is a SQUID shunted in its center by a large inductance,
thus forming two loops with flux @ext,1 and @ext 2. Its
potential energy is a function of the phase ¢ across the
inductor

1
Ulp) = iEL,bSOZ — Ej1c08(¢ + Pext.1)
— Ej2c08(p+ pext2). (D2)
Wp = 20q — wp
Wq |_ ______ é_ —————— :
W ELp : @p
—E,; X Pexty Pext; X E/,z: N(\;\//V\)WW
B [ © Y © |

Memory a

Non-linear element (ATS)

Figure 22. The cat qubit memory (blue) is coupled to the
buffer (red). Pumping the ATS at frequency wp = 2wa — ws
(black arrow), where w, and wy are the cat qubit and buffer
frequencies, activates the conversion of two photons of the cat
qubit (blue arrows) into one photon of the buffer (red arrows)
and one photon of the pump, and vice-versa.

By writing the half-sum @5y = % (Pext,1 T+ Pext,2) and
the half-difference pn = %(%xm — @ext,2) and setting
them such that s = m/2+€(t) = m/2 + €o cos (wpt) and
wa = /2 with ¢y small, and assuming Ej; = Ej2 = Ej,
the time-dependent potential energy becomes

U(p) = 5Brag® —2Ese(t)sin(p).  (D3)

The non-linear coupling of the memory mode a to the
buffer mode b by an ATS is described by the Hamiltonian
(h=1)

H = wa0ata+ wyob'd — 2E€(t) sin(pa + Pp)

where w0 are the bare resonance frequencies of the
modes, $q = pq(a+ al), o, = @b(I; + I;T) and @, are
the zero point fluctuations of the modes across the ATS
dipole, related to the geometry of the circuit.

Setting the pump frequency to be w, = 2w, —wy, where
wq,p are the renormalized (AC-Stark shifted) frequencies
of the mode due to the presence of the pump, expanding
the sine in Eq.(D2) up to third order, and neglecting
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the fast-oscillating terms (the so-called RWA approxima-
tion), one finds[23] that the above Hamiltonian reduces
to

H= g;dQI;T + ggdwi)

where gy = Ejegp2pp/2. Finally, the buffer mode b be-
ing highly dissipative, its fast relaxation dynamics can
be adiabatically eliminated to obtain an effective single-
mode description of the slower dynamics induced on the
memory mode, which takes the form of the effective two-
photon dissipation D[a?].

These principles can be used to implement all the
pieces of dynamics of the next subsection. By using reso-
nant pumps at well-chosen frequencies, one can paramet-
rically engineer more complex interaction Hamiltonians
to perform gates on the cat qubits [17, 25].

3. Physical gates on cat qubits

The architecture relies by design on the noise bias of
the cat qubit. It is thus of crucial importance to maintain
this bias in the noise, even during the execution of the
gates. Operations that preserve the noise bias are called
bias-preserving, and only such operations may be used
at the physical level.

State preparation and measurement — The eigen-
states of the X operator having a well-defined photon-
number parity, (—1)‘1#& |CE) = 4 |CF), the measurement
of X can be realized with a photon-number parity mea-
surement, routinely achieved in circuit QED [75]. The
preparation of |C) may be simply realized by prepar-
ing the oscillator in the vacuum state and by turning on
the cat qubit stabilization. Alternatively, a faster state
preparation can be realized using optimal control. The
Z measurement distinguishes the coherent states |+a),
which can be done e.g. with a homodyne measurement.
The eigenstates of the Z operator |[£a) can be reliably
prepared by applying a strong resonant microwave pulse
to the oscillator prepared in the vacuum state to displace
the oscillator and by turning on the stabilization imme-
diately after the displacement.

Single qubit gates — The implementation of the sin-
gle qubit Z gate is realized using the quantum Zeno ef-
fect, by applying a weak resonant drive of complex am-
plitude ez to the cat qubit in presence of the stabilization
(at rate kg > |ez|), as was first proposed in [14]. The dy-
namics implementing this gate is modelled by the master
equation

p=—ileza+eyal, p| + koD@ — ®lp. (D4)



A m-rotation around the Z axis is realized in time T =
m/[AaRe(ez)]. Note that arbitrary rotations around the
Z-axis Z(0) can be realized using this implementation,
giving access to interesting gates (S gate for § = x/2, T
gate for 7/4); but it is not clear how to use these gates
at the logical level.

The implementation of the X gate is realized by mak-
ing the two-photon stabilization time-dependent,
kaD[a? — a2] = ke D[a? — (ae™/T)’]  (D5)
such that the two states |+«) are swapped adiabatically.
Note that the fact that the X gate can be implemented
in a bias-preserving manner may be counter-intuitive at
first sight. Indeed, as noted in [12] in the case of regular
qubits (two-level systems), it may be natural to assume
that the imperfections of the physical process implement-
ing the X will lead to an X component in the error model
of the gate, e.g. if a slight over or under rotation is imple-
mented, the corresponding error should have an X com-
ponent. Indeed, in the case of regular two-level systems,
it has been shown [17] that it is impossible to implement
an X gate in a bias-preserving manner on two-level sys-
tems. In the case of cat qubits, the bias-preserving im-
plementation is possible by exploiting the infinite dimen-
sional Hilbert space of the underlying harmonic oscillator
to implement a continuous code deformation.

The fully dissipative implementation of Eq. (D5) needs
to be adiabatic with respect to the dissipative time-scale
Ky 1 As a consequence, this may led to low fidelity gates
as the cat qubit suffers from decoherence during the ex-
ecution of the gate. To accelerate the gate, a “feedfor-
ward” Hamiltonian Hy = —7/Tala can be added. The
role of this Hamiltonian is to ensure that the state of the
quantum harmonic oscillator remains in the code space
during the gate, instead of relying only on the dissipa-
tive stabilization. Loosely speaking, in presence of this
Hamiltonian, the role of the dissipative stabilization is
no longer to “drag” the quantum state to implement the
gate but merely to ensure that the errors do not distort
the state, while the actual dynamics implementing the
gate is realized by the Hamiltonian part of the dynamics.

CNOT gate — Combining the ideas of the X gate
and the Z gate, the CNOT gate is realized by making the
rotation of the pumping of the target qubit implementing
the X gate that depends on the state of the control qubit,
by modifying the dissipative stabilization channels of the
control cat qubit £; = koD[L;] and target cat qubit
L; = kaD[L;(t)] respectively as

L&:dQ—QQ

Li(t) =% — ta(a+a) + Lae*Ti(a - a)

(D6a)
(D6b)
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a? =19, k1/k2 = 107°

Pl Torep = 1/K2
1-F k1 Tprep 1.9x107?
Mx Tineas = 1/K12
1-F %K1 Tineas 1.9x10°*
CX Tex = 1/ke
1-F 84 %103
2 2 -3
A oa‘kiTox + m 8.3 x 10
ZQ = Z1Z2 l052/61TCX 9.5 X 1075

2

Table I. Pauli phase-flip error models used in this section. For
the dissipative implementations considered in this work, we
summarize the analytical errors models derived in [25]. The
equalities in the left column, e.g. Zo = Z1Z>, means that
these errors occur with equal probability.

where @ and b denote the annihilation operators of the
control and target cat qubit respectively, and T" denotes
the CNOT gate time. Similarly to the case of the X
gate, the gate speed can be dramatically increased, thus
leading to higher gate fidelity, by adding a “longitudinal
coupling” Hamiltonian Hey = ﬁ(d—i—cﬁ—?a)(iﬁl}—a%
to the gate dynamics.

Toffoli gate — Finally, the CNOT gate can be gen-
eralized to a Toffoli gate by adding another control cat
qubit. The dynamics implementing the adiabatic Tof-
foli gate is realized with the stabilization channels £; =
koD[Lal], L = koD[L;], Lo = kaD[La(t)] (respectively
the first control, the second control and the target)

Ly =a%—a? (D7a)
Ly =0 —a? (D7b)
Le() =& —YHa+a)b+a)+ia+a)(b—a)
+i@a—a)(b+a)— 1T (a—a)(b—a),
(D7c)

together with the Hamiltonian Hoox = ooz (@ +al —
20) (b + b — 2a)(éfe — a?).

4. Physical noise model

We now detail the error models associated with the
physical implementations of the gates described above,
with errors coming from two different sources: the single-
photon loss of the quantum harmonic oscillator at a rate
k1, and the non-adiabaticity of the gates.



Physical phase-flip errors — Using the “shifted Fock
basis”, a subsystem decomposition of the quantum har-
monic oscillator well suited to the cat qubit encoding [25],
the (dominant) phase-flip error probabilities of the single
and multi-qubit gates can be obtained analytically. The
corresponding Pauli error model is summarized in Ta-
ble I. Because the phase-flip errors induced by the nat-
ural losses of the quantum harmonic oscillator increase
with the gate time, while the phase-flip errors induced by
non-adiabaticity decrease with the gate time, the combi-
nation of these two sources of errors gives rise to an opti-
mal finite gate time that minimizes the phase-flip errors.

As previously discussed [17, 25], the timescale 1/k4 sets
the typical time of quantum operations on a cat qubit,
and hence the clock cycle time of the architecture, and
the ratio k1 /k2 sets the typical fidelity of quantum oper-
ations. For the specific value of x1/k2 = 1075 considered
here, and an average number of photons a? = 19, we
obtain a total state preparation and measurement error
probability of pspamM = Pprep + Pmeas = 3.8 X 10~* and
a CNOT gate infidelity of 8.4 x 1073. The noise model
associated with the Toffoli gate is later described in Ta-
ble II.

Note that the CNOT gate time Tcx = 1/kg is sub-
optimal for the gate fidelity, but nonetheless achieves a
lower repetition code cycle error rate. This somewhat
counter-intuitive fact is detailed in the recent work [40].

10~*

CNOT bit-flip errors
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Figure 23. Total bit-flip error probability induced during the
implementation of a CNOT gate versus the average photon
number of the cat qubit, obtained through a numerical process
tomography of Eq. (D6).

Physical bit-flip errors — In order to estimate the
(exponentially suppressed) physical bit-flip error proba-
bility, we perform numerical process tomography of all
the gates described in App.D, at the exception of the
CCX gate. Indeed, resolving accurately the bit-flip er-
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ror probability requires to simulate the gate over a typ-
ical range of photon number a? = 2-20 photons, and
to use an appropriate truncation in the Fock basis. The
current simulation method does not allow to perform a
sufficiently accurate simulation of the 3-mode CCX gate
due to the size of the Hilbert space required for the simu-
lation to converge. We thus assume that the bit-flip error
rate of the CCX gate to be similar to that of the CNOT
gate.

We find that, while all operations have a bit-flip error
probability scaling as 6*20‘2, the operation that domi-
nates the physical bit-flip error probability is the CNOT
gate. Due to the fast implementation of this gate, we
find that the dominant bit flips are those induced by
non-adiabaticity. We numerically estimate the value of
the bit-flip errors by performing a full process tomogra-
phy [62] of the dynamics implementing a CNOT gate.
The sum of the probabilities of all the 12 bit-flip type
errors (e.g. X1, Z1 ® Yo, ete.) is depicted in Fig. 23. To
extrapolate to larger number of photons, we fit this curve
and find

p$X = 0.50e 2. (D8)

Appendix E: Repetition code operation

In this appendix, we detail the architecture of our cat
qubit quantum computer at the logical (repetition code)
level.

1. Layout

With currently available technology, cat qubits can
only be built with planar connections. However, it is con-
venient to benefit from an all-to-all connectivity between
the logical qubits, as it prevents proliferation of logical
swaps. This is achieved by laying the physical qubits as
presented in Fig. 25. The proposed layout consists of or-
ganizing data busses for applying 2-qubit gates through
lattice surgery. Each logical qubit corresponds to a hor-
izontal line of data qubits, and ancillary qubits between
them allow the measurements of the code stabilizers. To
apply CNOT gates between far away logical qubits with
lattice surgery, the logical qubits are accessed through
the routing qubits either on their extremity or with each
of its physical qubits involved. Toffoli gate is realized by
preparation of a magic state in a dedicated factory (yel-
low) and by a teleportation, that requires only 2-qubit
gates as detailed in App. E4.
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Figure 24. Logical phase-flip error probability for various values of the average photon number o2, calculated using Monte
Carlo sampling of the repetition code circuit under circuit-level noise. The error bars display the statistical error. The dotted
lines correspond to a leading order fit in the regime where errors are sparse, k1/k2 < 1, the data points used in the fit are

circled.

For a code distance d, each logical qubit requires d
physical qubits for the data and d — 1 for the ancillary
qubits that allow measurements of the stabilizers. Each
magic state factory involves 4 logical qubits; we adjust
the number of magic state factory to deliver the states
at a similar speed at which they can be consumed (we
do not consider any parallelization, but ensure to have
on average one magic state ready for each time interval
corresponding to a gate teleportation). With nbi,e and
Dbfactory Trespectively the numbers of logical qubits and
factories, we count nbyoyy = [(nbiog + Nbfactory)/2] + 1
horizontal lines of routing qubits. On each side, there is
3(nbiog +nbrout +4nbgactory) —1 additional routing qubits,
including the corresponding ancillaries. Those numbers
are added in the code used to evaluate the resources [11].

Note that with the proposed layout only up to two
CNOT gates can be realized in parallel. Large paral-
lelization would require modifications, for instance by
placing the logical qubits on several columns, as consid-
ered for surface codes [76-78].

2. Repetition code performance

In this work, we follow [17, 25] and assume that the
bit-flip error rate can be made sufficiently low to run
large-scale algorithms while relying only on a simple rep-
etition code against phase flips to produce a logical qubit.
The logical [+), and |—), states of a distance-d repeti-
tion code are |£), := 1£)®7 = |C§)®d. Note that the
logical [0/1), = %(\—HL + |—),) state corresponds to
the equal superposition of all the 29~ ! states that have
an even/odd number of |1) states. The d — 1 stabilizers
of the code S; = X;X;y1 can be measured using bias-
preserving operations Py, CNOT, Mx.

We now detail how logical error models (at the level of
the repetition code) can be obtained from the physical er-
ror models described in App. D 4, beginning this subsec-
tion with the repetition code error rates (memory). Here,
we follow the recent proposal [40] that optimizes the rep-
etition code performance. We proceed in two-steps: as
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Figure 25. Layout for a quantum processor using cat qubits,
with 4 logical qubits and a code distance of 5. The data qubits
are in plain line, the ancilla qubits are dashed, the qubits used
to perform the computation are in blue, the qubits used in
the magic state factory are orange, and the routing qubits
are black.

the repetition code only corrects for phase flips, we esti-
mate the logical phase-flip error probability pz, and the
logical bit-flip error probability px, separately, and the
logical error rate is then estimated as e;, = pz, + px, .

Repetition code cycle time — As discussed in the
main text, in this work we assume that a two-photon
stabilization rate of ky/2m = 1.59 MHz. Following [10],
a full repetition code cycle is executed in five time steps
(preparation of the ancilla cat qubits in the |+) state,
first round of CNOT gates, idling time to suppress cat
qubit leakage, second round of CNOT gates, and ancilla
measurement), each of which is assumed to be realized in
time 1/k9 = 100ns. Therefore, the total repetition code
cycle time is Teycle = 500 ns.

Logical phase flip — The logical phase-flip error prob-
ability is numerically estimated using circuit-level noise
simulations of the repetition code circuit, where every op-
eration in the circuit (including idle locations) is noisy.
More precisely, every noisy operation is modelled as a
perfect operation followed by the stochastic application
of a Pauli phase-flip noise model, given in Table I. For
the value of k1 /Ky = 10~°% and o2 = 19 considered in
the main text, this translates to a preparation and mea-
surement infidelity of pprep = Pprep = 1.9 x 1074, and
a CNOT gate infidelity of pcx = 8.4 x 1073, To esti-
mate the per cycle logical phase-flip error rate, the state
of the circuit is initialized in |+),, and the stabilizers
are measured d times, followed by a final perfect round
of stabilizer measurements. This final perfect round of
stabilizer measurements emulates the fact that, in prac-
tice, the measurement of the stabilizers continues. This
ensures the convergence of the decoding algorithm as if
the data were buried under additional data as the proces-
sor keeps running. The estimate of the per cycle logical
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error rate is accurate as long as the temporal window
used in the simulation (here, d code cycles) is sufficiently
long [79]. Note that, at the end of the quantum algo-
rithm, the data qubits are measured, and the finale value
of the stabilizers may be inferred from this measurement.
The history of syndrome outcomes is decoded using the
open source minimum-weight perfect matching decoder
pyMatching [30]. Decoding the syndromes yields the cor-
rection to apply to the state. If the state after (perfect
correction) is |+), the quantum error correction circuit
correctly interpreted the errors that occurred, while if the
state after correction is |—) , a logical phase-flip error Zy,
occurred.

The probability of such a failure is then estimated by
repeating the above procedure, and is depicted in Fig. 24
for various values of /K2, average photon number a?
and code distance d. In the regime where errors are rare,
K1/Kk2 < 1, we expect the logical error rate to be domi-
nated by the contributions of trajectories where exactly
(d+1)/2 errors occurred (as any combination of less than
(d+1)/2 errors cannot lead to a logical error, and combi-
nations of more than (d+1)/2 errors are unlikely to occur
in this regime). Thus, we fit the logical error probability

after d rounds of stabilizer measurements to the ansatz
dt1

2
— A(?)d( —lre )y El
bz ( ) ((HI/K2)th(a2)) ( )
We find numerically (see Fig. 26) that A(a?) is indepen-
dent of a2, A(a?) ~ 5.6 x 1072, and (r1/k2),;, () is well
approximated by

-2
(112 )n (0) = 1(?;)10

We interpret the fact that (k1/k2),;,(?) is not exactly
inversely proportional to o as the effect of non-adiabatic
(measurement) errors on the control. Indeed, in the ab-
sence of such errors, the only source of errors considered
in our model is the single-photon loss which scales lin-
early with o2, which would produce a threshold inversely
proportional to a?.

Logical bit flip — From the characterization of the
physical bit-flip error probabilities in App.D 4, domi-
nated by the bit-flip errors induced by the CNOT gate,
we estimate the probability of logical bit-flip error per
repetition code cycle to be px, = ncx X pg(X = 2(d —
1) x 0.506’20‘2, where ncx is the number of CNOT gates
in a repetition code cycle.

Repetition code performance — Taking into account
both errors, the per cycle error probability of the repeti-
tion code is given by (presented as Eq. (3) in main text)

d+1

210.86 5
@) /s ”1/“2) +2(d—1)x0.50e 2"

¢ = 5.6 10—2<
(k1/kK2) e
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Figure 26. Numerical fit of the prefactor and value of the threshold in Eq. (E1). We find that the prefactor is independent of
a?, while the threshold decreases almost linearly with a2, as one expects from the fact that the photon-loss induced phase flips

increase linearly with o?.

with (k1/k2),, = 1.3 x 1072

Note that this architecture does not have a threshold,
as for any finite value of the noise k1/ko, there is an
optimal value for the mean number of photons a? and the
repetition code distance d that minimizes the logical error
rate. However, in this work we argue that the absence
of a threshold may not be problematic as long as the
minimal error rate that can be achieved is sufficiently
low for the targeted algorithm.

3. Transversal logical gates implementation

We now show how the logical operations of the set
{P\Jr)L 5 P‘O)L 5 MZL 5 MXL 5 ZL, XL, CXE} can be imple-
mented on the repetition code, postponing the more in-
volved implementation of the CCX [ gate to the next
subsection.

Note that the logical gate CX¥ is not required for uni-
versality as it can be synthesized from CXp gates, but
here we show how it can be directly implemented as it is
widely used in the table lookup circuit (Fig. 12).

All of the operations in St =
{P\Jr)L?P\O)LvMZLvMXLa ZL,XL7 CXE, CCXL} can b
implemented transversally on the repetition code, except
for the CCX gate, the implementation of the latter
being discussed in the next subsection.

State preparation, measurement, and Pauli gates —
The fault-tolerant preparation of [+), and |0), are real-
ized by preparing the product states |[+)®? and |0)®?,
respectively, followed by d rounds of stabilizer mea-
surements, decoding and correction. This logical state
preparation scheme is standard for stabilizer codes; see

e.g. [10, 81]. The fault-tolerant measurement of X, de-
noted Mx, , is realized by measuring all the data qubits
of the code in the X basis, followed by a majority vote
on the measurement outcomes. Note that in principle,
the value of the logical operator X can be read out on
any data qubit of the code, but this is not fault-tolerant.
The measurement of the logical Zj operator, denoted
Mz, , is realized by measuring all the data qubits in the
Z basis and by taking the product of all the measure-
ment outcomes. The logical X gate is implemented by
performing a single physical X gate on any of the data
qubits, and the logical Z, gate is implemented transver-
sally by applying a Z gate to all of the data qubits. Note
that the Z; measurement and X gate are sensitive to
any single qubit X error, but this is not a problem as cat
qubits have exponentially rare bit-flip errors.

CX1 gate — The logical CX gate can be imple-
mented transversally on the repetition code. However,
implementing a logical CNOT gate in such a way be-
tween an arbitrary pair of logical qubits in the processor
requires long distance interactions between the physical
qubits of the processor, which is not a realistic feature of
a superconducting quantum processor.

Instead, the logical CNOT gate can be realized using
a circuit based on lattice surgery involving only nearest-
neighbor interactions [32]. Here, we only provide a super-
ficial overview of how lattice surgery works to illustrate
how it may be adapted to the case of a repetition code
(instead of the more standard case of a surface code).
A detailed analysis of lattice surgery protocols may be
found in [76, 83, 84]. The implementation proceeds in
four (logical) steps, as shown in Fig. 27.

First, physical ancillary routing qubits are used to pre-
pare a logical ancilla qubit in the |0), state that extends
from the logical control qubit to the logical target qubit.
Note that, to implement a CNOT gate, which isa ‘Z — X
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Figure 27. (Top) Circuit identity used to teleport a logical CNOT gate in the processor. (Bottom) Physical mapping of the
top circuit onto the processor. It proceeds in four steps: (a) Preparation of a logical ancilla in the |0), state. This is achieved
by preparing all data qubits in the |0) state, followed by d rounds of stabilizer measurements, decoding and correction. (b)
A logical CNOT gate is realized using a local, transversal implementation. (¢) A logical X X measurement is realized by
measuring d times the X X operator of the two physical qubits at the border between the logical qubits (in dark grey), as well
as the stabilizers of the code (to ensure fault-tolerance). In terms of lattice surgery, this operation corresponds to a merge of
the two logical qubits. The logical measurement outcome m; is obtained after decoding and subsequent correction. (d) To
complete the gate teleportation, the logical Z;, operator is measured on the logical ancilla qubit. This is achieved by measuring
the value of all the Z operators of the data qubits and the logical measurement outcome ms is obtained by taking the product
of all measurement outcomes. Logical Pauli corrections, Z7* on the control and X;'? may then be applied, or tracked in

classical software to change the sign of subsequent logical measurement outcomes on these qubits.

type’ interaction, the value of the logical Z operator on
the control and of the logical X operator on the target
needs to be accessed. For our QEC scheme, the Z op-
erator has support on all of the physical qubits while the
X1, operator can in principle be accessed on any of the
data qubits, e.g. at the edge of the repetition code. For
this reason, the logical ancilla prepared in the |0), state
has an L shape, as depicted in Fig. 27(a).

Second, a (transversal) CNOT gate is performed be-
tween the logical control qubit and the logical ancilla,
mapping the state of the control qubit [¢), = a|0); +
B11), to a|00), + B|11),. Here, transversal means that
physical CNOT gates are realized between pairs of physi-
cal qubits of the logical control qubit and the data qubits
of the adjacent logical ancilla in the bus, as depicted
in Fig.27(b). Note however that the two logical qubits
(control and ancilla) do not have the same distance, as
the logical ancilla extends into the side bus. Because
the logical X operator can be accessed on any of the
physical qubits, however, a logical CNOT can be imple-
mented using only physical CNOT gates on the part of

the logical qubit that is in the horizontal bus (in terms
of lattice surgery on the surface code, this corresponds
to a ‘smooth split’ operation). However, in the case of a
repetition code, one needs to use an additional ancillary
logical qubit to implement this smooth split [35].

Then, the multi-qubit Pauli X ® X operator of the
logical ancilla and the logical target is measured using a
local X X measurement between the edges of the two logi-
cal qubits, as depicted in dark grey in Fig. 27(c) (in terms
of lattice surgery, one could also interpret this operation
as a ‘rough merge’). For fault-tolerance, the measure-
ment is repeated d times and the outcome is interpreted
after decoding the full syndrome history.

The final step consists of disentangling the logical an-
cilla qubit from the logical control and logical target
qubits using a logical Z;, measurement (Fig.27(d)). To
complete the teleportation, a (transversal) logical Z,
operation is applied to the control qubit if the logical
X1, ® X1, measurement produces the outcome —1 (with
probability 0.5), and a logical X, operation is applied to
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Figure 28. (Top) Circuit identity used to teleport a logical CX¥ gate in the processor, with k = 3. (Bottom) Physical mapping
of the top circuit onto the processor. The four steps are identical to that of Fig. 27, at the exception of the step (c) that consists
of merging the logical qubits. This is achieved using weight-3 physical measurement of the X X X operator between two data
qubits of the logical ancilla and the last data qubit of the logical target qubit. The logical measurement outcome m; is obtained
by taking the product of the operators in dark grey (interpreted after subsequent decoding).

the logical target qubit if the logical Z; measurement on
the ancilla qubit produces the value —1 (with probability
0.5). In practice, these operations do not need to be per-
formed but may be tracked in software (which is why we
do not consider here that it is an additional time step).

As noted previously (e.g. [77, 83]), an attractive feature
of using lattice surgery to implement logical multi-qubit
measurements is that decoding algorithms used to inter-
pret the error syndromes extend naturally over these pro-
tocols [25, 78, 86]. In its most general form, one may use
lattice surgery to implement all the (single-qubit) Clifford
gates using a classical tracking algorithm [34], by track-
ing the so-called edges operators (the correspondence be-
tween the physical qubits operators and the logical qubit
operators). While this strategy is arguably most efficient
in general, it also requires the ability to measure arbitrary
logical Pauli operators, such as XYy, for instance. Lat-
tice surgery protocols that achieve these measurements
are more involved, e.g. using twist defects [76, 84] and
the analysis of the associated logical failure rates under
circuit-level noise has only been recently realized [78, 86].
In the context of Shor’s algorithm however, the overhead
of the algorithm is widely dominated by the fault-tolerant
implementation of the modular arithmetic circuits and
table-lookup, composed of Toffoli and (sometimes multi-

target) CNOT gates. Lattice surgery implementations
of these gates only require X X; type measurements,
which may be realized using regular stabilizer measure-
ments only. Thus, we do not attempt to perform circuit-
level simulations of lattice surgery protocols to derive the
exact error models of these gates. Rather, we assume the
same logical error rate per code cycle €, as in the case of
the memory Eq. (3), and take into account the fact that
the logical gates take O(d) code cycles to complete.

CX¥ gate — A major advantage of lattice surgery
protocols is that they can be straightforwardly extended
to multi-qubit Pauli measurements [76, 84]. As an ex-
ample, we illustrate in Fig.28 how the logical multi-
target CX f may be implemented on our processor. The
only non-trivial difference with the case of the CXp
gate is the measurement of the multi-qubit Pauli opera-
tor X1 Xy ...Xr. This may be achieved as depicted in
Fig.28(c) using physical weight-3 measurements of the
X X X operator between three cat qubits.



4. Logical Toffoli

We conclude this Appendix by detailing the implemen-
tation of the last logical gate, the Toffoli gate. In this
work, we consider the teleportation based implementa-
tion [25, 87]. Note that other proposals to implement a
logical Toffoli gate directly on repetition cat codes us-
ing pieceable fault-tolerance or code concatenation have
been proposed [38], but the teleportation implementa-
tion leads to a lower overhead and is compatible with the
physical layout of the processor we consider here.

Measurement based magic state preparation

The teleportation of a Toffoli gate consumes the (log-
ical) magic state |CCX) = $(|000) + [010) + [100) +
[111)) [89]. Labelling the three logical qubits A, B, C,
note that |CCX) is the +1 eigenstate of X4CNOTp ¢,
XpCNOTy ¢ and ZcCZ 4 p and can thus be obtained
by starting from the logical state |000), and by perform-
ing a QND measurement of these operators. However,
starting from a well-chosen state which can be both pre-
pared easily and is already a +1 eigenstate of two of the
stabilizers, e.g. |0,+,0),, it is sufficient to measure only
the remaining stabilizer, here X4CNOTp ¢ to achieve
the preparation of [CCX). This stabilizer may be mea-
sured using the circuit depicted in Fig.29(a). In this
circuit, the Toffoli gates are used to measure CNOTp ¢
and a CNOT gate to measure X 4. In principle, a sin-
gle physical ancilla qubit could be used to perform the
measurement. However, for connectivity issues, it is con-
venient to use instead a block of ancilla qubits prepared
in the |GHZ) = (|0)®% 4 [1)®?)/V/2 state, in order to ap-
ply transversal Toffoli gates. The block of ancilla is then
measured in the X basis and the X4CNOT ¢ stabilizer
measurement result is given by the product of the X mea-
surements. This state is prepared with a circuit of depth
(d+3)/2 as shown in Fig. 29(a). Following [25], Fig. 29(b)
shows the 2D layout to perform the QND measurement.
If the measurement outcome is —1, the prepared state
is Z4|CCX) and a correction needs to be applied (or
tracked in the software). If the QND measurement is
only performed once, a single physical Z error on the
|GHZ) state would lead to a logical Z4 error. To make
this circuit fault-tolerant, the measurement needs to be
repeated. In the absence of errors, all measurement out-
comes should be identical. However, when it is repeated,
a single Z error on block A flips the results of all the fol-
lowing measurements and an error on block C' randomly
flips all the following measurements as well. To prevent
this, error detection or correction needs to be performed
between each round of measurement by measuring the
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XX stabilizers. Below, we discuss two different fault-
tolerant schemes to perform this magic state preparation.

Heralded scheme

Following the magic state preparation described in [25],
the circuit of the logical Toffoli magic state preparation
may be made fault-tolerant by post-selecting on the mea-
surement outcomes. After the first QND measurement,
a Z correction is applied to the qubit A if the measure-
ment outcome is —1. The following QND measurements
are followed by a single round of error detection and the
number of repetitions of the block ‘QND measurement
+ error detection’ is denoted d,,,. The state preparation
is rejected if the d,,, QND measurements do not give the
same result +1. If any error is detected during the error
detection rounds, the state preparation is also rejected.
The success probability is called the acceptance probabil-
ity. The corresponding circuit is represented on Fig. 30.
Note that a slightly different error model, described in
Table II, is used compared to one described above for
error correction. Indeed, in the case of error correction,
we considered the recent proposed scheme [40] where the
fast, noisy CNOT gates are used to measure the sta-
bilizers of the repetition code. Here, in the context of
a post-selected scheme, we consider the case where the
CNOT gates are performed slower, in order to maximize
the CNOT gate fidelity, so as not to lower the acceptance
probability. The CNOT gate is now performed in a time
89/(a®k2) which depends on the number of photons, and
the associated bit-flip error is given by 0.02e=2%" [25].
Two scenarii can cause a logical error in this circuit: ei-
ther all QND measurements are flipped, or a logical error
happens on the blocks A, B or C without being detected
by the error detection rounds. When d,, increases, the
probability that each QND measurement fails decreases
exponentially, while the probability of a logical error on
the blocks A, B or C increases linearly, thus an optimal
number of measurement repetitions d,, that minimized
the logical error can be found.

However, when d,, increases, the acceptance proba-
bility of the magic state preparation decreases exponen-
tially. To optimize these parameters, the space-time over-
head; i.e., the number of qubits multiply by the depth
of the circuit to generate one magic state, must be min-
imized. The space-time overhead to generate one magic
state is evaluated as

number of qubits X circuit depth

space-time overhead =
P acceptance probability

(E2)

To ensure that at least (d 4+ 1)/2 physical errors are
needed to create a logical error, the QND measurement
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Figure 29. (a) X4CNOT g, ¢ measurement circuit for a distance d = 5 code. An auxiliary |GHZ) state is prepared on the first
block and is connected to the qubit A by a CNOT gate to perform the X 4 stabilizer measurement, and to qubit B and C by
transversal Toffoli gates to implement the CNOTp ¢ stabilizer measurement. The stabilizer measurement result is given by
computing the parity of the X measurements of the |GHZ) state. Starting from the state |0, +, 0), this achieves the preparation
of |[CCX) or Z4 |CCX) if the measurement outcome is +1 or —1 respectively. (b) Mapping of the circuit on the physical layout

of the processor. Note that all interactions are local [25].

Figure 30. Heralded scheme of the magic state preparation.
The first QND measurement (S = X4CNOTp ¢) is followed
by a Z correction if the measurement outcome is —1. Then,
the block ‘QND measurement + error detection (ED)’ is re-
peated d,, times and the preparation is rejected if the mea-
surements do not all give +1. The error detection round is
performed between the rounds of QND measurements to pre-
vent errors from propagating to the GHZ measurement. d,
is optimized to minimize the space-time overhead.

has to be repeated at least d,,, = (d — 1)/2 times. How-
ever at this parameter value, the magic state preparation
errors are dominated by the |GHZ) measurement errors
by several orders of magnitude as noticed in [25, Fig. 15¢].
By increasing d,,, these measurement errors diminish and
even if the acceptance rate also diminishes, it is beneficial
for achieving a lower space-time overhead for the same
logical phase-flip error.

Fig. 31 presents the space-time overhead needed as a

H,l/liz = 10_5
CX TCX = 89/(&20(2)
1-F 3.5x107°
7 o?iiTox + graroges 26X 107°
Zy = Zr Zs 1o’k Tox 44x10"*
CCX Tcex = 89/(&20{2)
1-F 4.6 x107°
Zi=2  oPaT" + e 1.8 x 1073
Zs3 SaPm T 11x107*
712 S oyt 8.8 x 1074
AVAREAVA] 0’k T 2.3x107°
= 717273

Table II. Pauli phase-flip error models used for the magic
state preparation. For the dissipative implementations con-
sidered in this work, we summarize the analytical errors mod-
els derived in [25]. The equalities in the left column, e.g.
Zo = Z1Z2, means that these errors occur with equal proba-
bility.

function of the logical error targeted. The space-time
overhead shown for a certain logical error is optimized
in terms of distance d and number of repeated QND
measurement d,, (in red). The proposition in [25] where
dm = (d —1)/2 is also represented (in blue).



Deterministic scheme

This section presents a deterministic scheme (with ac-
ceptance probability equals to one). This scheme is sim-
ilar to the one before but now includes a fault-tolerant
error correction between each round of measurement (and
not only error detection), and a majority vote between
the d,, outcomes of the stabilizer measurements (c.f.
Fig.32). Note that error correction is needed at each
round because in case a Z error is not corrected on the
block C before the next stabilizer measurement, its out-
come is random. Further note that d rounds of error cor-
rection are needed to make it fault-tolerant. Here again,
we neglect the classical processing time of the decoding
of the syndrome and assume that the correction on the
data qubits is perfect and instantaneous. As in the pre-
vious case, when d,, increases, the probability that the
majority vote between the QND measurements fails de-
creases exponentially, while the probability of a logical
error on the blocks A, B or C' increases, such that there
exists a finite optimal number of repetitions.

Fig.31 (yellow curve) shows the space-time overhead
needed as a function of the logical error targeted for the
deterministic scheme. Like for the heralded scheme, the
space-time overhead shown for a certain logical error is
optimized in terms of distance d and number of repeated
QND measurement d,,. This scheme needs a larger de-
fault overhead because of its very large depth, but has a
better scaling as a function of the logical error targeted

10°
—— Heralded scheme d,, = (d — 1)/2
107 Deterministic scheme
<
s —— Heralded scheme
106
g 10°}
8
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Figure 31.  Space-time overhead as a function of the

logical error probability needed for the Toffoli magic
state prepared. The space-time overhead is calcu-
lated with space-time overhead = number of qubits X
circuit depth/acceptance probability. For the heralded and
deterministic scheme, the distance of the code and d,, are
chosen to minimize the space-time overhead. For comparison,
the proposition in [25] where d,, = (d — 1)/2 is represented
(in blue).
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Figure 32. Deterministic scheme of the magic state prepa-
ration for d = 3. For simplicity, only one block is shown,
however this circuit is repeated d,, times. d rounds of error
correction are performed between the rounds of QND mea-
surements to correct errors before the next GHZ measure-
ment. A majority vote between the QND measurements then
determines the result of the measurement. The number of
repetitions d,, is optimized to minimize the space-time over-
head.

and thus become better than the heralded scheme if the
phase-flip logical error targeted is below approximately
1010,

Magic state preparation total logical error

As for the logical memory error, the bit-flip error is
calculated independently of the logical phase-flip error.
The former is calculated with the CNOT and Toffoli gates
physical bit-flip errors which are dominant. The number
of photon is chosen so that the logical bit-flip error rate
equals the logical phase-flip error rate, and the results
are shown in Table III.

Heralded scheme simulation technique

In order to evaluate the logical failure of a circuit from
the physical errors, the circuit-level error model is used,
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ild « error prob. |steps  time|accept. prob. (%)
03 375]1.05x10°| 23 54.7ps 84
113 3.93|1.02x107*| 29 65.87us 74.5
2|3 532|814x107°| 35 587ps 66
3|5 7.15[4.62x107°%| 46 57.4us 45.6
4|5 818 |7.00x1077| 53 57.8ps 36.2
5(5 8.38|536x1077| 60 63.9ps 28.8
67 9.71 [6.14x107%| 73 67.1pus 14.8
717 1076|840 x 107 | 81  67.2ps 10.5
8|7 11.06]5.16 x 1072 | 89  71.8ps 7.27
99 11.64]2.28x107°%| 104 79.7ps 2.62
10| 9 12.83|2.30 x 1071°| 113 78.6ps 1.54
11| 9 13.44|7.36 x 10711| 122  8lps 0.975
12119 17.35(7.90 x 107'2| 9576 4.92ms 100
13|21 18.94(5.40 x 107 13|14112 6.65ms 100
14123 20.53(3.74 x 10714|21344 9.27 ms 100

Table II1. Parameters for the preparation of the Toffoli states.
i is an index identifying each parameter set, the one used in
Table TV. d and o are respectively the code distance and
the average number of photons used during the preparation
of the magic state. The fourth column describes the error
probability during the process. Fifth column counts the depth
of the magic state preparation, in number of physical gates,
and the following one the corresponding time. Last column is
the acceptance probability. The heralded scheme is used for
1 < 11 while for ¢+ > 12 the deterministic scheme is favored.
The simulation techniques used to obtain the values presented
in this table are described in the text.

which includes every possible location for an error to oc-
cur. Monte Carlo simulations are generally used to sam-
ple the logical failure rate. However, sampling a logical
failure probability of 1071° with an acceptance proba-
bility of 1072 would require thousands of years of CPU
run-time to reach a relative standard deviation of the or-
der of the percent. We will now present two methods
which have been used in order to reach reasonable com-
putational time.

Stratified sampling consists of partitioning the popula-
tion to sample in distinct subgroups, which are sampled
independently. Partitioning the population according to
the number of errors happening in the circuit is an effi-
cient way to reduce the time required for the Monte Carlo
simulations.

n=N
P(failure) = Z P(failure | n errors in the circuit)
n=0
x P(n errors in the circuit) (E3)
where N denotes the number of possible locations for an
error to occur in the circuit. P(n errors in the circuit)
is a binomial law and becomes negligible for large n.
Due to the fault-tolerant construction of the scheme,
P(failure | m errors in the circuit < npr) = 0 where
npr = min(d;l7dm + 1).  Thus, only a hand-
ful of n contributes to the logical error probability.
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P(n errors in the circuit) can be calculated analytically
and the only remaining terms to simulate with Monte
Carlo simulations are P(failure | n errors in the circuit)
for a few relevant values of n.

However, this method alone cannot reduce sufficiently
the computational time for large d,,. We introduce a
second type of stratified sampling, which combined with
the first one, is sufficient to reach tractable computations.
Because the scheme uses post-selection, most of the tra-
jectories which could cause a logical failure because they
contain more Z errors than (d+1)/2 are rejected because
these errors are detected by the error detection rounds.
But we can finely choose the trajectories which can both
cause a logical error while being undetected by syndrome
measurements; i.e., a stratified sampling on the location
where errors can happen. If C designates the set of re-
stricted locations where errors need to happen in order to
create a logical failure without being detected, the logical
failure is then given by

P(failure) = P(failure | n errors € C)

x P(n errors € C) (E4)

Deterministic scheme simulation technique

The circuit-level error model is here intractable due to
the depth of the circuit considered. Once again, two logi-
cal error sources can be distinguished. Either the major-
ity vote of the repeated measurements fails, or a logical
error happens on the logical qubits A, B or C. The lat-
ter has the same logical error as the memory. After each
correction applied to the logical qubits A, B or C, resid-
ual errors can propagate to the QND measurement. In
order to perform a circuit level simulation of the failure
probability of the QND measurement, the residual er-
rors from the logical qubits A, B or C' were sampled with
circuit-level simulation, and added as input of the QND
measurement simulation. Because d rounds of error cor-
rection are performed between each round of QND mea-
surement, the failure probability of the different QND
measurements are independent and can be added in or-
der to calculate the failure probability of the majority
vote.

Teleportation

The teleportation of Toffoli gate, from the magic state
|CCX), is done using the circuit represented in Fig. 33.
Note that an auto-corrected Toffoli state would allow to
also perform the corrections off-line, such as in [54].
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Figure 33. Teleportation of a Toffoli gate. From top, the two
first qubits are the controls and the third is the target. |[CCX)
is the magic state for the Toffoli gate, defined as the result
of applying a Toffoli gate on |+) |+) |0), and obtained via the
magic state preparation described in the text.

Appendix F: Resources for different key sizes

Estimation of resources required for solving elliptic
curve discrete logarithm problem for different sizes are
reported in Table IV. The optimal parameters that we
found are also given. A description of symbols can be
found in the caption of Table IV. The optimization is
run by an exhaustive search on the different parameters
to minimize the product a2nqubitstexp.

Here, n (number of bits in p) is the parameter that
controls the size of the problem (and n. = 2n). we,
Wm, &2, d and i are the parameters on which the op-
timization runs. The number of factories is taken such
that the average generation rate of magic states matches
the teleportation time, and the number of qubits used
for magic states factories is derived from the chosen lay-
out; see App. E 1 for more details. The number of logical
qubits is computed by considering the place in the al-
gorithm that consumes the largest number of ancillary
states, as detailed in App. C 11. The number of physical
qubits is deduced from it by taking into account the code
distance and routing qubits (and it also includes facto-
ries qubits). The computation time is deduced from the
logical algorithm, the repetition code implementation of
logical gates and the time to implement physical gates.
The average time is deduced from the run-time and the
success probability (the number of Bernoulli trials to get
one success is given by a geometric distribution).

Similarly, the optimal parameters and resources for
factoring RSA integers are detailed in Table V. The im-
plementation of Shor’s algorithm for factorization used
to evaluate the resources is detailed in [43] (but with the
architecture described here), and the code producing the
table is available at [41].

As stated in the main text, we find that computing
a discrete logarithm on a 256-bit elliptic curve requires
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126 133 cat qubits, which corresponds to a distance-13
repetition code and cat qubits of size &? = 19 photons.
This number was obtained under the assumption that
the exponential suppression of bit-flip errors holds up
until cat sizes of 19 photons, an assumption that will
be crucial to demonstrate experimentally. Note that re-
cent theoretical works [90-92] have shown that, due to
the better scaling of exponential suppression of bit flips
in squeezed cats, the extremely low bit-flip error rates
required to run large-scale algorithms on repetition cat
codes could be attained with much fewer photons. Al-
ternatively, under similar assumptions than those used
in this work, we estimate that a (dx,dz) = (3,37) rect-
angular (rotated) surface code built on cat qubits of size
a? = 10 photons yields the same logical error rate as a
distance-13 repetition code on o? = 19 photons, which
corresponds roughly to a =~ x10 overhead.

Appendix G: Possible improvements

In this work, we favored solutions allowing for simple
explanations while keeping the number of logical qubits
as low as possible. However, variations of algorithm im-
plementation are possible and some of them may signifi-
cantly reduce the computation time with a limited over-
head in terms of qubit number (or even a reduction of
qubit number if the run-time can be shortened enough to
reduce the code distance, or use a less demanding magic
state preparation). They would have to be analyzed in
detail to facilitate an experimental implementation of dis-
crete logarithm computation with cat qubits. In this ap-
pendix, we discuss techniques which might be relevant
along this line. In particular, we first discuss ways to
achieve parallelization. We then discuss implementations
of Shor’s algorithms using alternatives additions. More
generally, the repetition code can be seen as an extremely
asymmetric surface code, and most of the work done in
the past years to improve quantum computing on surface
code can be adapted to the repetition code.

1. Parallelization

For simplicity, we did not include any parallelization in
this work. In principle however, with its “left” and “right’
buses, the layout presented in Fig. 25 would allow essen-
tially two 2-qubit gates to be performed simultaneously
(this is slightly restrictive as a bus can be used for imple-
menting 2-qubit gates simultaneously in case there is no
overlap between the routing qubits required to connect
the different pairs). For an augmented parallelization,
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2

n o Me |We wm a° d i |#factories factories qubits Nqubits t texp logical qubits
8 16 |9 2 12 7 4 5 388 2817 1s 1s 85
16 32 (11 4 14 9 5 6 463 5961 9s 10s 159
32 64 |13 4 15 9 7 16 1537 12050 55s  1min 305
64 128 (15 4 17 11 7 13 1252 25346 8min 9min 595
128 256 (17 5 18 13 10 87 10026 64543 1hours 1hours 1173
256 512 |18 6 19 13 12 84 18101 126133 7 hours 9 hours 2326
512 102420 7 21 15 12 73 15736 258739 3days 3days 4632

Table IV. Resources and parameters for discrete logarithm computation. n is the number of qubits to represent the coordinates
of an elliptic curve point. n. is the number of qubits dedicated for the two registers containing the factors of the elliptic curve
multiplication; ne = 2n with Shor’s algorithm assuming the order of the cyclic group being of the same order of magnitude as
p. we and w,, are the windows size for respectively the elliptic curve multiplication and the integer multiplication. «? is the
average number of photons used for each cat qubit. d is the code distance and ¢ the index of the parameters of magic states
factory, which are presented in Table III. Next detailed parameters are the number of magic states factories (#factories) and
number of qubits used in all of them. ngubits is the total number of (physical) cat qubits. ¢ and texp are respectively the time
for one run and the average time to successfully compute the discrete logarithm. Last parameter is the number of logical qubits
involved in the computation.

2

n Ne |M wWe wm o d i |#factories factories qubits nqubits t texp  logical qubits
6 6 5 2 2 10 5 2 4 229 986 62ms 243 ms 33

8 9 |8 2 2 11 5 3 6 463 1476  159ms 331ms 45

16 21 |10 3 3 12 7 4 5 388 2551 992 ms 1s 76

128 189 (18 4 3 16 11 7 13 1252 18650 3 min 3 min 430

2566 381120 4 4 17 11 8 20 1917 35083 15min 19 min 819

512 765123 4 4 19 13 10 87 10026 84073 2hours 2hours 1593
829 1242|124 5 4 19 13 12 84 18101 136456 6hours 8hours 2548
1024 1493|126 5 4 20 15 12 73 15736 180269 12 hours 13 hours 3137
2048 3029|128 5 5 21 1513 98 23075 349133 3days 4days 6214

Table V. Resources and parameters for integer factorization. The corresponding algorithm is detailed in [43] and the code
generating this table is available at [41]. n is the number of qubits to represent the coordinates of an elliptic curve point. n. is
the number of qubits dedicated for the two registers containing the exponent of the modular exponentiation; n. ~ 1.5n with
Ekera’s algorithm. m is the number of qubits added for the coset representation of integers. w. and w., are the windows size
for respectively the exponentiation and the multiplications. a? is the average number of photons used for each cat qubit. d is
the code distance and i the index of the parameters of magic states factory, which are presented in Table III. Next detailed
parameters are the number of magic states factories (#factories) and number of qubits used in all of them. nqubits is the total
number of (physical) cat qubits. ¢ and texp are respectively the time for one run and the average time to successfully compute
the discrete logarithm. Last parameter is the number of logical qubits involved in the computation.

wider busses can be used on the sides of the processor, or 2. Alternative additions
better, a 2D layout can be adopted by arranging several

columns of logical qubits, similarly to what is usually

considered for surface code (either square or rectangu-
lar) [54, 77, 78].

A key element to reduce run-times is to use Fowler’s
time optimal quantum computing [53] to trade between
time and space through the use of teleportations. When
combined with auto-corrected magic state [54], the Clif-
ford correction following the gate teleportation can be
implemented off-line (remaining Pauli corrections can be
followed by the control computer instead of being ap-
plied) and the space overhead of Fowler’s original trick
is reduced. We present in Fig. 34 an implementation of
the Toffoli teleportation directly derived from [54]. Note
that the first Toffoli gate applied on |+)|+)|0) corre-
sponds to the preparation of a Toffoli magic state (the
same consumed by Fig. 33) and can be obtained accord-
ing to App. E4.

In the description of the algorithm presented in the
previous sections, we considered addition circuits be-
tween two quantum registers derived from Cuccaro’s
adder [34]. It uses only one ancillary qubit and is
based on Toffoli gates, the non-Clifford gate available
on our platform. Alternative adders exist, like Gidney
adder [93]. Tt replaces half (or a third for controlled
additions) of Toffoli gates (and associated magic state
preparation and teleportation) by a measurement-based
circuit using only Clifford gates. The idea is to store
the result of an AND gate in a freshly initialized qubit
(an AND gate being a Toffoli gate targeting an ancil-
lary qubit initialized in |0), see Fig.35), and replace the
Toffoli required to reset the ancillary qubit to |0) by a
measurement-based uncomputation [31, 93, 94], as shown
in Fig.36. Gidney adder requires more ancilliary qubits
but there might be unused qubits in the algorithm de-
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Figure 34. Toffoli teleportation with an autocorrected magic state, directly adapted from [

]. The only non Clifford resource

is the standard Toffoli magic state (same as in Fig. 33) that can be obtained by applying a Toffoli gate on |+) |4} |0) or as

detailed in App. E4.
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Figure 35. AND gate.
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Figure 36. AND uncomputation, and its measurement-based
uncomputation.

pending on where the addition is needed [95]. In the
following figures, we present the circuits exploiting the
AND gate and its uncomputation which would replace
Fig.3, 4, 11, 13, and 17.

Semiclassical additions used in this work are designed
in the spirit of the circuit presented in [1, Fig.7] (but
using slightly less resources or achieving different tasks):
the carries are successively computed and each one is
stored in a new ancillary qubit. In the circuits used in
this work (Fig.6, 7, 9, 10, and 19), the Toffoli gates re-
setting a qubit to |0) could eventually be replaced by
the measurement-based uncomputing discussed before
(Fig. 36). Note that the addition from [63] could be more
appropriate to reduce the number of ancillary qubits at
the cost of logarithmically longer circuits.
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Figure 37. Gidney’s addition circuit modulo 2" from [93],
with n the number of qubits of z and y (5 in the figure). The
result is z = x +y mod 2". The boxed part is repeated for
each qubit pair (except first and last). This scheme performs
the same task as Fig. 13.

Note also that the additions mentioned before may be
improved by using oblivious carry runway [96] to split
the computation of one addition into several smaller ad-
ditions that can be carried almost independently. We
did not study how this technique interferes with the cir-
cuits around the additions but the necessity to go back
to the standard representation of integers might negate
the advantage.

Note also that in order to further parallelize, look-
ahead adders [14] could be considered. On the one hand,
they require the simultaneous availability of a lot of
magic states. On the other hand, the relatively small
size of Toffoli states factories suggest that look-ahead
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Figure 38. Nonmodular adder circuit using AND gates. The
boxed part is repeated for each qubit pair (except first and
last). This scheme performs the same task as Fig. 3.
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Figure 39. Controlled adder modulo 2" circuit using AND
gates, with n the number of qubits of the inputs. The result
is z = y + z.ctrl mod 2". The boxed part comes from [93]
(the represented Toffoli gate should be implemented as such
with the architecture studied here but can be replaced by a
AND gate followed by a CNOT and the uncomputation of
AND gate) and is repeated for each qubit pair (except first
and last). This scheme performs the same task as Fig. 17.

adders might be suitable in our case. A thorough anal-
ysis including a precise noise model would be needed to
conclude about the relevance of look-ahead adders.
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